INSTALLATION AND SET-UP GUIDE

Setting up the L2TP WAN connection type on
the Linksys LRT214 and LRT224

The Layer 2 Tunneling Protocol (L2TP) WAN connection type is a legacy feature originally designed for
specific ISPs in Europe. The legacy feature does not support advanced security options such as MPPE
encryption and L2TP over IPSec. Without the advanced security options, the current implementation on LRT
routers cannot work with third-party VPN services that employ L2TP.

This article will guide you on how to set up the L2TP WAN connection type on the Linksys Gigabit VPN
routers, LRT214 and LRT224. Before you proceed, make sure you have completed the following in your
L2TP Server:

NOTE: The images may vary according to your L2TP server.

e Enable the L2TP Server.
e Disable the Use MPPE encryption.

© L2TP encryption Setup

se MPPE encryption
e Disable the L2TP over IPSec Setting.

© L2TP over IPSec Setting

Enabled Preshared Key

Follow the steps below to set up the L2TP WAN connection type on the Linksys Gigabit VPN router.

Step 1:
Open a web browser and access the router's web-based setup page. To learn how, click here.

Step 2:
Click on the Configuration tab.

Step 3:


http://kb.linksys.com/support-article?articleNum=135887

In the Setup > Network > WAN SETTING, click & under Configuration.

Interface Connection Ty pe Configuration
WAN1 Obtain an IP automatically Fﬁ?

Step 4:
In the WAN Connection Type, click the dropdown menu and select L2TP.

Cbtain an IP automatically
Static IP

Interface : FPPoE

FFTP

WAN Connection Type :

Transparent Bridge

Step 5:
Enter the information from your L2TP server in the succeeding fields.

NOTE: You may choose Connect on Demand if you want to enable auto-dialing for a dial
connection. Select Keep Alive if you want the dial connection to redial automatically when
disconnected. The default setting for Maximum Transmission Unit (MTU) is Auto. The default
manual setting is 1500 bytes.



Interface : AN

WAN Connection Type :  |L2TP v

Specify WAN IP Address :

Subnet Mask :

Default Gateway Address :

Username :
Password :
@ Connect on Demand : Max Idle Time | & Min.
() Keep Alive : Redial Period | 30 Sec.
MTU : @ Auto (2 Manual | 1500 bytes
Step 6:
Click Save.

You should now have successfully set up the L2TP WAN connection type on your Linksys LRT214 or
LRT224.

Setting up the Linksys Gigabit VPN Router
using the Basic Setup Wizard

Setting up the Linksys Gigabit VPN Router is easy using the Basic Setup Wizard to configure the
basic network settings of your router. You can find this software by accessing the web-based setup
page of your VPN router. For instructions, click here.

Setting up your Router

Once you have access the web-based setup page of your router, you may proceed with the setup.


http://kb.linksys.com/us/support-article?articleNum=135887

Step 1:
On the web-based setup page, click Quick Start tab. Then, click the Launch Now button to
immediately start the set up process.

Click
Quick Start.

oystem Status Quick Start I

Wizard

Launch "Basic Setup” Wizard © To help you guickly setup
wizard.
Click Launch
Now.

Step 2:
Under Host Name and Domain Name, enter the host and domain name required by your Internet
Service Provider (ISP) and then click Next.

NOTE: If your ISP does not require a Host Name and a Domain Name, just leave the fields blank
instead.



Host and Domain Enter a host and domain name for the Router.

Some ISPsInternet Service Providers) may require these names as identification, and
T el these settings can be obtained from wour ISP, In most cases, leaving these fields blank

w11 v,
L&H

Enter the Host
Time Hoct Mame: | ' and Domain
Fasaword name required
Summary amain Name:| by wour ISP,
Finish
Click Mext,

S oo |

Step 3:
Select your WAN connection Type under WAN1. Then, click Next.

NOTE: In this example, Obtain an IP automatically is used.



+ Host and Domain SelectWAN connection Type (For WART)

T Sslect Wan

(%) Obtsin an 1P sutamatically : connection Type
QU e
If wour ISP is running a DHCF senver, selay (FDI’ W.ﬁ.Nl}. an.
LAM “our ISP will assign these values (includes DNS Server) autamatically. Ur users zan

chedck the box of Use the Following DS Serrer Addresses, and enter the specific DMNS

Time Senrer IP. Muliple DNS IP Settings are common. In most cases, the first awailable DHS
P asamard entry is used. (defaulf)
Summary ) static 1P
Finish If wou hawve a specify VAN [P Address, Subnet Mask, Default &ateway Address and
OMS Serrer, select Static IP. “rou can get this information from your ISP,
{:} FFPoE [Fointto-FPoint Protocol owver Ethernet )
“fou hawe to cheddwith ywour ISP to make sure whether PPPoE should be enabled
or not. If they do use PPPoE.
Click Mext.
it | cancel |
Step 4:

Select the DNS settings on your router. If you have a specific DNS you would like to use, select Use
the Following DNS Server Addresses and enter your DNS Server Addresses. Otherwise, select
Use DNS Server provided by ISP (default) then click Next.



¥ Host and Domain Cihtain an IP automatically (For WAk

(%) Use DN Server provided by ISP [default]
AN

LAM () Usethe Following DNS Server Addresses

Time

OMS Serwver [Required] | |
F aszamard 1:

2 | |

Summany

Finish

Click Next.

QUICK TIP: If you have a Dual-WAN Router, Model LRT224 and are using both WAN ports, enter
the settings for your second ISP under WAN2 then click Next.

NOTE: WANZ2 will not be an option on the LRT214 since it only has one WAN port

Step 5:
Enter the Device IP Address of your VPN router under LAN. Click Next.

NOTE: In this example, "192.168.1.1" is the local IP Address of the VPN router.



+ Host and Domain LAM Setting
o MAN Enter the
Ao Device IP Address: | 102.168.1.1 . Device IP
Address,
LA Flease entarsubnet mask. (255.255 2550 iz default vauwe.,
Time Subriet Mask: |255.255.255.D b
F aszward
Summany
Finish
Click Next.

Back MNext m

Step 6:
Under Time option, select your preferred time then click Next.

+ Host and Domain Tirme Setting

« AN

W AN '@} Set the local time using Metwork Time Protocol [NTP ) auto matically
« LAN

F azamard

O Set the local time Manually

Summary

Finizh

Click Next.

Back LR Cancel




Step 7:
Set Time Zone that you will be using for your router. Click Next to proceed.

+" Host and Damain Tirme Setting
+ MENA
Time fone : |F"acific Time (U5 & Canada) (& T-2:007 e
< iAN2
¥ LAN ] L . Enabled
Set Time mime: [
Zone.
P azamard | | (mm.dd)
Summary End Date - | | (mm.dd)
Finish
HTP Serwver : | time.nist.gow |
Click Mext,
Step 8:

Enter your Username and Password for your router. Itis recommended to change your router
Username and Password according to your preference to avoid any compromise with regards to
your network security. Then, click Next.



« Host and Domain Password Setting

AN

o TSN Username : admin

¥ LAN Hewr Username : | by FHRouter Enter your :I
« Time Username and

Corfirm Mews Username : hly WP MR outer Password,

Summany

Mewr Password :

Finish

Corfirm Mew Password : | AAAA AR |

.r-.-1ini mum Password Complexity Enable

Fas=sword Strength hMeter : ] |

Fasz=sword Aging Enforcement : G} Disable

Click Next.

Back Mext Cancel

QUICK TIP: The Password Strength Meter describes how secure your password is. The higher
the meter, the more secure it becomes. Use a combination of upper-case letters, lower-case letters
and numbers to maximize the strength of your password.

Step 9:
This window will give you a summary of the settings that was set up for the router. Click Next to
proceed.



+ Host and Domain SuUmmany
< iNAN
Ho=t Mame:
< ANZ
o LM Domain Mame:
¥ Time Wk Obtain an IP autem atically
+ Pasanord
Use DMS Senrer provided by ISP
S Ery
Finizh
QT el Obtain an IP automatically
Use DMS Senrer provided by 15P
LAN Ipitask: 192.168.1.1 1 2585 2552550
Click Next.
Badk Mext m
Step 10:

Click Install to apply the settings to your VPN router.

+ Host and Domain Summary
o AN
Tirne Setting: the local time using Metwot Time ProtocallNTP) autom ati
W MIANZ
o LAN Time Zone: Facific Time (U5 & Canada) (M T-2:007
 Time Craylight Sawvings Timr  disabled
o P asamard Start Date:
= End Date:
EA T
Finish MTP Senrer: time.nist. gow
Userrame!Password: admin f ==

Click
Install.

Back Inztall




Congratulations! You have now successfully set up your Linksys Gigabit VPN Router.

Configuring Internet Connection for the
Linksys Gigabit VPN router using manual
setup

There are two ways to configure the router for Internet Connection:

e By using the Setup Wizard, for instructions click here.
e Through manual setup.

This article will guide you on how to configure the router for internet connection using manual
set up.

Step 1:
Access the router’s web-based setup page. For instructions, click here.

Step 2:

On the web-based setup page, click Configuration > Setup > Network.

Click
Configuration.

LINCKSYS LRT224 Dual WAN Gig

oystem Status Cluick Start Configuration

csew .
! Hetwork
F'.E'SSWDFEI Host Mame router323030 iR
Time |
DMZ Host

in M ter323030 :
Forwarding Domain Mame router com R

Fort Address Translation

Timm fn Dims BIEAT

Step 3:
Enter the Host Name and Domain Name required by your Internet Service Provider (ISP).


http://kb.linksys.com/us/support-article?articleNum=141364
http://kb.linksys.com/us/support-article?articleNum=135887

Zdick Start Configuration Maintenance Support

Network
Enter the Host and
Host Mame : | router323030 Domain name =g
) ) required by your
Damain Mame ; l router323030.com Internet Service =35

Provider (ISP).

NOTE: If your ISP does not require a Host Name and a Domain Name, just leave the fields
blank instead.

Step 4:
Select the type of addressing for your network under IP MODE. In this example, we will use

the default Dual-Stack IP settings. Then, click the Q button.

Mode WiAH LAN Select the type of
) IPwd Onily Pt P4 addressing for
(®) Dual-Stack P IPvd and IPvE  IPv4 and IPvE your netwark.

Step 5:
Under the WAN SETTING option click on the Configuration icon.

Interface Connection Type Configuration Click the
WL Static IP P Configuration
WANZ  Obtain an IP automatically 4 1con.

Step 6:

Select your WAN Connection Type then click Save.

NOTE: In this example, we used Obtain an IP automatically for the WAN Connection Type.



Network

EDIT WAN CONNECTION

Interface : WANT
WAN Connection Type - Obtain an IP automatically |= 58'3:;;':'”

Obtain an [P automaticall Connection

Static [P r Ad

PPPoE Type.

: PFTP
DNS Server (Required) 1 | Transparent Bridge
2: /0000

MTU - @ Auto @ Manual | 1500 bytes
Click
Save,

NOTE: If you need to change the LAN IP address of the router, under LAN Setting click on the
Edit icon and make the necessary changes.

LAN SETTING

MAC Address | S0056:40:32:30:30
IP Address  Subnet Mask VYLAHID DHCPmode Edit [ )
1921651 1 2552552550 1 DHCP Server  [557 Enl:llli:tk

Add a WLAN Add a Subnet for Quthound MNATIRG

NOTE: By default, the settings under LAN SETTING section are the following:

e [P Address: 192.168.1.1
e Subnet Mask: 255.255.255.0
e« VLANID:1

Step 7:
To change the router’s Password. Click Configuration > Setup > Password to set the router



administrator Username and Password.

NOTE: Itis strongly recommended to change the default Username and Password
(admin/admin). This is to avoid any compromise with regards to your network security.

Click
Configuration

Systern Status Quick Start Configur ation Maintenance

T ...

Metwark

Password Username: adrnin

Time

D Z Host Old Password: | et |

Forvwarding

Patt Address Translstion Mew Lsername: | Wy P MR auter |

One-to-0One MAT

Create a new

AT Address Clone .
Caonfirrn Mew Llsername: hiyP MR auter
Crynarmic DS Username
i and
Advanced Routing Mew Password: | T
IP+6 Transition Password.
» DHCP Confirm Mew Passward: | T T T TTIITIIIY

Minimum Password Complexity: Enable
¥ Port Management

FPassward Strength Meter:
* Firewall s =mmm o OCOCOC0N

» YPN

Password Aging Enforcement (® Disable O Change the password after | 120
¥ OpentFPH Days

QUICK TIP: The Password Strength Meter describes how secure your password is. The
higher the meter, the more secure it becomes. Use a combination of upper-case letters, lower-
case letters and numbers to maximize the strength of your password.

Step 8:
Click Save.

Step 9:
To change the Time setting. Click Configuration > Setup > Time to configure the System time
for the router depending on your preference.



NOTE: This option is used know the exact time of event occurrences that are recorded in the
System Log, and the time of closing or opening access for Internet resources.

Click
Configuration

aystem Status Gluick Start Configuration Maintenance
* Setup 3
EIN ..
[ty ar
Select the
Pazzw i
Time System time for ® Bet the local time uszing Metwork Time Protocol (MTRY autormatically

OMZT He your router,

PP (3 Setthe local time Manually

Port Addrezs Translation
one-to-one MAT

MAC Address Clone
Cynamic DM

Time Lone : | Facific Time (LIS & Canada) (GMWT-2:00) V|

Diaylight Savings Time : [] Enahbled

Advanced Routing :
e Start Date | | (mm.dd)
» DHCP End Date : | | {mm.dd)
¥

MNTF Server : time.nist.goyv |

Step 10:
Click Save.

Congratulations! You have now successfully set up your Linksys VPN router.

Configuring the LRT2x4 router and VPN
Clients using OpenVPN

OpenVPN is an application that implements Virtual Private Network (VPN) for creating secure point-to-
point connections, which allow OpenVPN clients such as laptops, smartphones, and tablets to connect using
two-factor authentication. It supports SSL/TLS for key exchange as part of the authentication, in addition to
username or password. It also has the capability to support up to five (5) OpenVPN Tunnels.

QUICK TIP: OpenVPN Tunnel can be either full or split. The Full Tunnel forces all traffic to be
forwarded to the OpenVPN Server, whereas a Split Tunnel allows an OpenVPN client to access
Internet-bound resources via local Internet Service Provider (ISP).



The steps below will show you how OpenVPN works on a local setup with your Linksys Gigabit VPN Router.
IMPORTANT: Make sure you have downloaded the OpenVPN Client. Click here to get one.
i. Setting up OpenVPN

ii. Installing OpenVPN Client
iii. Verifying IP addresses

Setting up OpenVPN

Step 1:
Reset the router to its factory default settings.

Step 2:
Connect all devices as the topology below where PCL1 is on the LAN side and PC2 is on the WAN side.

NOTE: PC2 serves as an OpenVPN client that is trying to access PC1 in the LAN of LRT2x4.

LRT2x4
WAN (Static)
IP: 192.168.100.100
Gateway: 192.168.100.200
LAN: 192.168.1.1

U =~V 4
2 . :'LV.-
2>
PC1 PC2
IP: 192.168.1.100 IP: 192.168.100.200
Gateway: 192.168.1.1 Gateway: 192.168.100.100

Step 3:
Access the router's web-based setup page. To learn how, click here.

Step 4:
Click Configuration.


http://openvpn.net/index.php/open-source/downloads.html
https://www.linksys.com/us/support-article?articleNum=156241#setup
https://www.linksys.com/us/support-article?articleNum=156241#install
https://www.linksys.com/us/support-article?articleNum=156241#verify
http://kb.linksys.com/us/support-article?articleNum=135887

LINCSYS |RrRT214 Gigabit VPN Router

oystem Status Cluick Start Configuration

Click
Configuration.

Step 5:
Click Network. Under the WAN SETTING section, click the configuration button of WANL1.

Interface Connection Type Configuration
WANT Obtain an IP automatically 74
WWANZ Obtain an IP automatically ¢

Click this
button,

[] Enahle DMZ

Cancel

Step 6:
Configure the WAN CONNECTION according to the following information. Click Save.



Network

EDIT WAN CONNECTION

Interface : WA

WAN Connection Type : Static IF El

Specify WAN P Address ;| 192.163.100.100

subnet Mask 255 255 2550

Default Gateway Address @ | 192.168.100.2200

DMz Server (Regquired) 1 oooo

2: /0000

MTLI - (& Auto {3 Manual W
m Cancel
Click Save.

Step 7:
Click OpenVPN.

k Firewall
kPR
¥ Easylink VPR

* DpenVPH

SumiImany
Openy'PH Server
Openy'PH Client

Step 8:

Under OPENVPN SERVER STATUS of the Summary page, click the Config. button.

Enable

Click
Open¥ PN,
orEMNYFMN CLIEMT STATUS

4 Tunnel{s) Enabled

Enable

DOPEMNYPM SERVER STATUS

Valid Duration

From: 201 3-09-17
Tor 2023-01-M

Valid Duration

bytes



Encryption  Security Subnet  Config.

192.168.1.0
AES128  sereeneey

Click this
button.

Step 9:
Click the Enable OpenVPN Server checkbox.

OpenVPN Server
Enable Open¥FM Server

Click this I
checkbox,

Step 10:
Select Password + Certificate as the Authentication Type. Enter your configuration settings.



OpenVPN Server

Enable OpenvPr Server

Hal IPvd Address,

e 1-659534, Def

Authentication Type: FPassword + Certificate

Server IP Address: 172.31.0.0 iy
Subnet Mask: 2552552550

Frotocol: TCP

Part: 11494 3E:]
Encryption: AES-128

Tuntel Mode: Split Tunnel

Security [P Address: | 192.168.1.0

Security Subnet Mask: | 256.265.255.0

NOTE: This option is only applicable if you selected Certificate or Password + Certificate as the

authentication type.

e Authentication Type — Select Password, Certificate or Password + Certificate. When you
change authentication type, all client configurations and current used certificates will be cleaned

up.

e Server IP Address — Enter a virtual IPv4 address for the server. The default IP address is

172.31.0.0.
Subnet Mask - Enter the IPv4 subnet mask.
Protocol - Select either TCP or UDP protocol.

Step 11:

Port - Configure OpenVPN server listen port. The the default value is 1194.
Encryption - Select encryption mode: NULL, DES, 3DES, AES-128, AES-192 or AES-256.

Scroll down to the Certificate Settings section, then enter the necessary information in the fields

provided. Click Save.

QUICK TIP: Make sure the following fields are filled out: Organization Name, Common Name, and

Valid Through.



Certificate Settings

Country Mame () | Lnited States 2

State or Province
Mame (5T):

Locality Mame (L)

Qrganization

Mame (0 Belkin

Crganizational Linit
Mame (oL

Zamman

Mame (Y™ OVPH

Email Address (E):

key Encryption

Length™® : | 1024 v|

Yalid Through™ : | 2023-01-01

- b= DO

NOTE: This option is only applicable if you selected Certificate or Password + Certificate as authentication
type.

Country Name (C)* - Select a country for server certificate.

State or Province Name (ST) - Enter the state or province name.

Locality Name (L) - Enter locality name.

Organization Name (O)* - Enter the organization name.

Common Name (CN)* - Enter a common name for the certificate.

Email Address (E) - Enter an Email address.

Key Encryption Length* - Select either 1024 or 2048 for the key encryption length.

Valid Through* - Enter a date for when the certificate should expire. The start date will be the
date the certificate was created.

Step 12:
Under OPENVPN CLIENT STATUS of the Summary page, click the Add button.



4 Tunnel{s) Enahled l 4 Tunnel{s) Defined

Remote IP Virtual IP
Address Address

ftems 1-1of 1
Status Export

BT ()

Click Add.

Enable Valid Duration Hame

Step 13:
Enter the necessary information in the fields provided. Click Save.

QUICK TIP: Make sure the following fields are filled: OpenVPN Server, Username, Password, Common
Name, and Valid Through.

OpenVPN Client

Authentication Tepe: Password + Cetificate

Enahle:

OpenvPH Server: | 182.168.100.100 iMarme or [Pwd
Uszername: | usernarme

Fassword: | password

CERTIFICATE SETTINGS
Country Mame (C)*: |United States v

State ar Pravince Mame (5T) |

Locality Marne (L) - |

Qrganization Mame (207 | hielkin
Qrganizational Linit |
FHame (2

Common Mame (G |user1

Ernail Address (E) : |
Key Encryption Length®: 1024
Walid Through® . 2023-1-1 G -0 O

e Authentication Type - Displays current authentication type.
e Enable - Indicates whether this client is enabled or not.



e OpenVPN Server — Enter OpenVPN server IPv4 address or DNS resolved name. This is the
Router’s WAN IP address or FQDN name.

NOTE: The OpenVPN Server of LRT2x4 needs a virtual IPv4 address, which has a default
172.31.0.0 with subnet mask of 255.255.255.0.

e Username — Enter a username for the OpenVPN client. This option is only available if
Password or Password + Certificate is selected under the authentication type.

e Password — Enter a password for the OpenVPN client. This option is only available if Password
or Password + Certificate selected under the authentication type.

Step 14:
Under OPENVPN CLIENT STATUS section of the Summary page, click the Export or Email button.

ftems 1-1of 1 Rows per page :

elP Virtual IP
'SS Address

i Click Export. . D @ ~ Click Email.

Status Export Config.

e Export — Export the OpenVPN Client configuration file, you don’t need to do any configuration
for the OpenVPN client.



- e e e = "

Remote IP Virtual IP
Valid Duration Hame it Address Status  Export  Config.

Dpt 0.0.0.0 0.0.0.0 MIA )] m

S-S5 Paoe (113 o 1R

From: 2013-11-26
To: 2014-11-11

Organize = MNew folder

“r Favorites Date modified

Bl Desktop

8 Downloads Mo itemis match your search

| Recent Places | &

- Libraries
f] Documents
a Music

Save as type: | OVPN File (.ovpn)

= Hide Folders

e Email — The OpenVPN Client configuration file can be sent through Email. Configure the
Outgoing Mail Server to proceed.



?) Email OpenVPN Configuration - Mozilla Firefox Q@@

Y uilinksys.com{LRT224/v1.0.2.06/mail0. htm?file=00.0vpniindex=1 1

Mail Server : Configure Mail Senver

Attached File : clientd 43 or 3.0
N - Click Configure

FREE getiti [ Mail Server.

Carbon Recipient : l

|
|
L

For instance, use the Google SMTP server for sending the mail. The Sender will be the email address of
sender shown on the email. The Mail Server would be the name of Google SMTP server. Google SMTP
server is with SSL Authentication type and 465 SMTP Port. Username and Password are the sender’s login
email account information. Save the provided details.

Outgoing Mail Server

Sender : | linksys@gmail.com | Email Address)
mail Server : smtp.gmail.com Marme or IPyd Addr
Authentication : | g5L v |

SMTF Port | 4645 | Range: 1-655345, C
lzermame ; | linksys

Fassword ; | sessssensl

Click Save.



Once you’re finished configuring the MAIL SERVER, enter the client’s email address in the Recipient or
Carbon Recipient field. The email recipient can download the OVPN file from the email.

) Email OpenVPN Configuration - Mozilla Firefox Q@@

¥V uilinksys.com/LRT224/+1.0.2,06/mail0.htm?file=00, ovpniindex=1 ; l

Mail Server : Configure Mail Senver

Attached File : clientd_1378976878.0v

Recipient : ‘ helkin@gmail.com ‘

Enter the client’s
email address.

Carbon Recipient :

| |

To check if the email has been successfully sent, you can check it under Log > System Log > View System
Log.



* OpenvPN

Send Email to [
Click Log.
System Log Log Queue Length : 50 Entries
System Statistics
Log Time Threshold : Minutes

Email Log Now

LOG SETTING

Alert Log
Syn Flooding IP Spoofing
Ping Of Death Unautharize

General Log

[1 Sustem Frrnr Messages Deny Policie

‘ Click Yiew

[ systemlLog. 1ges [ Authorized L
l

- =

View System Log

Outgoing Log Tahl

Clear Log

If the mail has been successfully sent, you will see a message similar to the message below.

* Time Bvent-Type Messaie
Feb ¥ 02:03:13 20014 %PH Log  OPEMN YPR: client1 13893474551 ovpn sent successiully

Installing OpenVPN Client

Step 1:
Install the OpenVPN Client on PC2. Click here to download the installer.

Step 2:
Go to Start > All Programs > OpenVPN > Shortcuts > OpenVPN configuration file directory. Open the
OpenVPN client configuration folder.


http://openvpn.net/index.php/open-source/downloads.html

Ky IrEmUNe P Frayer
23 windows Messenger

L Windows Movie Maker
(T Geogls Chrome

fa Shortass

@1 Opanveh

L) OpenPN configuration file directory
) OperiPN log Fle directory
() OpenPN Sample Configuration Fies

Step 3:
Copy and paste the OpenVPN client configuration file in the folder.

|E[| Z:\Program FileshOpenYPRoonfig

- README. bk dient1 1577505620, ovpns
and Folder Tasks — Texk Docurment x OpenyPM Config File H
1KE SEE
Make a new Folder

Publish this Falder ko the
Wi'eh

Share this Folder

Step 4:
Make sure the IP addresses configuration is correct on PC2.

‘fou can get IP zelbngs azzigned autamaticaly if your nebwork, suppons
thiz capabiily, Othervaze, wou need o ask pour netwark, adminizirstor for
the appropriste IP ssttings.

() Dbtzin an IP addiess aubomatically
(%) Usa the fobaving IP address:

IP* address: 122 . 153 . 100 . 200 |
Suibriet mask: #5252 0
Defandt gatesay: 192168 . 100 . 100

Obtzin DNS seives addiess automaticaly
%) Uge the folowing DM S zeaver addiesses:
Prefened DMS seawe: . . . | |

Akenate DNS zerver . . . . ]

Step 5:



Click the OpenVPN client icon then click Connect. The OpenVPN client will auto connect to the OpenVPN
server without extra settings.

Click
Connect.

- Connect
Disconnect
Show Status

View Log
Edit Config
Change Password

Settings...

= Click this

'&Aq icon.

If all the configurations and connection are OK, the OpenVPN client will prompt for User Authentication.

Step 6:
Enter the account information provided from Step 13 above. Click OK.

% 4 =183
Current State: Corneciing

Manug28175745201309en\lPN232MW32155LIOpernSSLl][l.?O][PKCS'Ill(enpiiallll
Mon Aug 26 17:57:45 2013 MANAGEMENT: TCP Socket isterng on [AF_INET]127.0.0.1:25340

|Mon Aug 26 17:57:45 2013 Need hold release from management mterface, waiting. ..

Mon Aug 26 17:57:45 2013 MANAGEMENT : Chent connected from [AF _| lNEl]lZ?Otll 25340

Mon Aug 26 17:57:45 2013 MANAGEMENT: CMD 'state on'

Man Aug 26 17:57.45 2013 MANAGEMENT: CMD Yog all on'

Man Aug 26 17.57.45 2013 MANAGEMENT: CMD hold off’

Mon Aug 26 17:57.45 2013 MANAGEMENT: CMD hold relesss’

Enter

account

Passwad @ " information.
&) (om]

[ e — S —————— '3}
([ Dicomnect | [ Reconmet ]

If the username and password are correct, the OpenVVPN will be established successfully.
Verifying IP addresses

Verify that PC2 got the Virtual IPv4 address.


https://www.linksys.com/us/support-article?articleNum=156241#step13

Click the ISSSSSS icon in the Charms bar. Enter “command prompt” in the search field and then, click
Command Prompt from the search results.

Click
no) Command Prompt Command
[ Prompt,

g Computer

Step 2:
Type “ipconfig” then press Enter.

o O
Microsoft Windows HP [Version 5.1.268H1
CC> Copyright 1985-2881 Microsoft Corp.

C:sDocuments and SettingsXipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHNE Suffix

IP Address. . . . . .

Subnet Mask . . . . . - .

Default Gateway . . . This is the Yirtual
IPv4 address,

Ethernet adapter Local Area Connection

Connection—specific DNS Suffix
IP Addres=s. . . . . . .

Subnet Mask . . . . .

Default Gateway . . .

C:sDocuments and Settings>

Step 3:
Make sure PC2 can PING the LAN gateway. Type “ping 192.168.1.1” then press Enter.



Microsoft Windows HP [Uersion 5.1.26801
CC» Copyright 19852881 Microsoft Corp.

C:Documents and Settingskping 192_168.1.1
Pinging 172.168.1.1 with 32 bhytes of data:

Reply from 192.168.1.1: hutes=32 time=2mz TTL=64
Reply from 192.168.1.1: huytes=32 time=2m=z TTL=64

Reply from 192.168.1.1: huytes=32 time=1m=z TTL=64
Reply from 192.168.1.1: huytes=32 time=1m=z TTL=64

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = 4, Lost = B8 <Bx lossl>.
Approximate round trip times in milli—seconds:

Minimum = 1ims,. Maximum = Zms,. Average = 1ms

C:sDocuments and Settings>

Once the local setup passes the testing, you can now plug the LRT2x4 into the modem and let OpenVPN client
connect from the Internet. You may now also connect your laptops, smartphones and tablets to access the
VPN connection. To know how to configure OpenVVPN on an iOS device, click here. For Android™ devices,
click here.

Configuring a Gateway-To-Gateway VPN
tunnel between two Linksys Business Gigabit
VPN Routers

A Gateway-To-Gateway VPN is used to form a secure connection between two networks over the
Internet. The secure connection, also known as a VPN tunnel, allows computers in the two networks
to be accessible to each other, while keeping the data being exchanged from potential hackers in the
Internet.

Configuration must be done on both routers to enable a gateway-to-gateway VPN. The
configurations done in the Local Group Setup and Remote Group Setup sections should be
reversed between the two routers so that the local group of one is the remote group of the other.

NOTE: This configuration is ONLY applicable to the Linksys LRT214 and LRT224 Business Gigabit
VPN Routers. It can be in the following setup:

e LRT214to LRT214
e LRT2241to LRT224
e LRT214to LRT224


http://kb.linksys.com/us/support-article?articleNum=135792
http://kb.linksys.com/us/support-article?articleNum=138888

Below are the steps for configuring a gateway-to-gateway VPN tunnel where one router has a static
WAN IP and the other has a dynamic IP with a DDNS domain name.

Step 1:

Log in to the web administrative interface of the router with a static WAN IP and go to Configuration
> VPN > Gateway To Gateway. When the Gateway To Gateway page opens, enter a name for the
tunnel. The name is optional but will make it easier to identify a tunnel if the router will be configured
with multiple tunnels later on.

LINCSYS LRT214 Gigabit VPN Router

Sysiem Staius Quick Start Configuration

Seum Gateway To Gateway

DHCP

System Management ADD A MEW TUNNEI

Port Management Tunnel No 1
Firewall Tunnel Name :
~ VPN ——
Interface : WANT »
Summary
Gateway To Gateway Enable : L

Chent To Gateway
“PH Passthrough
PPTP Server

Step 2:

Configure LOCAL GROUP SETUP. Since the router has a static WAN IP in this example, select IP
Only for the Local Security Gateway Type. If the WAN port is up and running, the WAN IP should
automatically display in the IP Address field. The rest of the fields can be left as default.

NOTE: In this example, the Tunnel Name test tunnel 1 is used.



Gateway To Gateway

Tunnel No 1

Tunnel Name : test tunnel 1

Interface :

Enable :

Local Security Gateway Type : [ 1P Only )
IP Address : 172.25.21.27

Local Security Group Type : [m

IP Address : 162.168.1.0

Subnet Mask : 255.255.255.0

Step 3:

Configure the REMOTE GROUP SETUP. Since the remote router in this example has a dynamic IP
and a DDNS domain name, select Dynamic IP + Domain Name(FQDN) Authentication. Enter the
registered domain name of the remote router in the Domain Name field. And then, enter the
network address of the remote network in the IP Address field. In this example, the remote router’s
LAN IP is 192.168.2.0 and the subnet mask is 255.255.255.0.

NOTE: If the domain name is entered incorrectly, the tunnel will NOT be able to connect
successfully.

REMOTE GROUP SETUF
Remotle Security Gatoway Type [ Dynamic IP + Domain Nama{FQDN) Authontication =]
Domain Name : Enter the registered domain
nama of the remole rouler
Remoie Security Group Type :
IP Addraas : 192.168.2.0
Subnet Mask : 255.255.256.0

Step 4:

Configure the IPSEC SETUP. In this section, the only mandatory field for configuration is a
Preshared Key, which is a shared secret between the two sides of the VPN tunnel. Therefore, the
preshared key needs to be copied into the other router’s tunnel configuration.



IPSEC SETUP

Keying Mode :
Phase 1 DH Group :
Phase 1 Encryption :

Phase 1 Authantication :

Phase 1 SA Life Time :

Perfect Forward Secrecy :

Phase 2 DH Group :
Phase 2 Encryption :

Phase 2 Authentication :
Phase 2 SA Life Timo :

Preshared Key :

Step 5:

[ IKE with Preshared key % |

( Group1-768bit %)

28800 seconds
( Range: 120-86400, Default: 28800 )

4]

[ Group1-7680bit %)

3600 seconds
( Range: 120-28800, Default: 3600 )

ThislsASecureK3y@#

Click the Save button, then go to the VPN > Summary page to see the tunnel status. At this point,
the status is waiting for connection, since the other router has not been configured yet.

1 Tunnel(s) Enabled 1

No., Namo Status

1 1est wanel 1 waiting for connection

Step 6:

DESMDSN

Tunnel(s) Defined

Items 1-1 of 1 Rows per page :

E@% Local Group  Remote Group Remote Gatoway Tunnel Test  Config.

192.168.1.0 10216820  ™Myregistered.domain N 7@
2552552550  255.255.255.0 b :

El EE reo DR

Log in to the web administrative interface of the router with a dynamic IP and DDNS domain
name. On the Configuration page, choose VPN > Gateway To Gateway. When the Gateway To
Gateway page opens, enter a name for the tunnel. The name is optional as previously stated.

Step 7:

Configure the LOCAL GROUP SETUP. Select Dynamic IP + Domain
Name(FQDN) Authentication for the Local Security Gateway Type. Enter the registered domain

name into the Domain Name field.



SETUP
Local Security Sataway Type
Domain Mame :

Local Security Group Type :
IP Address :

Subnet Mask :

Step 8:

[ Dymamic IP + Domain Nama{FQDN) Authantication

my.registarad.domain

192.168,2.0

255,265.266.0

Configure the REMOTE GROUP SETUP. Since the first router in this example has a static IP
(172.25.21.27), select IP Only for the Remote Security Gateway Type and enter its static IP
Address into the IP Address field. The Remote Security Group Type can use the default
(Subnet), and enter the Subnet Address of the first router (192.168.1.0) into the IP Address field.

FROUF SETU

Femote Securty Gatoway Type :

[ 17 Address £):

Romote Secwity Grougp Type :
IP Address -

Subnot Mask :

Step 9:

[P onty

i
!

172.25.21.27

Subnot  $

1821681.0

255.255,255.0

Configure IPSEC SETUP. Enter the identical preshared key into the Preshared Key field.

Step 10:

Click the Save button. The tunnel is ready for testing.

Step 11:

Go to the VPN > Summary page to check the tunnel status.

You should now have configured the Gateway-To-Gateway VPN tunnel.



