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1 Product Overview

Thank you for choosing the HooToo HT-NDO0O1 Dual Band AC1200 Router.
Please read this manual carefully and keep it for future reference.

1.1 Introduction

The HT-NDOO1 Router supports both 2.4GHz and 5GHz wireless bands for
up to 1200Mbps of total available bandwidth, as well as DHCP, PPPOE,
and static IP Internet modes. Other features include Wireless Password
Setup, USB functionality to save/read data to/from a USB flash drive,
and the following:

Compliance with I[EEE 802.11a/an/ac and 802.11b/g/n
USB 3.0 port for file sharing and use as a print server
WPA/WPA2, WPA-PSK/WPA2-PSK authentication, TKIP/AES
encryption security

Access control

Client filter, MAC filter, URL filter

Remote web management

vV V V V

DDNS, Port forwarding, DMZ host, UPNP



1.2 Package Contents

1 x HooToo Dual Band 1 x Ethernet Cable
AC1200 Router (Model HT-NDO0O01)

Hello

1 x Power Adapter 1 x User Guide



1.3 Product Diagram
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1.4 LED Indicator

The LED indicator displays information about the device status.

LED Name Status What It Means
Blinking | The router is booting or upgrading.
{} | System LED | Solid The router has booted.
Off Power is off or the router is not booted.
o 2.4GHz wireless is on with data being
Blinking
24G | 2.4G LED transferred.
Off 2.4GHz wireless is disabled.
o 5GHz wireless is on with data being
Blinking
50G | 5G LED transferred.
Off 5GHz wireless is disabled.
Solid The Internet port is connected but
inaccessible.
Internet . The Internet port is connected and
LED Blinking _
accessible.
Off The Internet port is not connected.
o Device(s) connected to the Ethernet
Blinking
Ethernet (1/2/3/4) port(s).
LED Off No device is connected to any
Ethernet (1/2/3/4) port.
WPS button on the router is pressed
Blinking | and the router is trying to connect a
WPS LED wireless device to its network via WPS.
Solid The connection via WPS is successful.
Off The connection via WPS has failed.
Off No device is connected to the USB
USB LED port.
Solid Device connected to the USB port.




1.5 Physical Interface

Item Description
Connect to a power socket via power adapter (output
Supply HUB 115\, 1 5.
WAN Port Connect to the Internet.
LAN Port Ports (1, 2, 3, 4) to connect a PC/Laptop.
WPS/RST Press the button to connect to another router via WPS.
Button Press and hold the button for 10 seconds for a device
factory reset.
USB Port Connect to a USB storage device or a USB printer.

2 Connecting

2.1 Preparation

Before you start the installation process, make sure to prepare the following:

ltem Description

Router Included

Power

Adapter Included

PC Requires Internet Explorer 8 or higher




DHCP, PPPOE, or Static IP Internet Connection Type:

1. Ethernet Cable from the incoming Internet side
(provided by your Internet service provider - ISP)

2. ISP Information: Your Internet service provider (ISP)
should have provided you with all of the information
needed to connect to the Internet. If you cannot
locate this information, please contact your ISP.

3. If your ISP uses a PPPOE Internet connection, you will
need the ISP login name and password:
® If you use a DHCP Internet connection, no

information is needed
® If your ISP gives you a fixed or static IP address for

ISP Internet connection, you will need to gather the

Information following information:

1) IP Address

2) Subnet Mask

3) Gateway

4) DNS Server

5) Alternate DNS Server (Optional)

WISP Internet Access:

1. Remote AP's SSID, MAC address, security mode,
cipher type, and security key

2. Internet connection information provided by
the remote AP

3. Ethernet Cable (included in the package). You will
need it to connect your PC to the device

2.2 Hardware Connection

Please follow the following steps to set up the router:

1. Use an Ethernet cable and connect the router's WAN port to the internet.

2. Use an Ethernet cable and connect your computer’s Ethernet port
with the router’s LAN port.

3. Connect the router’s power adapter.

Note:
Before connecting, please make sure that your internet is working normally.



2.3 PC TCP/IP Settings

Prior to logging onto the router, please make sure your computer is set
to "Obtain an IP address automatically" and "Obtain DNS server address

automatically™:

2.4 For Windows

1. Click Start and then select Control Panel.

.' Getting Started

,-/ Paint
a Windows Media Center

J Calculater

Sticky Notes

hé Snipping Tool

&“-_ Remote Desktop Connection
b

% Magnifier

..,f‘ Solitaire

> All Programs

. TendaWin7xbden
Documents

Pictures

Music

Games

Computer

Control Panel
Devices and Printers
Default Programs

Help and Support

2. Click Network and Internet.

2 ™
*e

[+ Control Panel »

System and Security

Adjust your computer's settings
!_@ Review your computer's status

Back up your computer
Find and fix problems

Network and Internet
&I iew network status and tasks
-y

hoose hamegroup and sharing options

, / Hardware and Sound
-t

};—_T Programs .‘

L Uninstall a program A

View devices and printers
Add a device

10

8,

Ly
e

£ BEECENE

Viewby: Category v

User Accounts and Family Safety
& Add or remove user accounts
Hr' Set up parental controls for any user

Appearance and Personalization
Change the theme

Change desktop background

Adjust screen resolution

Clock, Language, and Region
Change keyboards or other input methods
Change display language

Ease of Access
Let Windows suggest settings
Optimize visual display



3. Click Network and Sharing Center.
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4. Click Change adapter settings.
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Contrel Panel Home o -
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Change sdapter mings ’ = 3 e holl map
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5. Click Local Area Connection and select Properties.

»

Local*—
Conn %

L

p|_Properties |

Disable

Status

Diagnose

Bndge Connections
Create Shortcut
Delete

Rename
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6. Select Internet Protocol Version 4 (TCP/IPv4) and click Properties.

¥ Local Area Connection Properties )]
Networking |
Connect using:
¥ Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:
] % Client for Microsoft Networks
& J8lQoS Packet Scheduler
Ic3) File and Printer Sharing for Microsoft Networks
@ .4 intemet Protocol Version & (TCP/IPv6)
Sl Intemet Protocol Version 4 (TCP/IPv4) |
[ s Link-Layer Topology Discovery Mapper 1/O Driver
] 2. Link-Layer Topology Discovery Responder

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

7. Select Obtain an IP address automatically and click OK.

Internet Pratocol Version 4 (TCP/IPv4) Properties m

General | Alternate Configuration

You can get 1P sentings assigned automatically if your network
supports this capability. Otherwise, you need to ask your network
administrator for the appropriate IP settings,

[ @) Obtain an 1P address automatically |
Liga the following [P address:

['0 Obtain DNS server address sutematically |
Use the following DNS server addresses

r

Validate settings upen a:wt [ Advanced... 1

o]

8. Click OK on the Local Area Connection Properties window to save

your settings.

12



2.5 For Mac OS

1. Enter the System Preferences page and select Network.

2B E O g @ (f

Genaral Deskiop & Dock Mission Language Security Spothight  Notifications
Screen Saver Control & Region & Privacy
] & \
v L :
Displays Energy Keyboard Mouse Trackpad Printers & Sound
Saver Scanners
iCloud Internat Extensions MNetwork Bluetooth Sharing
Accounts
e = =
| e
2 ® © ¢ ¢ B © @
Users & Parental App Stora Dictation  Date & Time Startup Time Accessibility
Groups Controls & Spaech Disk Maching
Flash Player

2. Select IPv4 as shown below:

<
Location:  Automatic <
Status: Connected
T USB 1071001000 LAN 2 is currently active
® “.rf'F' —_ and has the IP address 10.10.10,102.
@ USBAN-00 LAN [[configure 1Pva:  Using DHCP ¢
@ Bluetooth PAN g IP Address: 10.10.10.102
e Subnet Mask: 255.255.255.0
MxVPN PPTP
Not Connecte b Router: 10.10.10.252
DNS Server:
Search Domains:
?
+ — v Advanced... ?
Assist me...

3. Click Apply on the Network window to save your settings.

13



3.Logging into the Router

3.1 Login

To access the Router’s Web-based Utility, launch a web browser (such
as Internet Explorer or Firefox) and enter http://10.10.10.252 into your
browser address bar. Press “Enter”.

e http://10.10.10.252/main.asp

The system will automatically display the login page. Please enter the
correct password (default password is admin) and click the Login
button or press “Enter”.

Please sign in

English e

Note: Password is case sensitive. The default password is admin.

3.2 Webpage Layout

After the first-time login or initial password setup, the system will display
the router web page. Router settings can be viewed and modified here.
The web page is structured into Primary & Secondary Navigation,
Configuration, and Help sections.

14



HooToo
- System Status Help

WAN Stanss
LAN Stafis

Wreless St

Running tims: Total bme e
Connecled Clients 1 router & lured o

Sysiem Version: Firmware

System Version  Hooloo-HT-NDOO1-VI0IR001CO18
d Wersion

Fumningtme  Ocay(s)0037 08

Sysiem Tume 19710101 0037 00

Four sections categorized as below:

System Status Help

Rursning tims: Total Sme e
Connected Clents 1 router i umed on

Bysiem Version; Frmware
Version

Ruswing Bme DAxy(sK00.37.08

Sysiem Time 19710101 0003700

No. Name Introductions

L Primary The navigation bar is organized in multiple tabs.
Navigation Once a function menu has been selected from

, secondary the navig_ation.bar, the results will be displayed in
Navigation the Configuration area.

3 Configuration | To configure and view settings.

4 Help Shows help/information on the current page.

15




3.3 Commonly Used Webpage Elements

Common :
Elements Introductions
Release To release the WAN IP address information.
Renew To obtain the WAN IP address information again.
Save To save the current configuration page.
Cancel To cancel the current configuration page.
Add To add settings to the list
Delete To delete the selected rules.
Refresh To refresh the current page.

4.Features & Configuration

4.1 Quick Setup

HooToo
= Operation Mode Select Help
Quick Sellp ® Routet VWired connect o ADSLCabie Modem via WAN porl and share irlemet 10 iocal wieless and wved nefwork

WISP Wrrelessly e

Router: The Ethernet port will behave as a WAN port for a wired
connection to an ADSL or Cable modem. The NAT routing will be
performed between the WAN and WLAN to make IP sharing possible.

16




WISP: In this mode, the AP will behave as client. The router function wiill
also be added between the wireless WAN side and the Ethernet LAN
side. Therefore, the WISP subscriber can share the WISP connection
without the need for an extra router.

4.1.1 Router

In Router mode, a wired connection can be made to an ADSL or Cable
Modem via the WAN port to share the Internet to local wireless and wired
networks.

1. If you want to set the adapter in Router mode, choose Router, and
then click the “NEXT” button.

T ———

- Operation Mode Select Help
R

® Router VWired connest o ADSL/Cabie Modem via WAN porl and share imlemet 1o local wintless and wred netwo

WASP Wirokessly conmect 19 5P ASEICAOtpOL i SIAE Inlernet 10 oAl mrekas and unred neheon wired connecton fo ADSL ar

2. Choose the connection type then click the “NEXT” button.

HooToo 1
- WAMN Settings

Piease select WAN CONNECION Type en SHer the Rohl AHmation whicth piovided By 1S9 and chck Nest 16 ¢ onsnus

Connection Type e 7

-

Static IP: If your broadband ISP provides you a static IP, please select
Static IP mode.

Dynamic IP: If your ISP uses DHCP server, please select DHCP and your ISP
17



will automatically assign these values to you (includes the DNS server).
PPPOE: Inquire with your ISP to make sure you can use PPPOE. Enter your
username and password provided by your ISP.

3. In this setting, you can set the wireless name and wireless password for
your local network. Then click the “NEXT” button. You have
configured the adapter to work as a router. Click the “Save” button
to confirm the settings.

HoppTgg ™ ]

Wireless Settings

This 5ec10 5 USd 10 5L wiekess Retwork NAMe and Wieless Password for your kocal neheorc

5G Config
S50 HT_SGWFI_BIR258
Channel AuloSeect _::
Secury Mode Dtsabie =
2.4G Config
SSO HT_24Gwim_B2m2%a
channel AutnSelect :I
ettty Mode Disatie _'i
o ([

Congratulations! Help

Reuter:The Ememet por w
Denave a5 a WAN port for
10ADS

You are configuring the device 10 work 25 ROULSF mode S you Rave confemed settings please cick Save 10 1ebodt the device and
aciivate e conngurabon

.

4.1.2 WISP

In WISP mode, wirelessly connect to an ISP station/hotspot to share

Internet to local wireless and wired networks.

1. If you want to set the adapter in WISP mode, choose WISP, then
click the “NEXT” button;

18



Router:The Ememet pon wl
Dehave a5 a WAN port for

wired annechion 10 ADSL or

Cab madem The NAT

Toung Wil b periormed r
Dehween [ WAN a0 WLAN
Making P sharing possibie

WIS this mode. Bhe device
Wil Debarve a5 chent In
addiion, router function s
#0060 DEtween INé wirsss
WAl side and e Enemet
Lan side Thenstons. the WisP
suEmciber can share the
WISP CONnchion wanout the
Do of exdra fouler

2. Click Open Scan to search Wi-Fi signal. Select your Wi-Fi and enter
the password, then click NEXT.

HggTgg |

Remote Settings Help

RouterThe Emermet port wil
Denave a5 3 WAN port Tor
wifes] COnNECtion 10 ADSL o

ek 0pen SCanT BuTon 10 SCaN e wiress $400al, hen salae i remolis AP you wanl 10 CONMET Ctk Ciite SEant® bullon 10
empiy e scan st (Be sufe 1 seiect fhe comect channel 1 - 11 channels for the 2 4G wieless channess, the oihers for he 50

withess channets) Cable modem Tre MAT
e 100G Wil e partormed L
Detween [P WAH &0 WLAN
= aaking 1P sharng possibi
2 4G/5G Channel 247Nz (Channe! 6) i

WISP This mode. Bhe device
Wil e @5 chent in
B00%0n, foater nceon i
added between the wineiess
WA Side and e Exhemet

Bk “ LAY side Thendone, the VASP
‘subueriber £an share he

WISP connstbon wehout the

.

Security Made Desable

need of exira roader

T ———

Remote Settings Help b

Reuter:The Ememet porl wil
Denave a5 a VAN port for
wired connection 1o ADSL of
Cabie modem The HAT
foung Wil be performed
Detmnen (e VAN and WLAN
Maiing 1P sharng possible

ik “Open Scan” bution 10 5Can the winskess Signal, then select ihe remote AP you want 10 CoNMect Cick "Close Scant” bution 1o
Empty e scan Bt (e sute o sekect e corect channel 1 - 11 thannéis for Bhe 2 AG wirekess channess, he otfiens for he 5G
WSS Channels)

Remote S50

2 405G Channel 2437h0E (Channel &)
WISF:n ihis mode, She device:
Wil Deiave as chent in
dditon, router function
adided Detvern the wineiess
Wiz e and Me Ehemel

Back “ LAN e Therstare. the WISP
subsCnber can shang the

WISE conrschion wEhout e

need of extra roater
Choose S50 Mac Channel Security Signat

B =

Secunty Mode Disable

HETGEAREZ-SG HEISTCasE N 1 WPAIPSHAES 100

3. Set the pass phrase (password) for the Wi-Fi, then click the
“NEXT” button.



Remote Settings Help
RouterThe £ s
(Chek "Opan Sean” bution 8o scan Me wrsless sgnal then seiect e remole AP you want o connect Click "Close Sean'™ bution o l:';';::u“: ,:ﬁ:’r:;‘n:: ¥’
‘empty e scan 51 {Be Sure 10 Selest e comect channel 1 - 11 channes for INe 2 4G winekess channets. ihe oihers for the 56 i iy
s ST wired connection 10 ADSL or
Cable modem The NAT
Remote S50 NETGEAREZ-SG Fouling wil be perioemed
Detisen the VWA and WLAN
M Making  sharing possible

24056 Channel
WISPIN B mode. B device
I wil beharve a3 chent in

Securty Mode WPAZ . Personal -
ad ._| 080N, rouer RINgion s
200 BEtNEEN 1T Wk
WPAAGOMnMmS @ AES @ THP e sade ang e Emnemel
LAN s Theretors. the WiSP
Pass PIEse  sasssessass subsCAber Lan shane the

WISE Connee ion wenoul he
e of eira fouer

4. You are configuring the device to work in WISP mode. If you have
confirmed the settings, please click the “Save” button to reboot the
device and activate the configurations.

T ———

Congratulations! Heip
You ang CoNNGUING B device 1o work a5 WISP mode [T you haw CoNAmed setngs please Tk Save 10 reboot e device and ;?""::::': '\m‘:ﬂ“;: -
e wiresd ¢nnechon 1o ADSL or
Cable madem Tre HAT
Toung Wil be pertormed
L “ itween the WA Snd WLAN

Making IP shaning possible

WISP: this mode. Bhe device
Wil e a5 chent In
addiion, router function s

4.2 System Status

This section includes the following: System Status, WAN Status, LAN
Status, and Wireless Status. You can click Status to enter the page.

4.2.1 System Status

It displays System Information: System Time, Up Time, Connected Clients,
LAN MAC Address, WAN MAC Address, Firmware Version, and
Hardware Version.

20



WA Status
LAN Status

Wepless Stabs.

System Status Help
Running time: Total bme the
Connected Clents 1 router = tined on

System Verwon  Hogloo-HT-NDOO1-VIOZRO0ICOE i
) Version
Runnngbme  0oay(S)00.37.08

Syslem Time 18710101 003700

Connected
Clients

Number of DHCP clients.

System Version

Router System Version.

Running Time

It indicates how long the router has been working
since startup. Running time is reset when the device
is powered off.

System Time

Current system time on this device. The device
automatically synchronizes the system time with the
Internet server time.

4.2.2 WAN Status

This section displays the WAN basic information.
WAN Status includes Dynamic IP, PPPOE, and Static IP modes.

MNetwork Status Help
Connection Type: Dispiays.
Connection Type Dy IP he CurTent AcCess mode WAN
pont
Connection Status Desconnect D - Acoess
method for dynamic 1P or
WAN MAC Aodess D016 FEBOON3A PPPOE server and router and
ESP connachion (s propery
WAN P Bimed
WAN MAC Address: MAL
Sutnwd Mask. address of your ISP rouler o

see

Gateway
Primary DNS Server
Secondary DNS Server

Connection Duration  Oayis)00:00.00

21




Parameter Description

Connection It displays the connection status. It displays
Status “Connected” when connected to the Internet.
WAN [P IP address obtained from ISP. It connects to wide

area network.

Subnet Mask

Obtained from ISP. Generally 255.255.255.0.

Gateway Obtained from ISP. Refers to the next router address.
Primary DNS Obtained from ISP. Turns domain name resolution
Server into an IP address.

Secondary DNS
Server

Obtained from ISP.

Connection Type

It displays the connection type: Dynamic IP, PPPOE,
or Static IP.

WAN MAC
Address

MAC address of your ISP’s router to see.

Note:

1. WAN IP, Subnet Mask, Gateway, Primary DNS Server, Secondary
DNS Server: This type of information appears only if the router
successfully connects to the Internet via a PPPOE or DHCP
(dynamic IP) connection. However, if you connect the router to
the Internet with static IP settings provided by your ISP, these fields
will display the settings you entered once the router successfully
connects to the Internet.

2. If nothing appears in the secondary DNS server field, there is no
available secondary DNS server.
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4.2.3 LAN Status

LAN Status oy
1P Address 10,1010 252 2 DHCP server, hare shown as
Subnet Mask 2052352550
DHCP Server Enabie

LAMMAC Address D016 FEBI0339

The Router LAN IP address (not your PC IP address). The

IP Address default value is 10.10.10.252; you can change it when
necessary.
The Router LAN subnet mask. The default value is
IP Mask

255.255.255.0.

DHCP Server

It displays DHCP Server on/off.

LAN MAC
Address

MAC address of your ISP’s router to see.

4.2.4 \Wireless Status

It displays the Range Extender wireless basic information.

2.4G Wireless Status Help

Desplay the device's winekess
SSIDName  HT_B00338 Informaton

Channel 6

5G Wireless Status

SSIDName  HT_BO0398 56

Channel 149

Secuty Moge  Disatee
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Working Mode | It displays router wireless working mode.

Wireless It displays wireless status (enabled/disabled).

SSID Name Wireless name, you can set up itin.

Security Mode | Selected encryption way.

BSSID MAC address of the device wireless interface

4.3 Network Settings

This section includes: LAN Settings, WAN Settings, WAN Speed, DNS Settings,
MAC Clone, DHCP Server, DHCP Client List.

Click Basic and enter the page

® To change the device login IP address, see LAN Settings.
® To set up the Internet connection, see WAN Settings.

® To clone MAC address, see MAC Clone.

4.3.1 LAN Settings

Here you can configure the LAN IP Address and Subnet Mask. This IP
address is used to access the device settings through a web browser.
Make sure to keep track of any changes you apply to this page.

HooToo

LAN Settings
MAL Address 0016 FB B 03 25
: 1

1P Agoress

WWAN Seftings

MAC Address Clane

Subnet Mask

Configuration Procedure:

1. Change the IP address to the one you wish to use, for example,
10.10.10.252.

2. Click Save to save your settings.
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Note:

1. Default IP address and subnet mask are, respectively, 10.10.10.252
and 255.255.255.0.

2. Make sure to keep track of any changes you apply to this page. If
you change the Router LAN IP address, it is necessary to connect to
the new IP address and log in again. Also, you have to set the
default gateway addresses of all LAN PCs to this new IP address.

3.The router LAN IP address and WAN IP address cannot be on the same
IP segment. If not, the router will not be able to access the Internet.

4.3.2 WAN Settings

Here you can configure your Internet connection settings. First, select

internet connection type:

A. Select PPPoOE if your ISP uses a PPPOE connection and gives you a
PPPOE user name and a PPPOE password.

B. Select Static IP if your ISP provides you with fixed or static IP address
settings (special deployment by ISP).

C. Select Dynamic IP if you can access Internet simply by directly
connecting your computer to an Internet-enabled ADSL/Cable
modem without configuring any settings.

Different connection types will have different a different configuration:

PPPOE

HooToo

WAN Settings

Connecton Type FPPOE -

LAN Settings Usesbiame

Password

MAC Address Clone

MTU
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PPPoOE Configuration:

1. Internet Connection Type: PPPOE.

2. Username: ISP login name.

3. Password: ISP login password.

4. Click Save to save your settings.

Note:

MTU: The MTU (maximum transmission unit) is the largest data packet a
network device transmits. The normal MTU value for most Ethernet networks
is 1500 bytes, or 1492 bytes for PPPOE connections. For some ISPs, you might
need to change the MTU. This should not be done unless it is necessary for
your ISP connection.

Static IP

WAN Settings
Connection Type

LAN Sefbngs

1P Address

Help

‘Static IP: i your broadband
5P provides you 2 st P,
pease select the static &
mode:

Dynamic IP: If your 15 uses

Subnet Mk F server
MAC Address Clone s

Primary ONS Server

Secondary DNS Server

s PRPOE T hey provide
PPPGE Then enter your
MTU 1500 s and password

PPTP: Erfer he FETP server
1P address, usemame, and
pastwort Bl are povided by

- yout ISP Fa the WAN 1P
B o oy
.

Static IP Configuration:

1. Connection Type: Static IP.

2. IP Address/Subnet Mask/Gateway/Primary DNS Server/Secondary
DNS Server: ISP information.

3. Click Save to save your settings.
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Dynamic IP

HooToo

WAN Settings &G
Connection Type Drynamic 1B = ‘.:c

LAN Setmngs

.

MAL Aoress Clone

Dynamic IP Configuration:

Connection Type: Dynamic IP.

1. Click Save to save your settings.

Note: An incorrect MTU value may cause Internet communication
problems. For example, you may be unable to access certain websites,
frames within websites, secure login pages, or FTP or POP servers. It is
recommended to use the default MTU value. In case any of the
following circumstances occurs, please do not modify the MTU value.

* You have problems connecting to your ISP or other Internet service,
and either your ISP or our technical support suggests changing the
MTU value. The web-based applications listed below might require
an MTU change:

* Youuse a VPN and encounter serious performance problems.

* You used a program to optimize MTU performance, and you have
connectivity or performance problems.

* If you suspect an MTU problem, try changing the MTU to 1400. If this
does not help, gradually reduce the MTU from the maximum value
1500 until the issue disappears.

* The common MTU sizes and applications are listed in the table below.
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MTU Application

1500 | Typical for connections that do not use PPPOE or VPN.

1492 Used in PPPOE environments.

Maximum size to use for pinging. (Larger packets are
fragmented.)

1472

1468 Used in some DHCP environments.

1436 Used in PPTP environments or with VPN.

L2TP

WAN Settings Help
Statee 1P If your Broaitand
Connection Type LITe d ISP provides you a static 1P,

LAN Seftings

please select e stanc 1P
LETP Server g

Dynamie 1P 1f your 13 mes
hama Hich. ok
MAC Address Clone v DHOP gerver, please seiect

Password
Ancrss Mode ~

MTY 1450

=3 -

L2TP Configuration:

1. Connection Type: L2TP.
2. L2TP Server/Username/Password: ISP information.
3. Click Save to save your settings.

Note:

For the WAN IP address, Subnet Mask, Default Gateway, you can choose
to either obtain automatically or manually enter the information provided
by your ISP.
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PPTP

WAN Settings Help
Suane 1P If your Seoaohand
Connecton Type PRTR b | ESP provades you & stabic 1P,
please select e statc 1P
PPTP Server

Dynammic 1P 1 yout ISP uses
Usestiame DHCP server, please seiect
DHCP, a0 yout 15P Wil
atomatcaty a3skgn these
alUes 10 YOUDNCdes the DNS
BOTVET)

Passwoed

MPPE "] Enable
PPPoE: Inguire your ISP 1o
Aoaress Mode " e Sure WhemEs you can
e use FPPOE. If ey provide:
i PEPOE Then entes your
g 10 usamame and password
(Detaut 1400)
PETR: Eniac ine FRTF server
1 andress, usemame. and
password that ace provided by
E Cancel o ISP Foe the WAN 1P
address, Subnet Mask, Defaclt
Gaewary. you can chocse o
esther ablin autceristcaly of
manuaby ener ine information
petided by your ISP

PPTP Configuration:

1. Connection Type: PPTP.

2. PPTP Server/Username/Password: ISP information.
3. Click Save to save your settings.

Note:

For the WAN IP address, Subnet Mask, Default Gateway, you can choose
to either obtain automatically or manually enter the information provided
by your ISP.

4.3.3 MAC Address Clone

Some ISPs (Internet Service Providers) require the end user's MAC
address to access their network. This feature copies your current PC
MAC address onto the router.

HooToo

MAC Address Clone Help
MAC Address clone: Some
MAC Address | DOEFEB0003A Internet senvice provisers

PEqUEE enduser’s MAC
LAN Seltings address o Access e

Detwork This feture copies the:
MAC adess of your nebwork
gdevice 1o e router

WAN Sestngs Restoee 16 Factory Defalt MAC Chine MAZ

MAC Address: The MAC
0UNesS o be fegisioed Wi

Py YOur Infemet senace provider
Restone Detault MAG:
Restore ihe defaut hardware
MAC address

Chane MAG: Regisier your
PC's MAC address.
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Restore Default MAC | Router WAN MAC factory reset.

Click this button to copy your PC MAC address
onto the router. Also, you can manually enter the
Clone MAC MAC address that you want to use. It is
necessary to use a computer whose MAC
address is allowed by your ISP.

* To restore default MAC address:
1. Click Restore Default MAC.
2. Click Save to save your settings.
 To copy your PC MAC address onto the router.
1. Click Clone MAC.
2. Click Save to save your settings.
* To manually enter the MAC address allowed by your ISP:
1. Enter the MAC address allowed by your ISP.
Click Save to save your settings.

4.4 WLAN Settings

4.4.1 Basic Settings

Here you can configure the basic wireless settings of the router.

Basic Settings

30



HooToo

Basic Settings Help
SHID: The winekess nebwork
Wirciess W Enabic Pubic na he SSI0 & &
Band Swien '
1
Securgy Sefings -(\u f T;- «
Advanced Selngs MT 800338 AC nng signal
WIS Settings
Access Control
o St

Metwnric Mode 11an mode v

BropdcasySSi) @ Enatie () [esable Extensicn Channel: 1 can be
useed to ensure 1 1 N nestwork
trequency

Network Mode: Select a correct mode according to your wireless clients.
SSID: This is the public name of your wireless network.

BSSID: This is the MAC address of the device wireless interface.

SSID Broadcast: This option allows you to have your network names
(SSIDs) publicly broadcast/hidden.

Channel: Manually select a channel or select Auto for the system to
automatically select one for your wireless network to operate on.
The best choice would be a channel that is the least used by
neighboring networks.

Channel Bandwidth: Select a proper channel bandwidth to enhance
wireless performance. This option is available only in 802.11b/g/n.
Wireless speed in the channel bandwidth of 20/40 is 2 times in 20.
Extension Channel: This is used to ensure N speeds for 802.11n devices
on the network. This option is available only in 11b/g/n mixed mode with
channel bandwidth of 20/40.

Note:

If you are not an advanced user, it is advisable to only change the SSID
(name of the network) and channel and leave other parameters
unaltered.

4.4.2 Security Settings

Here you can define a security key to secure your wireless network
against unauthorized connections.
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HooToo

- Security Settings Help
L

A s

Basc Seftings
~
Corewction Stabss Ky Rerewal inlena al

= E :

Backup:
1. Configure security mode, cipher type and security key (12345678).
2. Click Save to save your settings.

Security Mode:

1. Disable: If you want to allow all wireless clients to join your
wireless network.

2. WPA-Personal: WPA personal, support AES and TKIP cipher types.

3. WPA2-Personal: WPA2 personal, support AES, TKIP and TKIP+AES
cipher types.

4. Mixed WPA/WPA2-PSK: If selected, both WPA-PSK and WPA2-PSK
secured wireless clients can join your wireless network.

WPA cipher type:

1. AES: If selected, wireless speed can reach up to 300Mbps.

2. TKIP: If selected, wireless speed can reach up to 54Mbps.

3. TKIP&AES: If selected, both AES and TKIP secured wireless clients can
join your wireless network.

Key Renewal Interval: Enter a valid time period for the key to be changed.
4.4.3 Advanced Settings

In this section, you can configure the advanced wireless settings of the
Router; including Beacon Interval, TX Power, and Basic Data Rate. In

case of uncertainty on how to configure the advanced wireless settings,
it is recommended to keep the default values.
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Advanced Settings Help

0 1his section, you can

s plersbon)
‘wireless seting lor he Router
nchuding Beacon inberval TX

05 Protechon Mode At =] Pawer and Basi: Data Rate
ang 5000 1 you Fdve £ 063
Dasic Dats Rates Detault{1-2-5.5-11 Mby ™| how 10 consure hese winekes:

s K] 5 AT value
B agvisatie

i o zange. 20 - 999, Default 100)
WM (Wi-FI MuRtimedia):
‘when VWM & enasied e
Wiekss mulmeck ats

- transmission will be mproved.
{Range: 1 - 2347. Default 7347}

RTS Trweshoid F=TH ange: 1 ok ey (video o an-ing

demand).

Fragment Treeshold 346

T Power @ High () Medum () Low
APSD: s used for suto
WMMCapable () Enabie (% Disable Liiitgarpsaioniicgiti
delaull 5 Geabied
APSD Capatie ) Enable @ Desabie
2040 BasCoexSuppor] % Enabie () Deable
| ___ .

WMM (Wi-Fi Multimedia): Improved wireless multimedia data
transmission (video or on-line demand).

APSD: Power saver mode. Disabled as default.
4.4.4 WPS Settings

To choose PIN or PBC for improved WiFi protection.

HooToo

WPS Config Help
¥ou could Setup SecLrily easity

e e
method to do Wi-Fi Protecied

Setup
WS Sengs. [ Enabie

B8

4.45 Access Control

The Wireless Access Control is based on the MAC address of the wireless
adapter to determine whether it communicates with the Router or not.
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HooToo

Wireless Access Control Help
The Wesless Aceass Conlrol is

Bara Swten “ Based on e MAC adaress of
the wireless adapter o

- determin wheiher i

= e COMMUNKCEMES Wi the Router
o 0ot Seiect "I ta dsabie

1his funchion. Select “Alkow” of

“Bicck bo enanike Iis function

AL Address Fiter

Select "Off" to disable this function.
Select "Allow" or "Block" to enable this function.

4.4.6 Connection Status

Here you can see a list of the wireless devices connected to the router.

HooToo

Wireless Connection Status Help
MAC Address: Shows the

mcmm\mm.qcmmum connecing PCs MAC addiess

Bangwigth; Tre width of

NO, MAC Bandwidth
channel eguency

MAC Address: Shows the connecting PC's MAC address.
Bandwidth: The width of channel frequency

Note:
The bandwidth refers to the channel bandwidth instead of wireless

connection rate. You can know whether there are unauthorized
connections to your wireless network by viewing the wireless client list.
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4.5 USB Settings

4.5.1 Device Sharing

Follow the steps below to connect a USB device to the router.
1. First, please make sure your USB device is FAT 32, then connect it to

the router.

2. Power on the router, enter the IP address 10.10.10.252 to access the

router web page.

3. On the web menu to the left, select USB Setting to enter the USB
Settings page. Click Scan. The device information will appear once
detected, see the picture below.

\HogTgg |

USE Capacity

=4 Denbce

dessda

Devee

otal T 456G

745

User Accounts

Delete: Remote shared USB device.
Note: To successfully share files, first you need to access the User Account
Interface, enter user name and password, and then open sharing.

If the router fails to detect the USB device, the below page will appear.

HooToo

|

Help

In this section, you may view
The device FiaMmaton e
Capacity. Used Space Percent |

Total Capacity: The storge
capaciy of Be s3arage drve

Used Paresnt The lsed
space percent of e storage
drwve

Device Scan

LAedia Server

Print Senver

User Accounts

Figure 3
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conacted 10 the router

Vilume: Device volume
name

Capaeity: Device S1eage
capacity
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Sharing Stius: Cick he
Eation to enatie'dsable
device snaring



The reasons for this issue are as below:
1. The USB device is not formatted and incompatible with the router.
Please format the USB device and restore to default FAT32
2. You are using a defective USB device; please use a fully functional
USB device.

3. Configure SAMBA access:
On the USB Setting page, click the “Share” button to activate the USB
function. Then click User Accounts. The below page will be shown:

USE Access control Help
S the username and
o Usemame Password Action password fof siorape shanng
users
¥ Desete
Usar Hame: Coesist of up o
A2 Alphamanenic Symboss
Device Sharing Pasy : Consast of up to 32
Media Server alphanumeric symbols

Frin

Enter a Username and Password. If you enter 12345 as the username,
then the password is also 12345.

USB Access control Help

Set the username and

Dpassword or slorage sharing
users
I

User Mama: Corrsist of up 1

] Usermame Password
1
. 22 alphanurnedc Symbos

Bi

Device Shanng Password: Conssl of up 1o 17

N alphanumeric symbols
Media Server
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For Windows:

1. Click on the Start menu on the left corner of your desktop, enter
\\10.10.10.252 in the Search programs and files column.

= Tvpe the name of a pragram, folder, document, ar
= Internet resource, and Windows will open it For wou,

Cpen: |u1|:|.1|:|.1|:|.252 v|

[ QK H Cancel H Browse, ., l

Note: In case your router IP address has been altered, i.e. 192.168.10.1,
please enter the modified IP address following its exact format:
\\192.168.10.1

2. Press enter and a popup box will appear; enter the username and
password to log on, i.e. 12345/12345 for the username and password.

Connect to 10.10.10.252

Connecking ko 10,10,10,252

User name: | 17345 i |

Password: | T Y |

[Jremember my password

[ Ok H Cancel ]

3. After entering the username and password, click “OK” to access
the USB device.
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P W10.10.10.252 X
Fie Edt View Favortes Tools Help a

€} \_) 1.1: psaarch | Folders v IB

address | i 1110.10.10,252

~

Network Tasks = ? 12345 Share Directory
o Add anetwark place

& view netwark
connections

) Set up ahome or small
"~ office network

<2 Sek up a wireless
network fior a home ar
small office

ﬂi.i Yiews workgroup

computers

| Shaw icons for
rietworked UPRP
devices

Other Places

#y Unknown

d My Computer

@ My Documents
[ Shared Documents
Q“é Printers and Faxes

Details

1 ohijects

For MacBook:

1. Click Finder, select Connect to Server; you will be directed to below
page, enter smb://10.10.10.252. In case your IP address has been
altered, please use the new IP address. When done, click Connect.

Server Address:

E.mb://1o.1o.1o.25a (€]

Favorite Servers:

2. Enter the preset User Account (user name and password) on USB
Settings page, click Connect to enter the directory of the USB drive.
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Enter your name and password for the server
ﬂ n n “10.10.10.252".

~ ConnectAs:  Guest
* Registered User

Name: 12345

Password: eeeee

~ Remember this password in my keychain

Cancel Connect

Please Note:

1. The user name and password should be consistent with the preset
info on the User Accounts page.

2. Once the share function is activated, all the data on the USB device
will be synched to the public folder of the router. Please be careful
with data security.

Double click the xxxxx Share Directory icon to manage the files, such as
uploading, downloading, and deleting etc.

45.2 Media Server

You can configure the media server for the network on this page.

HooToo

Media Server Help

Conagure meda server for
=11 Enable he Reteanc

User Areounts
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45.3 Print Server

You can configure the print server for the network on this page.

HooToo

Print Server Help
Print Sarver; Indkcates the
Print Serves Enatit cutrestil Enatie/Disatie staus
of the: Prind Server.

Printer Namss: M of proses
connected 1o the router

Print Server: Indicates the current Enable/Disable status of the Print Server.

Printer Name: Name of printer connected to the router

4.5.4 User Account

You can specify the user name and password for Storage Sharing and
FTP Server users on this page.

HooToo

USE Access control Help

¥oU CaN Specify e LT name:

] Usarmame Password Action ang password Jor Stotage
Shanng and FTP Server users

1 = Delets o Inis page

. User Mama: Type Ihe uses
“ name ira yoo want i gve
access 10 he USE dnve The

uses narme must be composed
of alphanumeric symbols Fot
excmedng X2 chataciers in
engin

Password: Enter i passwors
1 the Passwon ek, The
PASSWOIT st B O cmpased

of aiphanumens symbols nol
enceeing 32 chamciers in
lengin. For security purposes,
the password for each usar
account & not dsplayed

User Name: Type the user name to whom you want to grant access to
the USB drive. The user name must contain alphanumeric symbols and

not exceed 32 characters in length.

Password: The password must contain alphanumeric symbols and not
exceed 32 characters in length. For security purposes, the password of
each individual user is not displayed.
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4.6 DHCP Server

4.6.1 DHCP Server

Here you can change the DHCP IP address pool and lease time.

HooToo

DHCP Server

Starl IP Address
End IP Address 101090 200

Lease Time e day ~

DHCP Server Configuration:

1.
2.

DHCP Server: Enable/disable the DHCP server.

Start IP/End IP: Specify Start/End IP addresses of the IP address pool.
These addresses should be part of the same IP address subnet as the
router LAN IP address.

Lease Time: Time length for the IP address to be assigned to each
device before it is refreshed.

Click Save to save your settings.

Note:

1.

By default, the router performs as a DHCP server. Do not disable the
DHCP server feature unless you want to manually configure TCP/IP
settings for all PCs on your LAN.

Lease time will be renewed automatically upon expiration. No
additional configuration is needed.

If you are not an advanced user, the default DHCP server settings
are recommended.
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4.6.2 DHCEP List & Binding

Here you can view the DHCP dynamic client list: host name, IP address,
MAC address, and lease time information.

HooToo

DHCP List&Binding
P Asgress 010,10

MALC Address

MO, P Address MAC Address IP-MAC bind Deiete

Host Name P Address MAC Address Lease

Bruce.nt 10.10.10.100 BAZATEFSEEAS Z2atas

Note:

1. You can know whether there are unauthorized connections by
viewing the client list.

2. You can specify a reserved IP address for a PC in the LAN. That PC
will always receive the same IP address each time it accesses the
DHCP server. Reserved IP addresses can be assigned to servers that
require permanent IP settings.

3. If the IP address you have reserved for your PC is currently used by
another client, then you will not be able to obtain a new IP address
from the device DHCP server, instead, you have to manually specify
a different IP address for your PC to access the Internet.

4. For PCs that have already obtained IP addresses, you may need to
perform the Repair action to activate the configured static IP addresses.
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4.7 Virtual Server
4.7.1 Port Range

Port range allows you to share resources on your PC with your friends
who are not in your LAN. By default, the router's firewall blocks inbound
traffic from the Internet to your computer except for the replies to the
outbound traffic. You can use the port forwarding feature to create
exceptions to this rule so that your friends can access these files from
external networks.

When accessing your PC from Internet, type
"protocol://xxx.xxx.xxx.xxx:port number" into your browser’s address bar.
The protocol and port are the ones used by the service, and
"XXX.XXX.XXX.XXX" is the WAN IP address of your router. For example, a FTP
server uses the ftp protocol and 21 (standard port number)

HooToo

Virtual Server Help

StarvEnd Port: Enler the
L} Start Port-End Port To IP Address Protocol Enable Delete startiend port nemer which
ranges e External pors used
10.40.90 TCP W 10 361 the Server of insemet
= applcations

101010 TCP W] 1P Acdress: Enter Be (P
address of the PC where you
want 1o e o ons
101010 ToR W want o sef Be apphcation:
Pratoeol: Selct ihe protocol
101010 ToR ] (TCPIUDP/Botn) tor the
= applcation

[T Settings 5 i 010,40 ee (Wl

LUPni Satfings
010,40 e vl

Weknown Service Porl | DHS(E3) v sl 1w

=3

Start/End Port: Enter the start/end port number within the ranges forwarded
from the external ports to set the server or Internet applications.

IP Address: Enter the IP address of the PC where you want to set the
applications.

Protocol: Select the protocol (TCP/UDP/Both) for the application

Enable: Activate this rule.

43



Note:

1. Make sure your WAN IP address (Internet IP address) is a public IP
address. Private IP addresses are not routed on the Internet.

Make sure you enter the correct service port numbers.
To ensure that your server computer always has the same IP address,
assign a static IP address to your PC.

4. Operating System built-in firewall and some anti-virus programs may
block other PCs from accessing resources on your PC. So it is advisable
to disable them before using this feature.

5. When finished, click Save to save your settings.

For example: if your WAN IP address is 202.33.56.88, when accessing your
FTP server from external network, your friends only need to enter
ftp://202.33.56.88:21 in their browsers.

4.7.2 DMZ Settings

The DMZ function is to allow one computer in LAN to be exposed to the
Internet for a special-purpose service as Internet gaming or video
conferencing.

HooToo

DMZ Host

DMEZ Host W) Enabie

DMZ Host 1P

DMZ Host IP: The IP address of the computer you want to expose.

44



4.7.3 UPnP Settings

UPNP (Universal Plug and Play) feature allows a network device to
discover and connect to other devices on the network. At the current
date, itis only supported by Windows XP and Windows 7 or later.

HooToo

UPnP Help

UPnP (Universal Plag and

UPnP [ Enable Pray) feature allows a network
device lo discover and conned
o other devices on ihe
metwork. Presently, fLis coly

B e el

sysems as Windows XP and
Winaows 7 o tater

OME Semngs

Note: The UPnP feature is enabled by default.

4.8 Security Settings
4.8.1 Client Filter

This section is to set the client filter access. Check the checkbox to
enable this function. Select a policy from the drop-down menu and
enter a policy name in the field.

Client Filter Help

This sechion is $o sel chent
Fiter Settings ] Enabie fitering access H you want to
enable this funcion, please.
acivabe e chackbox Select
one polcy from the drop-aown
m Cancel men and enter 3 polcy name
i the Neld Of course you can
S0l the ACCEss restncion in
detaits (o g the kxed IP range,
times and days)

Mote: When times i 0.0-00, &
expiEss 28 hours.
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You can set the access restriction parameters (e.g. a fixed IP range,
times, and days) and set the client filter by following the steps below.

1. Power on the router and enter the router gateway 10.10.10.252
(password: admin) in the browser to log onto the router’s web page.
2. Onthe menu column, click Network Settings and then WAN Settings. Select
Dynamic IP (or the Connection type of your setting) and click “Save”.

3. Click System Tools on the menu column and select Time Settings.
Sync the Customized Time with the System time. Click Save.

Time Seltngs e

46



4. On the menu, click Security Settings and select Client Filter to access its
page. Tick the Enable box to turn on the Client Filter function.

HooToo

5. Follow Step 4 to configure the parameters. When all are done, click Save.

HooToo

Client Fiter Help
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Parameter configuration details are as below:

1) Policy Number: Items to be configured, selectable from 1 to 10.

2) Access Policy: Tick to enable Access Policy; un-tick to disable.

3) Policy Name: Create a name for the policy.

4) Start IP: The default start IP is 10.10.10.X (X stands for the initial IP you
set, the initial IP of this setting is 100. Set the Start IP according to your
own setting).

5) End IP: The default end IP is 10.10.10.X. (X stands for the end IP you
set. Usually the end IP is 254.)

6) Port: Usually set to 1 to 65535.
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7) Type: Protocol type, including TCP, UDP, and Both. In normal cases,
TCP is selected.

8) Time: Set the timeframe of the access restriction as needed.

9) Day: Tick to select a specific day, every day, or none
(Options: Everyday, SUN, MON, TUE, WED, THU, FRI, SAT).

6. When above settings are configured, restart the DUT. Follow Step 3 to
synchronize the System time with the Customized time after the restart.

4.8.2 URL Filter

This section is to set URL filtering access. Check the checkbox to enable
this function. Select one policy from the drop-down menu and enter a
policy name in the field.

HooToo

URL Filter Help

You can set the access restriction parameters (e.g. the fixed IP range,

times, and days). You can set the URL filter through the steps below.

1. Power on the router, access the gateway through 10.10.10.252
(password: admin) to log onto the router’s web page.

2. On the menu, select the Network Settings, then WAN Settings to
access its page, connect to Internet through Dynamic IP (based on
the actual settings). Click Save.

48



3. Click System Tools on the menu, select Time Settings, sync the System
Time with the Customized Time.

4. Onthe menu, click Security Settings, select URL Filter to enter its page.
Tick “Enable” to activate the URL Filter function.
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5. Configure each parameter in Step 4. After the configuration is done,

click “Save”.

Parameter configuration details are as below:

D
2)
3
4)

5)

6)

7
8)

Policy Number: Items to be configured, selectable from 1 to 10.
Access Policy: Tick to enable Access Policy; un-tick to disable.
Policy Name: Create a name for the policy.

Start IP: The default start IP is 10.10.10.X (X stands for the initial IP you
set, the initial IP of this setting is 100. Set the Start IP according to your
own setting).

End IP: The default end IP is 10.10.10.X. (X stands for the end IP you
set. Usually the end IP is 254.)

URL String: The URL that you wish to restrict access to, i.e.
www.bing.com, www.yahoo.com, etc.

Time: Set the timeframe of the access restriction as needed.

Day: Tick to select a specific day, every day, or none (Everyday,
SUN, MON, TUE, WED, THU, FRI, SAT).

6. After above settings are configured, restart the DUT. Follow Step 3 to

synchronize the System Time with the Customized Time after the restart.

4.8.3 MAC Filter

This section is to set MAC address filtering access. Check the checkbox
to enable this function. Select one policy from the drop-down menu
and enter a policy name in the field.
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MAC Filter Help
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You can set the access restriction parameters (e.g. the fixed IP range,

times, and days), you can set the filter through the steps below.

1. Log on the router web page via the gateway 10.10.10.252 (password:
admin) after the router is normally powered on.

2. Onthe menu, click Network Settings to access WAN Settings page. Select
Dynamic IP (or select according to your own settings) and click “Save”.

- = i
s e ks ) by g
p— o ’ . . - s

3. Click System Tools to enter the Time Settings page. Sync the Customized
time with the System time. Click Save after you are done.
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4. Click Security Settings to access the MAC Filter page. Tick “Enable” to

turn on MAC Filter function.

5. Configure each parameter in Step 4. When done, click Save.

MAC Fier
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Parameter configuration details are as below:

1) Policy Number: Items to be configured, selectable from 1 to 10.

2) Access Policy: Tick to enable Access Policy; un-tick to disable.

3) Policy Name: Create a name for the policy.

4) MAC Address: The MAC address for wired and wireless internet
connection. Enter the wired and wireless MAC address respectively
for when the PC is connected to DUT with wire and wirelessly.

5) Time: Set the timeframe of the access restriction as needed.

6) Day: Tick to select a specific day, every day, or none (Everyday,
SUN, MON, TUE, WED, THU, FRI, SAT).

6. After above settings are done, restart the DUT. Follow Step 3 to sync
the System Time with the Customized Time after the restart.

4.8.4 Threat Prevention

This section is to protect the internal network from external security
threats. You can click “Enable” to limit the connection speed within the

LAN. Up to 20 entries can be supported.

HooToo

Traffic Control Settings

Bandwidin Range

Appty

g

Note: Maximum speed cannot exceed the WAN speed.

4.8.5 Remote WEB Access

This section is to allow the network administrator to manage the router
remotely. If you want to access the router remotely, please select
“Enable”. By selecting "Enable" you allow the network administrator to

manage the router remotely.
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Remote Web Management Help

Set Steps:

@ Click “Security Settings”.

@ Select “Remote WEB”.

® Enter the Port. Click “Save” to confirm.

Enable: Check to enable the Remote Web Management feature.
Port: The management port to grant external access. The default setting
is 8080. This can be changed.

Note:

1. For better security, configure a port number (between 1025 to 65535)
as remote web management interface. Do not use the number of
any common service port (1-1024).

2. Make sure your WAN IP address (Internet IP address) is a public IP
address. Private IP addresses are not routed on the Internet.

3. Itis unsafe to make your router remotely accessible from all PCs on
external network. For better security, we suggest that only enter the
IP address of the PC for remote management.

Remote Web Management Application Example:
To access your router (WAN IP address: 172.16.87.160) at your home
from the PC (210.16.87.154) at your office via the port number 6060.
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Set Steps:

@® Management “Enable”.

@ Enter the Port: 6060.

® Click “Save” to save your settings.
In the PC 210.16.87.154 Type “http:// 172.16.87.160:6060” into your
browser’s address or location field and you can access the router at
your home remotely.

4.8.6 WAN Ping

The ping test is to check the status of your internet connection. When
disabling the test, the system will prevent the ping test from WAN.

HooToo

WAN Ping

ignore e Ping fiom WAN Enatie

Set Steps:

@ Select the “Expert Setting”
@ Select the “WAN Ping”

® Select the “Enable”
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4.9 Routing Settings

Help

Hop count: Interface hop
B o

Imtertace: Tuee fypes eihl
Destination IF Subnet Mask Gateway Matric Mninoia. VAN interface, pppo PRPGE

Intertace einliLAN devioe
Intertace

Routing Table

010100 255 255.255.0 0000 a B

127000 %000 0000 0 o

Destination IP: The IP address of the final destination. "0.0.0.0" indicates
any network segment.

Subnet Mask: The subnet mask for the specified destination.

Gateway: The next router on the same LAN segment as the router to reach.
Metric: The number of routers between your network and the destination.

Interface: The interface between your router and the final destination.

4.10 Traffic Control

Traffic control is used to monitor and control the communication speed
in the LAN. It can support up to 20 entries to monitor at most 254 PCs,
including IP address range configuration.

Traffic Control Settings Help
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for 2t most 64 POS" speed
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ANd dowricackng Bandwidth in
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Bandwidth Range: o specey
e UPIGATINGRIGWNIoANNG

M Max. taffic speed (KB')
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Interface: To limit the uploading/downloading bandwidth in WAN port.

Bandwidth Range: To specify the uploading/downloading Min/Max
traffic speed (KB/s) - that cannot exceed WAN speed.

4.11 System Tools

4.11.1 Time Settings

In order to select the time zone for your location. If you turn off the
router, time zone settings reset to default. However, the router will
automatically obtain the GMT time again once it has access to
the Internet.

Time Settings Help
WeChed 10 Intemet

System Time 15710101 01 2251

Time: Zore: {GAT) UniversaiTime Dublin Edinbugh Lisbor ]

CusIOMied b Enable

=3

Restore 1o Factory

Firmware Upgrade

4.11.2 DDNS

The router supports DDNS (Dynamic Domain Name System). This is used
to assign a fixed host and domain name to a dynamic Internet IP
address and FTP server. To activate this function, check "Enable" and
sign into the DDNS service provider.
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DDNS Help
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4.11.3 Backup/Restore

You can save the device settings onto your local hard drive to import them
to your device at a later time in case a factory reset should be needed.

Backup/Restore Help

Backisp: Clck B biltcn 1
tick up he router’s
configuratices.

Restore: Ok s button 1o
[ owc | by

CONBQUIABIE

FRestore o Faciony

Frmware Upgraoe

Backup: Click this button to back up the router's configuration.Restore:
Click this button to restore the router's configuration.
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Backup Configuration Procedures:
1. Click Backup

Backup/Restore Help
Backup: Chik T button 10
The: device piowides DckupTesiofe SElings, 30 you need st 4 Ay 10 Keep Mese pafametens Btk up e router's
configurations.

Restore: Rk s buticn 1
FESIDIE e routers
ConsguIons

brewna

Fimware Upgiace

2. Click OK on the appearing window.

,
Message from webpage

(S5

@ Please select a directory before exporting settings.

ok ]| cancel

3. Click Save on the File Download window.

4. Select a local hard drive to save the file and click Save.

-
Save As

=)
OO ;7‘ & » luckyme » Downloads

< |", ‘ | Search Downloads P |
New folder

Organize »

= @

= N . Date modified

j;r Favorites ame ate modrtie
B Desktop

Type

Mo items match your search.
& Downloads

Y
"= Recent Places

o Libraries

@ Documents
J’ Music

(=] Pictures

B videos

18 Com puter

-

n

b
File name:
Save as type: [CFG File

'~ Hide Folders
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To Restore Configurations:
1. Click Browse.

Backup/Restore

Fimware Upgiace

brewna

The device prowides BackupTesiofe Sellings, 0 you fe

Help

Baekigp: Clk B butten 1
Biack up e router's
confiqurations.

Restore: Rk s buticn 1
FESIDIE e routers
ConsguIons

2. Select the configuration file previously saved onto your local hard

drive and click Open.

Save Az

QQ | & » luckyme » Downloads

- | 43 | | Search Downloads

Organize = New folder

-

0 Favorites
Bl Desktop

& Downloads I
& Recent Places |

4 Libraries

i Decuments
J“ Music

b= Pictures
B videos

& Computer -

File pame: RouterChm.cfg

., RouterCfm.cfg

CFG File
656 KB

i

Save as type: | CFG File

*. Hide Folders

[ save ]|

Cancel

3. Click the Restore button to reset your device to previous settings.

Note:

The default configuration file name is "RouterCfm.cfg". Include the file
name suffix ".cfg" when renaming the file name to avoid further issues.
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4.11.4 Factory Reset

This button is to reset all settings to the default values. Since the router's
current settings will be reset, it is recommended to take some notes to
reestablish the previous settings at a later time:

Default password: admin
Default IP: 10.10.10.252

Default subnet mask: 255.255.255.0
Password: admin

Restore to Factory Help

Fipset all Sesings Back t
factory detaul vales

Detault password: acmin

Detault subnet mask:
25525526560

Time Settings

DONS

BatkupResione

4.11.5 Firmware Upgrade

Click the "Upgrade" button to browse for the latest firmware version.
After the upgrade, the router will reboot automatically.

Backup/Restore Help
Backup: Chik T button 10
The device frovides DackupTestofe SEINGS. 30 YOU Nerd 561 4 dEeciory 10 Keep Meke pafmele Back up the routers
configurations.
Restore: Ok s button 1o
= oo
CONBGUEANSNS.
browse

Fimware Upgiace

1. Getready for firmware upgrade (Download the new firmware from
the HooToo website or its support page and save it on your PC).
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2. After the router is powered, enter the router gateway 10.10.10.252
(password: admin) to log onto the router web page.

3. On the web menu, click System Tools to access the Firmware
Upgrade page. Click the “browse” button to locate and select the
downloaded firmware. Click Upgrade. A popup box “Are you sure
you want to upgrade?” will appear.

HooToo

4. Click “Confirm” to upgrade the firmware.

Note: Do not shut down the power of the router during an upgrade, as it
will damage the router and interrupt the upgrade process. After the
upgrade is done, reboot the router before using it.

When firmware is upgraded, enter the router gateway 10.10.10.252
(password: admin) to log on the router’s web page. The router is
successfully updated.
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4.11.6 Reboot

Reboot the router to activate new settings or to change the current
settings in cause of setting failure/software freeze.

Reboot Help
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4.11.7 Change Password

The default password is "admin". We recommend you change it in order
to increase security.

Change Password Help

Detat passwond s aamin. We
Oud Paswword recommend you 1o change i
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New Password: inpul o new
password. | MUST only

conss! of 137 characlers
without ey space

Confirm Kew Password: Re.
Time Setings entit e New passweng

DONS
Bacupieston:
Restone 1o Factory

Firmware: Upgrade

Old Password: The first time you use the router, enter admin. If you
already changed it and unfortunately forgot it, restore the router to
factory defaults.

New Password: Input a new password. The password has to contain
3-32 characters without any space.

Confirm New Password: Re-enter the new password.
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4.11.8 System Log

The section is to view the system log. Click the "Refresh” button to
update the log. Click the "Clear" button to clear all information. The log
will clear automatically once reached 150 records.

HooToo

System Log
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5 FAQs

1. Q: | cannot access the device management interface. What should | do?

Make sure the System LED on the device front panel is on.

Make sure all cables are correctly connected and the
corresponding LAN LED on the device is on.

Verify that your PC's TCP/IP settings are configured correctly. If you
select the "Use the following IP address" option, set your PC's IP address
to any IP address between 10.10.10.2 ~ 10.10.10.254. You can also
select the "Obtain an IP address automatically" option.

Delete your browser cache and cookies or try using a different
browser. Make sure you enter 10.10.10.252 in the address bar.

Press the WPS/RST button for about 10 seconds to restore your device
to factory default settings. Then log into your device again.

2. Q: | changed the login password and unfortunately forgot it. What
should | do?

Press the WPS/RST button for over 10 seconds to restore your device to
factory default settings.
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3. Q: My computer shows an IP address conflict error after connecting to
the device. What should | do?

® Make sure there are no other DHCP servers on your LAN/no DHCP
servers are disabled.

® Make sure the device LAN IP address is not used by other devices on
your LAN. The device default LAN IP address is 10.10.10.252.

® Make sure the statically assigned IP addresses to the PCs on LAN are
not used by others PCs.

4. Q: | have problems connecting to the Internet/Secure websites do not
open or display only part of a web page. What should | do?

This problem mainly happens to users who use PPPOE or Dynamic IP
Internet connection types. You need to change the MTU size. Try
changing the MTU to 1450 or 1400. If this does not help, gradually reduce
the MTU from the maximum value until the problem disappears.

6.Factory Default Settings

The table below lists the factory default settings of your device.

Iltem Default Settings
Login IP Address 10.10.10.252
Router - ,
Loain Login User Name admin
d Login Password admin
Internet Connection Mode Auto-switch Enabled
Type
Network MTU 1492 (PPPOE)
Settings 1500 (DHCP/ Static IP)
WAN Speed Auto
DNS Disable
IP Address 10.10.10.252
Subnet Mask 255.255.255.0
LAN
Settings DHCP Server Enabled
(LANg) IP Pool 10.10.10.100~10.10.10.200
Time Zone (GMT+08:00) Beljlng, Chongqing,
Hong Kong, Urumaqji
Wireless Enabled
2.4G ,
: HT _XXXXXX (where XXXXXX is
Wireless SSID : :
the last six characters in the
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device's MAC address)

802.11 Mode 11b/g/n mixed Mode
SSID Broadcast Enabled
Channel 2437MHz(Channel 6)
Channel Bandwidth | 20/40
Extension Channel 2437MHz(Channel 10)
Wireless Security Disabled
Wireless Access Disabled
Control
Country America
Wireless Enabled
HT_XXXXXX (where XXXXXX is the
SSID last six characters in the device's
MAC address)
802.11 Mode lla/an/ac mode
5.0G SSID Broadcast Enabled
Wireless Channel 5745MHz(Channel 149)
Channel Bandwidth | 40
WMM Capable Enabled
APSD Capable Disabled
Wireless Security Disabled
Wireless Access Disabled
Control
Remote Web Disabled
Management
Bandwidth Control Disabled
Others DMZ Host Disabled
UPNP Enabled
Internet Access Disabled

Management
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Warranty

HooToo products are covered by a 12 month limited warranty from the
date of its original purchase. If any problems occur, please contact our
support team.

We can only provide after sales service for products that are sold by
HooToo or HooToo authorized retailers and distributors. If you have
purchased your unit from a different place, please contact your seller
for return and warranty issues.
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NORTH AMERICA

E-mail :

support@hootoo.com(US)
support.ca@hootoo.com(CA)

Tel : 1-888-456-8468

Tech Support: 408-627-7503

(Monday-Friday: 9:00 — 17:00 PST)

Address: 46724 Lakeview Blvd, Fremont, CA 94538

EUROPE

E-mail:

support.uk@hootoo.com (UK)

support.de@ hootoo.com (DE)

support.fr@ hootoo.com (FR)

support.es@ hootoo.com (ES)

support.it@ hootoo.com (IT)

EU Importer: ZBT International Trading GmbH, Lederstr 21a,
22525 Hamburg, Deutschland

ASIA PACIFIC

E-mail: support.jp@hootoo.com (JP)

www.hootoo.com

FCC Compliance

This device complies with Part 15 of the FCC Rules. Operation is subject
to the following two conditions: (1) This device may not cause harmful
interference, and (2) this device must withstand any interference
received, including interference that may cause undesired operation.
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