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Getting Started

This manual describes how to configure and manage your ReadyNAS® storage system.

Your ReadyNAS storage system relies on the following applications:

ReadyCLOUD®. Use this online service to discover your ReadyNAS system on your local area network
and access the local admin page.

Local admin page. Use this browser-based interface to configure and manage your ReadyNAS system.

This chapter includes the following sections:

Quick-Start Guide

Additional Documentation

Supported ReadyNAS Systems

Supported Operating Systems

Supported Browsers

Diskless Systems

Basic Installation

Upgrade Pre-6.2 ReadyNAS Firmware for Use With ReadyCLOUD
Discover and Set Up Your ReadyNAS Using ReadyCLOUD
Local Setup Wizard

Local Admin Page

Access the Local Admin Page

Register Your System

Five Levels of Protection

The ReadyNAS Community

Safe Mode

Note For more information about the topics covered in this manual, visit the support website at
www.netgear.com/support.
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Quick-Start Guide

This manual provides conceptual information about storage systems, detailed instructions about using your
system, and NETGEAR’s recommendations about configuring, managing, and backing up your system. We
recommend that you read this manual to make the best use of your storage system.

To quickly start using your system, review the following sections in this order:

1.
2.

Basic Installation on page 11.You use ReadyCLOUD to discover your storage system on your network.

Create a Shared Folder on page 55. Shared folders are the way you organize the data you store on
your ReadyNAS system.

Create a LUN on page 85. LUNs are SAN data sets that allow data transfer and storage over iSCSI.

Basic Snapshot Concepts on page 110. Protect the data that is stored in folders and LUNSs by creating
shapshots.

Create User Accounts on page 126. You create a user account for each person that you want to allow
to access your ReadyNAS system.

Configure Global Settings for File-Sharing Protocols on page 181. File-sharing protocols enable you to
transfer files across a network.

Backup Concepts on page 232.You can back up the data that you store on your ReadyNAS system and
you can use your ReadyNAS system to back up data that you store on other devices.

Additional Documentation

NETGEAR maintains a community website that supports ReadyNAS products. Click the ReadyNAS
Coummunity button on the upper right side of the local admin page, or visit
https://community.netgear.com/t5/ReadyNAS-Network-Storage/ct-p/readynas for reviews, tutorials, comparison
charts, software updates, documentation, an active user forum, and much more.

For information about your system’s hardware, see the hardware manual for your system, which is available
at http://www.netgear.com/support/product/ReadyNAS_OS_6.

Supported ReadyNAS Systems

This release of ReadyNAS OS supports the following ReadyNAS systems:

RN102
RN104
RN202
RN204
RN212
RN214
RN312
RN314

Getting Started
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* RN316

*  RN422

* RN424

*  RNA426

«  RNA428

* RN516

*  RN524X

*  RN526X

*  RN528X

*  RN626X

*  RN628X

* RN716X

*  RN2120

*  RN2120v2
*  RN3130

+ RN3138

*  RN3220

*  RN4220X
«  RR2304

* RR2312

* RR3312

*  RR4312S
*  RR4312X
*  RR4360S
*  RR4360X
« EDAS500

Supported Operating Systems
The ReadyNAS supports the following operating systems:

e Microsoft Windows 10 (32 and 64 bit)

e Microsoft Windows 8.1 (32 and 64 bit)

e Microsoft Windows 8 (32 and 64 bit)

e Microsoft Windows 7 (32 and 64 bit)

e Microsoft Windows Server 2012 (64 bit)

e Microsoft Windows Server 2008 R2 (64 bit)

Getting Started
10
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e Apple Mac OS X 10.7 or later
e Linux, Unix, Solaris

e AppleiOSs

e Google Android

Supported Browsers

The ReadyNAS local admin page supports the following browsers:

*  Microsoft Edge

e Microsoft Internet Explorer 9.0 and later
e Apple Safari 5.0 and later

e Google Chrome 20 and later

e Mozilla Firefox 14 and later

If you experience difficulty accessing the local admin page or if you notice unexpected behavior, try using
another browser.

Diskless Systems

If you own a diskless ReadyNAS, you must first install and format at least one disk before you can discover
your system with ReadyCLOUD or visit the local admin page. We recommend you use supported disks. For
a list of supported disks, visit http://www.netgear.com/readynas-hcl. Make sure that the ReadyNAS is powered
off before inserting any disks.

If you want to use disks that were previously formatted for an operating system other than ReadyNAS OS
6 (for example, Windows, Linux, or previous-generation ReadyNAS), you must reformat the disks. You can
reformat the disks by installing them, powering on the system, and performing a factory reset before continuing
the configuration.

The details of installation for both new and previously formatted disks depend on the model. For detailed
instructions, see the hardware manual for your system, which is available at
http://www.netgear.com/support/product/ReadyNAS _OS_6.aspx.

For basic configuration information, see Basic Installation on page 11.

For information about disk formats, see RAID on page 22.

Basic Installation

After you follow these instructions, your ReadyNAS system is ready to use in a production environment.
Setup takes approximately 15 minutes.

Getting Started
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k=To install your storage system:

1. Install all available disks that you want to use in your storage system.

Note If you are using previously formatted disks that contain data, you must reformat these
disks before continuing. For information about formatting disks, see the hardware
manual for your system.

For a list of supported disks, see the Hardware Compatibility List at http://www.netgear.com/readynas-hcl.
For information about installing disks, see the hardware manual for your system.

2. Place your system in a location that provides adequate ventilation.
High-capacity disks can produce considerable heat. It is important to ensure that the fan exhausts are
unobstructed.
For a complete list of placement considerations, see the hardware manual for your system.

Connect the power adapter to the power cord.

4. Connect the power adapter to the back of the system and plug the power cord into a wall outlet or power
strip.

5. Use an Ethernet cable to connect an Ethernet port on the storage system to your network.
6. If necessary, press the Power button to turn on the system.

7. Wait for the Power LED to turn solid blue or for the status display screen to display the system’s IP
address.

8. Use ReadyCLOUD to discover and set up your system on the network.
See Discover and Set Up Your ReadyNAS on page 14.

Upgrade Pre-6.2 ReadyNAS Firmware for Use With
ReadyCLOUD

On some models of ReadyNAS running releases prior to ReadyNAS OS 6.2, you need to upgrade to RN
OS 6.2 before upgrading to later releases. If you log in to ReadyCLOUD, you see a message about needing
to upgrade the ReadyNAS system firmware.

The models are:

* ReadyNAS 102

* ReadyNAS 104

* ReadyNAS 202

* ReadyNAS 204

* ReadyNAS 212

* ReadyNAS 214

* ReadyNAS 2120

* ReadyNAS 2120 v2

Getting Started
12


http://www.netgear.com/readynas-hcl

ReadyNAS OS 6.9.3

If your ReadyNAS is one of these models, and is connected to ReadyCLOUD, when you log in to
ReadyCLOUD, you see the following page:

= ‘ L
NETGEAR' ReadyCLOUD"

# Home Manage Discover _;:; Downloads

am

ReadyCLOUD needs to upgrade your system's software to the latest
version, which includes the following improvements:

* Improved LAN performance on ReadyCLOUD web portal
+ Share files via email links within ReadyCLOUD
= Automatic PC backup and sync with ReadyCLOUD Desktop App

labsj-D104-86

Warning: Any connections to this ReadyNAS will be not available during the upgrade process

ReadyCLOUD now includes major new features, but these features require new firmware on the ReadyNAS
system. When you log in to ReadyCLOUD from a ReadyNAS system, ReadyCLOUD checks to see if the
ReadyNAS system firmware is recent enough to work with the new ReadyCLOUD. If it is not, you see the
message and the Upgrade Now button. Click the button to start the download and automatic restart.

During the download you see the following page:

. = .-{\‘ii’.’r
NETGEAR' ReadycLOUD” -

ft Home Maniage Discover f\f Downloads '

ReadyCLOUD needs to upgrade your system's software to the latest
version, which includes the following improvements:

¢« Improved LAN performance on ReadyCLOUD web portal
= Share files via email links within ReadyCLOUD
» Automatic PC backup and sync with ReadyCLOUD Desktop App

labsj-D104-86

Please do not power down your system
Downloading firmware ...

When the download and restart complete, you see the following page:

Getting Started
13
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NETGEAR i N5

 Home

Click the OK button to dismiss the message and continue to ReadyCLOUD.

Your system is now upgraded to ReadyNAS OS 6.2, and you can use the normal procedure to upgrade to
more recent releases.

Discover and Set Up Your ReadyNAS Using ReadyCLOUD

ReadyCLOUD is the online service that you use to discover and set up desktop ReadyNAS storage systems
on your network. (Use the local admin page to set up rackmount ReadyNAS storage systems.) You can
also use ReadyCLOUD to access and manage data on your ReadyNAS systems. For you to use
ReadyCLOUD, your computer and storage system must be able to access the Internet.

Note If your computer and storage system cannot access the Internet, install and run the
RAIDar utility instead. It includes versions for Windows, Mac, and Linux operating
systems. It is available at http://www.netgear.com/raidar.

When you discover your device using ReadyCLOUD, you can choose whether to use ReadyCLOUD to set
up and manage your device or use advanced offline installation.

Getting Started
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b=To use ReadyCLOUD to discover and set up your storage system:

1. Visit http://readycloud.netgear.com on a computer that uses the same local area network (LAN) and

Internet connection as your storage system.

2. Click the Set up a new ReadyNAS Start button.

NETGEAR’ ReadyCLOUD"

ReadyClLOUD FAQ English =

Welcome to ReadyCLOUD

The place to setup and access your ReadyNAS
Learn More
Start by setting up your ReadyNAS

1. Connect ReadyNAS to your router
2. Plug in power cord
3. Click discover once LED stops flashing

Discover

Click the Discover button.
ReadyCLOUD automatically detects your ReadyNAS system on the network.
Your new ReadyNAS system is marked with a NEW label.

Search

y l:i] as-6E-07-D2 ReadyNAS 316 3C62360X009351

Click the Setup button.

To use ReadyCLOUD to set up your system, leave the Setup with ReadyCLOUD (Default) radio button
selected and click the Next button.

Follow the onscreen instructions to set up your system.
For more information about ReadyCLOUD, see Use ReadyCLOUD on page 137.
For information about advanced offline installation, see Local Setup Wizard on page 15.

Local Setup Wizard

The first time you access the local admin page, a setup wizard prompts you to configure the basic settings
of your ReadyNAS storage system.

Getting Started
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Note The local setup wizard is for users who choose to set up their ReadyNAS system
using Offline mode. If you set up your system using ReadyCLOUD mode and the
ReadyCLOUD setup wizard, the local setup wizard does not display.

NETGEAR v '

ReadyNAS

WELCOME Language ~
F3ssssseieees : sees
- Welcome and thank you for choosing ReadyNAS
This wizard walks yeu through the initial setup process; however, these settings
= can be updated any time after the initial setup. Setup only takes a few minutes.
Let's get started
NETGEAR
TXXXXX

Figure 1. Setup wizard (Welcome page)

You can change the language setting for the setup wizard by selecting a language from the Language menu
at the top right corner of the page.

The setup wizard guides you through the initial configuration process to help you quickly integrate your
ReadyNAS storage system into your network. Follow the setup wizard’s prompts to configure the following
settings:

e Time and date. For more information, see Set the Clock on page 159.

* Alert contact. For more information, see Configure System Alerts on page 163.

* Host name. For more information, see Configure the Host Name on page 163.

e Administrator password and password recovery. For more information, see Set the Administrator
Password on page 161.

Local Admin Page

The local admin page is a browser-based interface that you use to configure and manage your ReadyNAS
system. When you visit the local admin page, the Overview page displays, as shown in the following figure.
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NETGEAR ReadyNAS” - v

Device [Frms. [ 5 Py Vo
i e | .‘_0 &

I_ E Ea . o = a?

Figure 2. Local admin page (Overview page)
The following list describes the features of the local admin page:

* To navigate through the local admin page, use the navigation bar across the top of the page and the
navigation icons below it.

* Some pages are divided into multiple sections. You can collapse or expand sections of the page by
clicking the triangle icon () next to each section heading.

» To refresh the page, click the Refresh icon (=) in the top right corner of the page.
For help, click the Help icon (Q) in the top right corner of the page. A window opens on the admin
page. You can move the help window around within the admin page. The content changes depending

on the navigation bar icon and the navigation icon you select. Close the help window by clicking the X
icon in the upper left of the help window.

NETGEAR ReadyNA

_mm-

W ewes Bead Lawt 0.0 e 0.0
0 Jamen Write  Laazt ilide b eI

Figure 3. Example help page

Other features of the local admin page are described in other chapters.

In this manual, instructions for navigating through the local admin page begin by specifying the selection
from the navigation bar and then, if necessary, specifying the selections from the row of navigation icons
and section headings. For example, to configure the global file-sharing protocols, select System > Settings
> Services. System is the selection from the navigation bar. Settings is the selection from the row of
navigation icons. Services is the selection from the section headings on the Settings page.
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Access the Local Admin Page

If your computer is connected to the same LAN as your storage system, follow these instructions to access
the local admin page.

k=To access the local admin page:

1. Open a web browser and visit https://<hostname>.
<hostname> is the name that you assigned to your ReadyNAS system or the default host hame if you

did not change it.

Note You can also enter https://[<ReadyNAS IP address>, where <ReadyNAS IP address>
is the IP address of the ReadyNAS.

An SSL certificate security warning displays.

Note The warning is because the certificate is a self-signed certificate, which browsers
typically warn you about.

2. Accept the certificate.
A login prompt displays.
3. Enter the login credentials for your system and click the OK button.
If you did not change the credentials, the default credentials are as follows:

e user name. admin

e password. password

Both user name and password are case-sensitive.
The local admin page displays.

You can also access the local admin page from ReadyCLOUD (see Use ReadyCLOUD on page 137).

Register Your System

You must register your product before you can use NETGEAR support. When you first setup your ReadyNAS,
the ReadyNAS creates a link unique to your ReadyNAS that you can use to register your system. The link
displays in a notification bar at the top of the local admin page.
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b=To register your ReadyNAS system, if the link is no longer available:

1. Locate the serial number of the system.

You can find the serial number on the Overview page of the local admin page or on the chassis label

of your product.

NETGEAR' ReadyNAS -
Admin Page 0 (I-)v
R e S R R N I T e

B B @ O = & 2
Device

o g

2. Open a web browser and visit http://www.NETGEAR.com/register.

SUPPORT for| HOME = E ESS ¥» fgh=my

N E TG E A R DOWNLOADS MyNETGEAR COMMUNITY CONTACTUS  NETGEAR
SUPPORT

MyNETGEAR

New Product Registration Log in to MyNETGEAR

Please register your NETGEAR product to receive E:n_'\:ﬁi_i_

Password

Forget your password?

» Nev duct information and offers
REGISTER NOW » m
QOr Open a

an an Online Case = miy product under warranty?

3. Take one of the following actions:

» If you never registered a NETGEAR product, click the REGISTER NOW button.

* If you registered a NETGEAR product in the past, enter your email address and password and click

the LOG IN button.

4. Follow the prompts.
The ReadyNAS is registered.

Five Levels of Protection

File and data protection strategies such as various RAID levels or snapshots can go only so far in protecting
data from loss, but ReadyNAS OS provides five separate strategies that work together to provide substantially

better protection than any one strategy.

The different levels of disk redundancy provided by RAID types provide degrees of file protection from the
loss of one or more disks, but cannot do anything about accidental deletion or corruption; can mask, but not
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prevent, gradual corruption caused by the slow degradation of the disks; and cannot provide protection from
a site disaster. Snapshot technologies provide protection against accidental deletion or corruption but by
themselves cannot protect against disk loss or site loss.

ReadyNAS OS allows you to use five different types of protection simultaneously:

* RAID. Protects against disk failure.

* Snapshot technology. Protects against accidental data deletion or corruption by providing point-in-time
recovery.

* Real-time antivirus. Protects against loss or corruption from viruses.
» Bit rot protection. Protects against the degradation of data from disk aging.

» Offsite backup. Protects against site loss.

The ReadyNAS Community

The ReadyNAS community is part of the NETGEAR community. The NETGEAR community is a place where
users and experts can come together to share tips and ideas, solve problems, and talk about everything
NETGEAR products can do. The local admin page includes a link to the ReadyNAS part of the community.

Safe Mode

For normal operation, ReadyNAS OS requires access to the disks on the ReadyNAS system. If for any
reason, and at any time, the disks are not available, ReadyNAS OS enters its safe mode. While in safe
mode, ReadyNAS OS displays messages showing the problem. The most common reasons for the disks
not being available are that no disks are installed, disks are present, but they are not formatted, or disksare
present, but the disks are formatted for another type of system. The system also enters safe mode if hardware
problems occur, or the OS itself is corrupted.

When the problem is resolved, for example after you add disks or reformat them, ReadyNAS OS resumes
normal operation.
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Volume Configuration 2

This chapter describes how to configure and manage the volumes in your ReadyNAS storage system. It includes
the following sections:

e Basic Volume and RAID Concepts

* ReadyTIER, Tiers, and Metadata

e Manage Volumes

* Maintain Volumes
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Basic Volume and RAID Concepts

To get the most out of your ReadyNAS storage system, it is helpful to understand the basics of volumes,
RAID, and tiers. Understanding these concepts is the first step to making good decisions about how to
configure, manage, and use your ReadyNAS storage system. This chapter contains the following sections:

 Volumes
e RAID

Volumes

In the most general sense, volumes are data storage devices. Your computer treats an internal hard drive
as a volume. It also treats a portable USB thumb drive as a volume.

Volumes can be either physical or logical. Usually, the term physical volume refers to a hard disk drive.
When this term is used in this way, a two-bay storage system can be made up of up to two physical volumes
(hard disk drives). A four-bay storage system can be made up of up to four physical volumes. A six-bay
storage system can be made up of up to six physical volumes.

The term logical volume refers to the way that you divide, or partition, your storage space. For example:

e Each logical volume can correspond to a hard disk drive.

e Alogical volume can be made up of more than one hard disk drive.

In this manual, the term volume refers to a logical volume. The terms hard disk drive and disk refer to a
physical volume.

RAID

Your ReadyNAS storage system allows you to configure your hard disks using one of the many RAID
technologies.

RAID is short for redundant array of independent disks. RAID is a storage technology that balances data
protection, system performance, and storage space by determining how the storage system distributes data.
Many different ways of distributing data are standardized into various RAID levels. Each RAID level offers
a tradeoff of data protection, system performance, and storage space. For example, one RAID level might
improve data protection but reduce storage space. Another RAID level might increase storage space but
also reduce system performance.

Your ReadyNAS storage system supports X-RAID™ mode, a proprietary single-volume RAID architecture
that is easy to administer, and Flex-RAID mode, which allows you to format your disks in a variety of
industry-standard RAID levels.

When you power on your system for the first time or if you reset your system to its factory default settings,
the optimal RAID mode and level are automatically selected for you based on the number of disks that are
installed. You can also configure the RAID settings manually (see Change RAID Mode on page 26).

RAID Group

In ReadyNAS OS, a large RAID volume can be organized into RAID groups. RAID groups can improve
performance by distributing 1/0 across more of the disks. During the process of creating a volume large
enough to support RAID groups, ReadyNAS OS selects an appropriate RAID group structure for you. You
can override this automatic structure before the volume is actually created.
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X-RAID

X-RAID is an autoexpandable RAID technology that is available only on ReadyNAS systems. With X-RAID,
you do not need to know intricate details about RAID to administer your system. X-RAID allows you to add
storage space without reformatting your drives or moving your data to another location. Because the
expansion happens online, you can continue to use your ReadyNAS system while the volume capacity
increases.

Because X-RAID is a single-volume architecture, if you configure your hard disk drives to use X-RAID, your
storage system includes only one volume that is made up of all installed hard disk drives. X-RAID’s
single-volume architecture provides two major advantages:

« Easy system management

e Auto expansion

Adding disks to a Flex-RAID formatted system is more complex. Disks must be added in ways compatible
with the RAID level, or you must back up the data to another system, add a disk, reformat the RAID volume,
and restore the data to the new RAID volume. With X-RAID, none of those administrative tasks are required.
Instead, with X-RAID, your volume automatically expands to accommodate additional disks or larger-capacity
disks.

With X-RAID, you can start out with one hard disk, add a second disk for data protection, and add more
disks for additional storage capacity. X-RAID accommodates the new disks automatically. You can replace
existing disks with larger-capacity disks and X-RAID automatically accommodates the new disks.

X-RAID requires a minimum of two hard disks to provide protection against disk failure. If you use a ReadyNAS
storage system with only one disk and want protection from disk failure, you must add a second disk that
is at least as large as the first. It can be added while the system is running.

X-RAID uses the capacity of one disk for data storage and reserves the capacity of a second disk for data
protection, which allows the volume to recreate data if a disk fails. In a two-disk system, the usable storage
space is one disk. In a three-disk system, the usable storage space is two disks. In general, the total capacity
of your storage system equals the capacity of all your disks minus the capacity of one disk.

The following figure illustrates how X-RAID uses new disks.
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23



ReadyNAS OS 6.9.3

Figure 4. X-RAID disk usage

1. The first disk that you install is used for initial (unprotected) storage space.
2. The second disk that you install is reserved for data protection (parity information).

3. Installing additional disks increases your storage space.

Note For systems with six or fewer bays, X-RAID reserves the capacity of one disk for data
protection. For systems with more than six bays, with at least two disks and up to five
disks, X-RAID reserves the capacity of one disk for data protection. For systems with
six or more disks, the default format is RAID 6, which reserves two disks. The actual
space reserved for data protection is distributed across all disks.

Flex-RAID

NETGEAR's Flex-RAID technology allows you to choose from among several industry-standard RAID levels:

e JBOD. This most basic RAID level does not protect your data from loss if one of your drives fails. JBOD
is available only on volumes consisting of a single hard disk.

* RAID 0. RAID 0 distributes data across multiple disks, resulting in improved disk performance compared
to systems that do not use RAID formatting. The total capacity of your storage system equals the capacity
of the smallest of your disk drives times the number of disks. RAID 0 is available on volumes consisting
of two or more hard disks.

* RAID 1. This RAID level provides full redundancy of your data, because it duplicates data across multiple
disks. Exactly the same data is stored on two or more disks at all times. RAID 1 protects your data from
loss if one disk fails. The total capacity of your storage system equals the capacity of your smallest disk.
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RAID 5. This RAID level also provides data redundancy, but it requires at least three disks. RAID 5 uses
the capacity of one disk to protect you from data loss if one disk fails. Your data is distributed across

multiple disks to improve disk performance. The total capacity of your storage system equals the capacity
of all your disks minus the capacity of one disk. It is supported on systems with at least four drive bays.

RAID 6. This RAID level provides recovery from the loss of two disks. Your data is distributed across
multiple disks to improve disk performance. The total capacity of your storage system equals the capacity
of all your disks minus the capacity of two disks. It is supported on systems with at least four drive bays.

RAID 10 (or 1+0). This RAID level uses both RAID 1 and RAID 0 technology. First, your data is duplicated
so that exactly the same data is stored on two or more disks. Then the data is distributed across additional
disks to improve disk performance. It is supported on systems with at least four drive bays.

RAID 50 (or 5+0). This RAID level uses both RAID 5 and RAID 0 technology. First, a disk is used to
provide redundancy. Then your data is distributed across multiple disks to improve disk performance.
A minimum of six disks are required. The total capacity of your storage system equals the capacity of
all your disks minus the capacity of two disks.

RAID 60 (or 6+0). This RAID level uses both RAID 6 and RAID 0 technology. First, two disks are used
to provide redundancy. Then your data is distributed across multiple disks to improve disk performance.
A minimum of eight disks are required. The total capacity of your storage system equals the capacity
of all of your disks minus the capacity of four disks.

The Flex-RAID levels that you can select depend on the number of disks included in the volume. The following
table describes the Flex-RAID levels that are available for a given number of disks. It also indicates whether

adding a disk for data protection is possible for each configuration.

Table 1. Flex-RAID levels and data protection

Minimum Number of Disks |RAID Level |Can | add a disk for data protection?

per Volume

1 JBOD No. (JBOD is available only for volumes consisting of one disk)

2 RAID 1 No. (Volume protection is already redundant.)

2 or more RAID O Yes. (Additional disk provides single redundancy and converts the
volume to RAID 5.)

3 or more RAID 5 Yes. (Additional disk provides dual redundancy and converts the volume
to RAID 6.)

4 or more(even number) RAID 10 No. (Volume protection is already redundant.)

4 or more RAID 6 No. (Volume is already protected with dual redundancy.)

6 or more RAID 50 No, but you can add two disks. (The additional disks provide dual
redundancy and converts the volume to RAID 60.)

8 or more RAID 60 No. (Volume is already protected with dual redundancy.)

ReadyTIER, Tiers, and Metadata

Using ReadyTIER, you can define tiers within a volume. For example, when using a mix of hard disk drives
and SSDs in a volume, you can organize the SSDs as a tier within the volume. If a volume contains tiers,
ReadyNAS OS automatically writes volume metadata (Btrfs metadata) to higher-performing tiers. Volume
metadata includes such things as directory information, file names, file permissions, and checksums. Because
volume metadata is read and written more frequently than specific blocks of data, under some circumstances

performance is improved.

Volume Configuration

25




ReadyNAS OS 6.9.3

You create a tier by selecting formatted but unallocated SSD drives and adding them as a tier to an existing
volume. For information about creating a tier, see Add a Tier to a Volume on page 42.

Manage Volumes

You can manage volumes on your ReadyNAS system. You can add or delete volumes from the system.
Additionally, you can change the volume’s RAID mode and level, check volume status, perform volume
maintenance, and configure volume protection. You can also extend the storage capacity on you ReadyNAS
system.

Change RAID Mode

You can change the RAID mode that your ReadyNAS storage system uses. By default, your system’s hard
disks are configured into a single X-RAID volume (except RR4360, which only supports Flex-RAID).

Change From X-RAID to Flex-RAID

Your ReadyNAS system can easily change a volume from X-RAID to Flex-RAID mode. Data on the X-RAID
volume is preserved when you switch to Flex-RAID. The RAID level of the resulting Flex-RAID volume is
automatically assigned based on the number of disks that are installed.

k=To change from X-RAID to Flex-RAID:

1. Loginto the ReadyNAS.

2. Select System >Volumes.

o | e |t Lo | v | s | ot | o | | oy ey | it | e |

i ) [ o = B o

X-RAID

B RAID(RAD S) [l Spare [ Highest Tier

3. Click the X-RAID button at the right side of the page.

4. Confirm that you want to switch from X-RAID to Flex-RAID.
The volume switches from X-RAID mode to Flex-RAID mode and the indicator on the X-RAID button
turns gray.

The RAID level is automatically assigned based on the number of disks that are installed.

Change From Flex-RAID to X-RAID

If your system contains only one volume, you can easily switch from Flex-RAID to X-RAID. Data on the
Flex-RAID volume is preserved when you switch to X-RAID.

If your system contains multiple volumes, you must first reconfigure your disks into a single volume.
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Note When you switch to X-RAID mode, any clean (meaning not part of another volume
or from another system) extra disks installed in your system are automatically
reformatted and used for storage expansion.You cannot change the RAID mode of
a RAID 0 or RAID 10 volume.

k=To change from Flex-RAID to X-RAID on a single-volume system:

1. Log in to your ReadyNAS.

2. Select System >Volumes.
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Click the X-RAID button at the right side of the page.

4. Confirm that you want to switch from Flex-RAID to X-RAID.
The volume switches from Flex-RAID mode to X-RAID mode and the indicator on the X-RAID button
turns green.
Any available drives are automatically used for storage expansion.

Change to a Different Flex-RAID Level

In Flex-RAID mode, you assign one of several RAID levels to your volume. Available RAID levels depend
on the number of disks that you want the volume to include. For more information, see Flex-RAID on page
24.You can reconfigure your volumes to use a different RAID level.

Note Changing the RAID level of a volume erases all data. If data is stored on your system,
you must back up the data to another storage device before changing the RAID level.

k=To change to RAID levels:

1. Log in to your ReadyNAS.
2. If any data is stored on the volumes that you want to reconfigure, back up your data.

3. Delete the volumes that you want to reconfigure (see Delete a Volume on page 33).
The disks that were part of the volumes become available again for other purposes (the color of the
disks turns black).

4. Create a new volume from the available disks and select the RAID level (see Create and Encrypt a
Volume on page 31).
The volume is formatted according to your specifications. Formatting can take quite a while, depending
on the size of your hard disk drives.
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View the Status of aVolume
k=To view a summary of the volume status:

1. Log in to your ReadyNAS.

2. Select System >Volumes.

o | e |t Lo | v | s | ot | o | | oy ey | it | e |
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The volumes are listed at the left side of the page.

The following summary information is displayed next to each volume.

Iltem Description

Data The storage space that is consumed by data in MB, GB, or TB.
Snapshots The storage space that is consumed by snapshots in MB, GB, or TB.
Free The storage space that is available in MB, GB, or TB.

Type The configured RAID level.

Health indicator | The color of the indicator to the right of the volume icon indicates the health
of the volume:

e Green. The volume is healthy.
*  Yellow. The volume is degraded.

* Red.The volume is bad or faulty.

Tier indicator | A lightening bolt icon appears below the health indicator when the volume
includes a tier.

k=To view the I/O stats and disk status:

1. Log in to your ReadyNAS.
2. Select System >Volumes.

3. Select the volume from the list on the left.
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4. Click the gear icon.

505 | s | evor | s || | |
g o E

Overview Volumes Performance Settings Log:

® a. Data: W 644 93 MB
. S tT97MB
E¥ Defrag 0 TB
E‘ Scrub 5

Vol1

c_j: Balance
RAID Group #1 .~ ___ X

a SSD Trin = -
@@QE’ Export 155D 100 GB
75 Destroy L {£155D 100 GB
Q Volume Schedule

Q Settings

Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Settings button in the pop-up menu.

b

data

SUMMARY Checksum: |/
RAID ik [
DISKS
VOLUME SCHEDULE 1/0 Stats a
Lo
WRITE

SNAPSHOT PRUNING READ

Operations 2663193 20123851
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6. Click the Disks tab.

data

SUMMARY
DISKS

VOLUME SCHEDULE
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Disk: Disk 1x1

ID: sda
Model: D2RSTK251E19-0100

Serial: AT9UHO11341000189
Firmware Version: 3.20E
RPM: 1
Sectors: 195371568
Capacity: 93.2GB
Temperature: 31
ATA Error: O
Slot Name: 1x1
Hardware Interface: SATA
Vaolume Name: data
Volume State: NEW
Volume Host ID: 7cBe07d2
Disk State: ONLINE
Channel: 1

7. From the Disk menu, select a disk in the volume to view its status.

Note The disks are listed by their position in the enclosure: <column>x<row>. For example,
Disk 3X1 is the third disk from the left in the top row of the enclosure.

Configure the Checksum Function

Checksum functions help detect data transmission errors. The ReadyNAS uses a checksum function to
improve accuracy and consistency when writing data to a volume. You can enable or disable the checksum
function on each volume. Enabling the checksum function improves the integrity of your data but reduces

performance speeds.

Bit rot protection uses the checksum functions to detect a read error. For information and bit rot protection,
see Bit Rot Protection on page 54.

k—Enable or disable the checksum function:

1. Loginto your ReadyNAS.

2. Select System >Volumes.

3. Select one of the volumes listed on the left side of the page.
4

Click the gear icon.

[ | e | s | b [enon || o | s || et | o |

11 - - -~
E @ o = 5
e {:} Data: M 34.71 MB o= X-RAID
Snapshots: O
Free; M 86.57 GB SATA 100 GB
Type: RAID 1
SATA100GE & pre—

James

SATA 100 GB

B RAID (RAID 1)
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5. Click the Settings button on the pop-up menu.
s

data

SUMMARY Checksum:
RAID Quota: |
VOLUME SCHEDULE 10 Stats s
SHAPSHOT PRUNING

Ciperations 2663193 20123851

6. Select or clear the Checksum check box.
7. Click the Apply button.

8. Click the OK button.
Your settings are saved.

Create and Encrypt aVolume

During volume creation, you can also enable volume encryption. Encryption is optional. When encryption
is enabled, data is encrypted in real time as it is written to the volume. You cannot encrypt existing volumes.
Encryption is possible only when you are creating new volumes. When created, the volume will be a Flex-RAID
volume, but after you create it, you can change it to an X-RAID volume.

You need a USB drive to store the encryption key that is generated during volume creation. You can also
specify that the encryption key be emailed to you for safe keeping. If you lose the USB drive with the
encryption key, you can load the emailed encryption key onto another USB drive.

You must insert the USB drive with the encryption key into a USB port on the ReadyNAS for the volume to
be unlocked and accessible. You must insert the USB drive to unlock an encrypted volume during reboot.
If you do not insert the USB key on reboot, there is a 10-minute time-out during which you can insert the
key. Otherwise, you wil not be able to access the encrypted volume until the ReadyNAS is again rebooted.
You can remove the USB drive after unlocking the volume. We recommend storing the USB drive with the
encryption key in a safe and secure location when not in use.

WARNING:
If you lose the encryption key, the encrypted drive is irrecoverable.
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b=To create a volume, select the RAID level, and enable encryption:

1. Log in to your ReadyNAS.

2. Select System >Volumes.

Csren | e |1 | scomn | v | | G| pn || e
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Free: M 86.57 GB SATA100GB & New Valume
Type: RAID 1
James SATA100GB & Forifiat

SATA 100 GB

I RAID (RAID 1)

3. From the enclosure graphic, select one or more disks to include in the new volume.
Available disks are colored black.

4. Click the New Volume button at the right of the page.

New Volume

Name:

Protection Level: RAID 1 v

Encryption:

USB to store key:

Send key by Email:

5. Configure the following settings:

* Name. Enter a name for the volume. The volume must not use the same name as a folder in the
root folder system. The volume names home , apps , and job__ are reserved and cannot be used.

» Protection Level. Use the drop down menu to select the protection level (RAID level).

» Encryption. Select this check box to enable encryption on the volume. A key will be generated. If
you lose your key, the data on the volume will be irrecoverable.
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e USB to store key. If you enabled encryption, select a USB storage device from the menu to store
the generated key.

e Send key by Email. If you enabled encryption, select this check box to specify that the generated
key be sent to a email address associated with the admin account. Make sure that you set the email

account before creating the volume.

6. Click the Create button.
The new volume is created and appears in the list of volumes at the left of the page.

Delete a Volume

Before you delete a volume, make sure that you back up any data (folders and LUNSs) that you want to save
to another volume or another storage device.

Note The Destroy option is not available when the ReadyNAS uses a single volume X-RAID
configuration. The Destroy option is available if you use at least two volumes, or the
volume is a Flex-RAID volume.

k=To delete a volume:

1. Loginto the ReadyNAS.
2. Select System >Volumes.

3. Select the volume.

T N KR
g o
Overview Performance Settings

Volumes
e {j Data: W 644.93 MB
R —
[E¥ Defrag \0TB
5

E(‘J‘ Scrub
Val1
c’* Balance

RAID Group #1 ~

E’l{ E’l{ E’J] [# Export
x Destroy
O Volume Schedule

-Q- Serttings

Il RAID (RAID 5) [l Spare [l Highest Tier
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4. In the pop-up menu, click the Destroy button.

Ry

‘ Destroy Volume
, Destroying this volume will permanently remove
all data on the volume. Service to shares residing

on other volumes will be temporarily interrupted
during this process.

X-RAID will also be disabled. To enable automatic
volume expansion, configure a new volume with
RAID 1, 5, or 6, then enable X-RAID.

To proceed, type "DESTROY"

5. Type DESTROY to confirm your decision.

6. Click the Destroy button.
The volume is deleted. The disks that were part of the volume become available again for other purposes
(the color of the disks turns black).

Expand Storage Capacity

You can expand the storage capacity of an existing volume in two ways:

e Horizontal expansion. Expand the volume by adding more disks to the volume.

e Vertical expansion. Expand the volume by replacing disks in the volume with larger-capacity disks.
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Both horizontal and vertical expansion is available for X-RAID and Flex-RAID volumes.

X-RAID makes horizontal volume expansion easy. If your X-RAID volume includes two or more disks, the
volume expands automatically when you add disks.

When you expand a Flex-RAID volume you need to add disks in increments compatible with the RAID level
of the volume.

You can continue to use your ReadyNAS system while the new disks are incorporated in the background.
The process of volume expansion can take several hours. If you set up email notifications for your system,
you receive an email message when the process finishes. For more information about alert notifications,
see Configure System Alerts on page 163.

Horizontally Expand an X-RAID Volume

k=To horizontally expand an X-RAID volume:
Add a disk to an X-RAID volume that includes two or more disks.

For more information about how to add a disk to your ReadyNAS system, see the hardware manual for your
system, which is available at https://www.netgear.com/support/product/ReadyNAS_OS_6.aspx.

The system automatically determines whether the new disk is used for protection or storage. When you add
a second disk, the new disk is used for data protection. When you add a third or fourth disk, the new disk
is used to increase your storage capacity. For more information, see X-RAID on page 23. New disks are
incorporated in the background while you continue to use your storage system.

Horizontally Expand a Flex-RAID Volume

Horizontal expansion of a Flex-RAID volume is possible, but more complex and less space efficient than
expanding an X-RAID volume. In effect, you create a new Flex-RAID volume and ReadyNAS OS uses both
the existing and new volumes as parts of the same larger volume. Other configurations are possible, but
We recommend expanding the volume by the same number of disks as the original volume; for example,
expand a 3-disk RAID 5 Flex-RAID volume by adding three disks.

k=To horizontally expand a Flex-RAID volume:
1. Add disks to the ReadyNAS, if necessary.

For more information about how to add a disk to your ReadyNAS system, see the hardware manual for
your system, which is available at http://www.netgear.com/support/product/ReadyNAS_OS 6.

Log in to the local admin page.
Select System >Volumes.

Select the volume to expand.

o M DN

Select the unallocated disks to add to the volume.
When you select disks additional buttons appear on the volume.

6. Select the Expand button.
A Window opens asking you to verify you want to expand the volume.

7. Select the Yes button.
The volume expands immediately, but requires a resync, which starts immediately. The volume display
includes a resync progress bar.
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Vertically Expand aVolume

Both X-RAID and Flex-RAID volumes support vertical expansion.

When you vertically expand a Flex-RAID volume, you must replace all disks in the volume with larger-capacity
disks.

Note Vertical expansion is not available for RAID 0 volumes.

When you vertically expand an X-RAID volume, you must replace disks in the volume according to the
following table.

Table 2. X-RAID vertical expansion requirements

RAID Level |Disk Replacements Required for Vertical Expansion

RAID 1 Replace 2 or more disks with larger-capacity disks.
RAID 5 Replace 2 or more disks with larger-capacity disks.
RAID 6 Replace 4 or more disks with larger-capacity disks.

If you replace fewer disks than required for vertical expansion, the disks are reserved for data protection.
Your available storage capacity does not increase to accommodate the reserved disks until you replace the
required number of disks.

IMPORTANT:
To reduce the risk of data loss, we recommend that you back up your data
before vertically expanding a volume.

k=To vertically expand an X-RAID volume:
1. Replace one disk in the volume with a larger-capacity disk.

For more information about how to add a disk to your system, see the hardware manual for your system,
which is available at http://www.netgear.com/support/product/ReadyNAS_OS 6.

Note You must use supported disks in your ReadyNAS system. For a list of supported
disks, visit http://www.netgear.com/readynas-hcl.

2. Wait for the volume to resync your data.
You can continue to use your ReadyNAS system while the volume is resyncing. Resyncing can take
several hours. The start and completion of the resyncing process are recorded in the system log (see
System Logs on page 219).
If you set up email notifications for your system, you receive an email message when the process
finishes. For more information about alert notifications, see Configure System Alerts on page 163.

3. Repeat Step 1 on page 36 — Step 2 on page 36 until you replace the required number of disks with
larger-capacity disks.
For more information about X-RAID vertical expansion requirements, see Table 2.
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k=To vertically expand a Flex-RAID volume:

1. Replace one disk in the volume with a larger-capacity disk.
For more information about how to add a disk to your system, see the hardware manual for your system,
which is available at http://www.netgear.com/support/product/ReadyNAS_OS 6.

Note You must use supported disks in your ReadyNAS system. For a list of supported
disks, visit http://www.netgear.com/readynas-hcl.

2. Wait for the volume to resync your data.
You can continue to use your ReadyNAS system while the volume is resyncing. Resyncing can take
several hours. The start and completion of the resyncing process are recorded in the system log (see
System Logs on page 219).
If you set up email notifications for your system, you receive an email message when the process
finishes. For more information about alert notifications, see System Logs on page 219.

3. Repeat Step 1 on page 37 and Step 2 on page 37 until you replace each disk in the volume with a
larger-capacity disk.

Add Protection to a Volume

You can set up protection against disk failure. The types of protection available depend on the number of
hard disks installed in the ReadyNAS system.

Adding Protection to an X-RAID Volume

X-RAID requires a minimum of two hard disks to provide protection against disk failure. To add protection
from disk failure to a one-disk ReadyNAS storage system, you must add a second disk that is at least as
large as the first. You can add it while the system is running. For more information about how to add a disk
to your system, see the hardware manual for your system, which is available at
https://lwww.netgear.com/support/product/ReadyNAS _OS_6.aspx.

An X-RAID volume that includes two or more disks is automatically formatted to protect against the failure
of one disk. Except for very large ReadyNAS systems (for example 12-bay systems), if you want to protect
your data against the failure of two disks, you must switch to Flex-RAID and select RAID 6. (Very large
ReadyNAS systems use RAID 6 by default.) To use RAID 6, you must install four or more disks. For more
information about how to switch to Flex-RAID, see Change from X-RAID to Flex-RAID on page 26.

Adding Protection to a Flex-RAID Volume

In certain cases, you can add a disk to a Flex-RAID volume to increase data protection. The following table
indicates whether adding a disk for data protection is possible for each Flex-RAID configuration.
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Table 3. Flex-RAID levels and data protection

Number of Disks per Volume |RAID Level [Can | add a disk to for data
protection?

1 JBOD Yes. Converts to RAID 1. (Additional
disk provides redundancy.)

2 RAID 1 No. (Volume protection is already
redundant.)

2 or more RAID O Yes. Converts to RAID 5.

3 or more RAID 5 Yes. (Additional disk provides dual
redundancy and converts the volume to
RAID 6.)

4 or more (even number) RAID 10 No. (Volume protection is already
redundant.)

4 or more RAID 6 No. (Volume is already protected with
dual redundancy.)

Add Protection to a Flex-RAID Volume

To add protection to a Flex-RAID volume:

1.

a M 0N

Add disks to the ReadyNAS, if necessary.

For more information about how to add a disk to your ReadyNAS system, see the hardware manual for
your system, which is available at http://www.netgear.com/support/product/ReadyNAS_OS 6.

Log in to the local admin page.
Select System >Volumes.

Select the volume.

Select the unallocated disks to add to the volume.

When you select disks additional buttons appear on the volume. The active buttons change as you add
disks.

® Q Data- @ 32.88 MB
Snapshots: O
Free Space- @ 175.18 GB
Type: RAID 5
Vol1 =SATA100GH.
Resyncing in progress: 0.61% complete SATA 100 GB

Remaining time: 00:49:04
S5ATA 320 GB

SATA 250 GB

Cancel
B RAID (RAID 5) [l Spare

Select the Add Parity button.

Note Which buttons are active depends on the volume and the number of disks selected.

Volume Configuration
38


http://www.netgear.com/support/product/ReadyNAS_OS_6

ReadyNAS OS 6.9.3

The Add Parity window opens.

Select the Yes button.

The volume expands immediately, but requires a resync, which starts immediately. The volume display
includes a resync progress bar.

Add a Group to a Flex-RAID Volume

To add a group to a Flex-RAID volume:

1.

Add disks to the ReadyNAS, if necessary.

For more information about how to add a disk to your ReadyNAS system, see the hardware manual for
your system, which is available at www.netgear.com/support/product/ReadyNAS OS_6.

Log in to the local admin page.

Select System >Volumes.
The page updates, showing the volumes.

Select the volume.

Select the unallocated disks to add to the volume.

When you select disks, additional buttons appear on the volume. The active buttons change as you add
disks.

® {:} Data: M 32.88 MB
Snapshets: 0
Free Space- @ 175.18 GB
Type: RAID 5

Vol1 [ =SATA100GB
Resyncing in progress: 0.61% complete. SATA 100 GB
Remaining time: 00:49:04

SATA 320 GB

SATA 250 GH

Cancel -
B RAID (RAID 5) [l Spare

Click the Add Group button.

Note Which buttons are active depends on the volume and the number of disks selected.

The Add Group window opens. Depending on the existing number of disks, the RAID type, and the
number of disks added, new groups can be RAID 0O/stripped to the existing disks, or concatenated to
the existing disks.

(Optional) Click the RAIDO/Stripe button or the Concatenated button.

Click the Apply button.
The volume expands immediately but requires a resync, which starts immediately. The volume display
includes a resync progress bar.

Remove A RAID Group

You can remove RAID groups. For example, if you configured tiering and want to stop or change the
configuration, you can delete the RAID group used for metadata.
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Before you rempve a RAID group, make sure that you back up any data (folders and LUNSs) that you want
to save to another volume or another storage device.

k= To delete a RAID group:
1. Loginto the ReadyNAS.

2. Select System >Volumes.

3. Select the volume.

4. Select the RAID group from the menu.
5

Hover over the red delete icon.

® G Data: W 649.95 MB
Snapshots:  18.28 MB

Free Space: W 2.80 TB
Type: RAID =

Vol1 Remove RAID Group

RAID Group #1 (SATA 7200 RPM)

QERE ¢ ‘

6. Click the red delete icon.

3
Remove RAID Group

capacity will be reduced to 87.58 GB with 81.56
GB space available. Removing the RAID Group is a
critical operation. Please do not shut down or
reboot during this time

To proceed, type "REMOVE"

9 After you remove the RAID Group, your volume

7. Type REMOVE to confirm your decision.

8. Click the OK button.
The RAID group is deleted. The disks that were part of the RAID group become available again for other
purposes.
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Note Removing the RAID group removes storage from the volume, so the total volume
capacity goes down.

Use the Volume Management Wizard to Create a Volume

Normally ReadyNAS OS automatically formats all of the disks in a ReadyNAS storage system (for all models
except an RR4360), in to a single X-RAID volume, but if you add disks or destroy existing volumes, you can
use the volume management wizard to create volumes.

As is not the case with other ReadyNAS storage systems, when you first configure an RR4360, the volume
management wizard starts automatically.

k= To create a volume with the volume management wizard:
1. Log in to the ReadyNAS.

2. Select System > Volumes.

. O ~

B OB 2 O ) 2

@ G Data: M 35.47 M8 e _ X-RAD
Snapshots: O
. Free: Ml 263.76 GB SATA100GB — & New Volume
Type: RAID 5
data SATA 100 GB Format

SATA100GB - =

M RAID (RAID 5)

3. Select the disks to include in the new volume.
4. Click the New Volume button.

Heorwy L
(I}
Harne 2
L Wy
Prototeny Lews! Bl & e iy
i
MormBae oof AT Coreage .
II .l.
Mhanbar of Srtv dpr BAED Lrpp ey [.i"\
|E| X,
Bty iy o B, il ] o Ty St Fodablmy
Dandrpean Betinr o foemars &, P © Spscdy, =i st e redir iy

5. Enter a name.

6. Leave the protection level as selected by ReadyNAS OS, or change it.
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The graphic shows the balance of capacity, performance, and reliabilty for the selected protection level
and number of disks. As you change the RAID level, the graphic updates to show the changed balance.

If more drives than the minimum necessary for the selected RAID level are available, the Number of
RAID Groups, Number of drives for RAID Group, and Remaining drives allocated to Global Spare
fields are active. You can chose to organize the volume with RAID groups, or assign disks to the global
spares pool, or a combination of the two.

Click the Next button.

(Optional) Select the Encryption check box, and select one of the following options:

e USB to store key
e Send key by Email

Click the Create button.
The New Volume window closes and the ReadyNAS starts to build the new volume (resync the drives).

Add aTier to aVolume

You

can use ReadyTIER to add SSD drives to an existing volume as a tier. ReadyNAS OS automatically

uses a tier for volume metadata. With some workloads, this can improve filesystem performance.

Depending on the RAID setting of the volume, a minimum number of disks are required to add a tier. The
metadata tier disks need not be the same size as the data disks. You can estimate the size needed by
pointing tor the icon of the volume and checking the volume metadata allocation.

R£

Q Data: W 645.04 MB
Snapshots: 1797 MB
Free Space: m 2.80 TB
Type: RAID 5

Volume: Vol1
Data (Used/Allocated): M 64372 MB/6.01 GB
Metadata (Used/Allocated):® 3.28 MB/1.03 GB
Free Space:@ 2.80TB
RAID Group #1
Data Allocated:m 6.01 GB
Metadata Allocated:m 0
Free Space:ll 2.71 1B
RAID Group #2
Data Allocated:-m 0O
Metadata Allocated:m 1.03 GB
Free Space:l 87.57 GB
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Note You can determine if ReadyTIER is already configured on a volume from the volume
settings. In the following window, ReadyTIER is configured for this volume.

Vol1

SUMMARY ReadyTIER: Online

Metadata tiering moves filesystern metadata from slower RAID group(s) to faster 55D-

powered RAID group(s). Tiering volume metadata adds performance to small-file reads and

IREADYTIER writes as well as improves response time accessing large, rewritten files (like virtua
machines, databases, and some backup use cases).

RAID
DiSKS

VOLUME SCHEDULE

SHAPSHOT PRUNING

k= To add atier to an existing volume:
1. Loginto your ReadyNAS.

2. Select System >Volumes.

e [ e | scs | o | e | s | o | iy | | i
. o] ~

0 2

a Q Data: @ 34.71 MB SRR T00 5= a —RAID
Snapshots: O
. Free; @ B6.57 GB SATAI00GR & New Volume
Type: RAID 1
SATA100GB & Format

James

SATA 100 GB

W RAID (RAID 1)

3. From the enclosure graphic, select one or more SSD disks to include in the new volume.

Note Available disks are colored black.
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Note Depending on the RAID properties of the volume, a minimum number of SSD disks
are needed. When you select enough disks, the Add Tier button is highlighted.

R Y R R

3 H— O -
A o B ) <
X-RAID
e G Data: W £44.99 M8 e Al
Snapshots 2153 MB
Free Space: M 2.71 TR SATA1TH W Valume
Type: RAID 5 :
Va1 SATATTE o [ SR
Expand A Parity sataiTe 1 [
Glabal spare
Add Tie Cancel L)

55D 100 GB

W rain(RaD 5y [l Spare

4. Click the Add Tier button.
The Add Tier window opens.

5. Click the Apply button.

9 Resyncing stacted for Volume Vol

| — -~
& i, = 2
g -RAID
L ] a Dats: B £44.90 MB ST TE —_—
Snapshats; 18,13 MB
Free Space: W 260 TH SATA 1TB New Valume
Type: RAID S
Vol SATA1TE - o [ S
RAID Group #1 (SATA 7200 REM) v saTA 1T 1 [ 3
Global spare
= " -
Q, .‘w @J Q, 100GE 3

Resyncing In progress: 91.56% complete
Remaireng time: 000714

B RwD (RaiD 5) [l Spere [ Highest Tier

ReadyNAS OS creates the tier, balances the volume, resyncs the volume, and changes the display
color for the SSDs to yellow. Note that the balance can take a significant amount of time on a volume
with a lot of metadata. For information about balancing a volume, see Balance a Volume on page 47.

Enable or Disable Quotas on Volumes

Quotas are determined for individual shares, but must be enabled on the volume containing the shares.
When there are multiple shares on the same volume, quotas keep one share from using all of the space on
the volume, but in some cases quota monitoring can slow performance. Depending on your application, you
might want to enable or disable quotas.

k= To enable or disable quotas on a volume:
1. Log in to the local admin page.
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Select System > Volumes.

o | e |t Lo | v | s | ot | o | | oy ey | it | e |
B B = 0 & 2

e Q Data. B 644,53 MB
Snopshots:  17.97 MB
free Space: W L8DTE

Typs RADIS

Vol

RAID Group #1 (SATA 7200 RPM)

BEREE

W RuD (RUD 5] [ Spare [ Highest Tier

Click the gear icon for the volume.

p Sysem | Shares | i5CS1 | Accounts | Nework | Apps | Clowd | Backup | |
© 3 =

Overview Volumes Performance Settings Log:

® G Data: W 644.93 MB
. Y
E¥ Defrag 0 TB
{'{‘)‘ Scrub 5
Voll

Balance
RAID Group #1 v

@E’A{@( [# Export
x Destroy

G Volume Schedule
a Settings Il RAID (RAID 5) [l Spare [l Highest Tier

o

Select the Settings menu item.
The volume setting window opens.

Click the Quota check box to toggle the volume quota setting.

Click the OK button.
A message window opens.

Click the OK button.
The volume quota setting changes, the message window closes, and the volume setting window closes.

Note When volume quotas are enabled, share information such as seen on the Shares >
Shares page, shows available and consumed space for each share. When volume
guotas are disabled, that information is not available.

Note If you enable quotas on a share, quotas are automatically enabled on the volume.

Maintain Volumes

This section covers volume maintenance. Volumes can be scrubbed to check for errors, defragmented to
improve disk performance, and balanced to use space more efficently and speed allocation of new chunks.
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Scrub aVolume

Scrubbing cleans and validates all data on a volume and checks the volume for errors. No data is deleted.
Folders, LUNs, and snapshots on the volume remain intact. Scrubbing every six to eight weeks is common.

Note Scrubbing is not an erase function.

k=To scrub a volume:

1. Loginto your ReadyNAS.

2. Select System >Volumes.
3. Select a volume.
4

Click the gear icon.

TR T T R
@ o
Overview Performance Settings

Volumes
® ﬁ Data: W 644.93 MB
P —— 1
¥ Defrag \0TB
G 5

[C‘)\ Scrub
Vol1
c” Balance

RAID Group #1 G

@f@l@/ [# Export
K Destroy

G Volume Schedule e e e
.Q. Settings Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Scrub button in the pop-up menu.
A confirmation window opens.

6. Choose the Yes button to confirm.
The scrubbing process starts.
The start and completion of the volume scrub are recorded in the system log (see System Logs on page
219).
If you set up email notifications for your system, you receive an email message when the process
finishes. For more information about alert notifications, see System Logs on page 219.

Defragment a Volume

Over time, deletion, creation, and modification of files can fragment your data. Defragmenting a volume
improves disk performance and reduces data fragmentation.

k=To defragment a volume:

1. Log in to your ReadyNAS.
2. Select System >Volumes.

3. Select a volume.

Volume Configuration
46



4. Click the gear icon.

= L e L

Settings

-

Vol1
c;: Balance

RAID Group #1

@E@ [A Export
K Destroy

0 Volume Schedule

O Settings

0 TB

VErview Volumes ormanc

® n Data- W 644 93 MB
S — P
[E¥ Defrag #
ﬁ Scrub 5
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21

Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Defrag button in the pop-up menu.

A confirmation window opens.

Choose the Yes button to confirm.
The defragmentation process starts.

The start and completion of the volume defragmentation are recorded in the system log (see System

Logs on page 219).

If you set up email notifications for your system, you receive an email message when the process
finishes. For more information about alert notifications, see Configure System Alerts on page 163.

Balance a Volume

You can consolidate partially filled chunks of volumes and assign previously used chunks for reuse by
balancing a volume. A balanced volume uses space more efficiently and speeds the allocation of new chunks

during writes.

k= To balance a volume:

1. Loginto the ReadyNAS.

2. Select System >Volumes.

3. Select the volume.

4. Click the volume gear

icon.

R e T

Vali
cj Balance

RAID Group #1

@@@ [# Export
x Destroy

-0- Volume Schedule

0 Settings

@ Q Data: W 644.93 MB
S
[E¥ Defrag )
B, scrub 5

0 TB

5. Click the Balance button.

Eiiii

Il RAID (RAID 5) [l Spare [l Highest Tier
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A window opens.

6. Click the Yes button in the pop-up window.

The volume information updates to show the status of the balance operation, and the ReadyNAS system
issues an alert and a log entry when the balance operation starts and when the operation completes.

Trim aVolume

You can discard all unused blocks in a filesystem. This can improve the performance of SSD drives.

To trim a volume:
1. Log into the ReadyNAS system.

2. Select System >Volumes.
3. Select the volume.
4

Click the volume gear icon.
Note that the SSD Trim menu item is gray if the volume is not currently eligible to execute SSD trim.

TR T T R
@ o
Overview Performance Settings

Volumes
® a Data: W 644.93 MB
P — P 1
¥ Defrag \0TB
5

T Scrub
Vol1 g

> Balance

RAID Group #1 ~

E’l{ E']J @/ [# Export
7x Destroy L]

0 Volume Schedule
0 Sertings Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the SSD Trim button.
A window opens.

6. Click the Start button in the pop-up window.

The volume information updates to show the status of the operation, and the ReadyNAS system issues
an alert and a log entry when the operation starts and when the operation completes.

Export aVolume

You can move a volume with its disks to another ReadyNAS device while the devices are running, but you
must first export the volume. Other volumes on the ReadyNAS continue operating normally.

To export a volume:
1. Log into the ReadyNAS.
2. Select System >Volumes.

3. Select the volume.
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4. Click the volume gear icon.

= L e L
Log:

Qverview Volumes ormanc Settings

® n Data- W 644 93 MB
S — P
(E¥ Defrag 0 T8
ﬁ Scrub 5

Vol1

o~ Balance

RAID Group #1 v

E’l’@@’ [A Export
K Destroy

0 Volume Schedule

O Settings

Il RAID (RAID 5) [l Spare [l Highest Tier

5. Click the Export button.
The Export Volume window opens.

6. Type the word EXPORT in the text box in the Export Volume window.

7. Click the Export button.
The volume is unmounted from the ReadyNAS and prepared to be added to another ReadyNAS system.

Service to all shares is temporarily interrupted.

Note The ReadyNAS to which you move the volume must not include an existing volume
with the same name as the volume that you plan to move.

Schedule Volume Maintenance

You can schedule routine maintenance operations (scrub, defrag, balance, and disk test) on a volume.

k= To create a schedule of routine volume maintenance:
1. Loginto the ReadyNAS.

2. Select System >Volumes.
3. Select the volume.
4

Click the volume gear icon.

R R T

Volumes ormanc Settings

e
21

Cu-c

Data: B 644 93 MB

e e
F— v
(&% Defrag 0 T8

ﬁ Scrub 5

VoIl
cj: Balance

RAID Group #1 v

BEE > oo

x Destroy
0- Volume Schedule

O Settings

Il RAID (RAID 5) [l Spare [l Highest Tier
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5. Click the Volume Schedule button.

6. Click the Add button.
The Add Schedule window opens.

7. Select the maintenance operation from the Action menu (Scrub, Defrag, Balance, Disk Test).

8. Select from the Pattern menu (Daily, Weekly, Monthly, Yearly).

The Add Schedule window adjusts to show hours of the day, days of the week, dates of the month, or
months of the year.

9. Select the hours, days, dates, or months.
10. Select the start time.

11. Click the Add button.
The Add Schedule window closes. The Volume Schedule window updates to show the new schedule.
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Shared Folders 3

This chapter describes how to create, manage, and access shared folders on the ReadyNAS. It includes the
following sections:

* Basic Shared Folder Concepts

* Manage Shared Folders

» Shared Folder Access Rights

* Access Shared Folders From a Network-Attached Device

Note Without a volume, you cannot configure any shared folders. For information about how to
create volumes, see Create and Encrypt a Volume on page 31.
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Basic Shared Folder Concepts

The volumes on your ReadyNAS can be divided into shared folders and logical unit numbers (LUNS), both
of which are logical entities on one or more disks. Shared folders and LUNs enable you to organize data in
a volume by type, group, user, department, and so on. A single volume can contain multiple shared folders
and LUNSs.

Shared folders are NAS data sets that allow data transfer and storage over a network. You can create a
maximum of 1,024 shared folders on the ReadyNAS. The local admin page displays shared folders in the
following way:

Figure 5. Shared folder with file-sharing protocols enabled

b |
Figure 6. Shared folder with file-sharing protocols disabled

Shared folders are configured independently of one another, even though multiple shared folders can reside
on the same volume. You can configure properties of a shared folder, including compression, protection,
file-sharing protocols, and access rights. You can also specify whether and how often a snapshot is created.
These properties are explained in this chapter.

Data Organization

Shared folders are the way that you group your data. You might want to group your data by type, for example:

e Documents

e Music
e Pictures
* Videos

Organizations might choose to group data by department:

e Accounting
e Sales

e Personnel

You can combine these schemes or come up with your own scheme.

Shared Folder Defaults

If you used ReadyCLOUD or the local setup wizard to configure your desktop ReadyNAS storage system,
the following shared folders are created for you:
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e Documents

e Music
*  Pictures
* Videos

These folders are not automatically created on rack-mount ReadyNAS storage systems.

If you want, you can delete or rename these shared folders. You can create other shared folders to organize
your data.

File and Folder Names

A shared folder can contain subfolders to help you organize your data files. If all characters in the file or
folder name are alphanumeric, the maximum length of the name is 255 characters. If you use other kinds
of characters, the maximum length might be reduced. For example, if a file or folder name uses Kaniji or
Hanzi characters, the maximum length of the name might be 83 characters.

File-Sharing Protocols and File Services

You can access shared folders over a LAN or WAN network. Network access to data stored on your
ReadyNAS system is managed by file-sharing protocols, which handle the transfer of data. You can access
a shared folder on your ReadyNAS system from other network-attached devices (for example, a laptop or
a tablet) if you enable the file-sharing protocol that the network-attached device uses to access the ReadyNAS
system. You can enable multiple protocols for an individual shared folder, allowing users to access the
shared folder through various methods. In addition to file-sharing services, your ReadyNAS system supports
a number of file services. The file-sharing protocols and file services UPnP, SNMP, SSH and antivirus, apply
to the ReadyNAS system as a whole, not to indvidual folders.

For information about how to configure and enable file-sharing protocols for shared folders, see Set Network
Access Rights to Shared Folders on page 62. For information about how to configure UPnP, SNMP, SSH,
and antivirus, see Configure Global Settings for System Services on page 181.

The following table lists the file-sharing protocols that your ReadyNAS storage system supports.

Table 4. Supported file-sharing protocols

Protocol Description Recommendation

SMB (Server Message | Used mainly by Microsoft Windows computers |If Windows users access your storage
Block) and sometimes by Mac OS X computers, this |system, enable this protocol.

protocol is enabled by default. It is sometimes
referred to as the CIFS (Common Internet File
Service) file-sharing protocol. SMB uses TCP/IP.

AFP (Apple File Mac OS X computers can use AFP, but Apple |This protocol is enabled by default. However,
Protocol) now recommends SMB. Your ReadyNAS system | Apple fully supports SMB for Mac OS X, and
supports AFP 3.3. in a mixed Windows and Mac environment,
We recommend using SMB only.
NFS (Network File Linux, Windows, and Unix computers use NFS. | If Linux or Unix users access your storage
Service) Mac OS X users can access NFS shared folders | system, enable this protocol.

through console shell access. Your ReadyNAS
system supports NFS v3 over UDP and TCP
and NFS v4 over TCP.
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Table 4. Supported file-sharing protocols (Continued)

Protocol

Description

Recommendation

FTP (File Transfer
Protocol) and FTPS
(FTP with SSL

Many public file upload and download sites use
FTP. The ReadyNAS supports anonymous or
user access for FTP clients. You can elect to set

If users access your storage system using
FTP, enable this protocol.

delta-transfer algorithm to send only the
differences between the source file and the
existing file.

encryption) up port forwarding to nonstandard ports for
passive FTP, allowing clients to initiate a
connection to the ReadyNAS.
iTunes Used by iTunes servers. If users store iTunes media on your storage
system, enable this protocol.
ReadyDLNA Used by DLNA (Digital Living Network Alliance) | If users store media served by the
servers. ReadyDLNA server, enable this protocol.
Rsync Fast file transfer protocol that uses a If users access your storage system from a

device that supports Rsync, enable this
protocol.

UPNP (Universal Plug
and Play)

Protocol for automatically controlling router ports
to enable network devices to discover other
devices.

If users attach UPnP devices to your network,
enable this protocol.

Ne UPnP is used with
ReadyCLOUD. If you use
ReadyCLOUD, leave UPnP
enabled.

HTTP (Hypertext
Transfer Protocol) and
HTTPS (HTTP with
SSL encryption)

Used on the World Wide Web.

If users access your storage system from a
device with a web browser, including a
smartphone or tablet computer, enable this
protocol.

SNMP

An Internet-standard protocol for device
management.

If you use SNMP to manage the network,
enable this protocol.

SSH (Secure Shell)

Protocol for secure data communication.

If users connect to systems using SSH,
enable this protocol.

Antivirus

Adds antivirus scanning to new files written using
the SMB protocol.

If users access files using the SMB protocol,
and you want automatic antivirus scanning
of those files, enable this protocol.

Quotas on Shared Folders

You can set and change quotas on shared folders. Without a quota, a shared folder can use all of the space
on the volume it resides on. You cannot set quotas on home folders. Quotas are a property of the folder
and can be set when the folder is created, or added or changed like any folder property.

Bit Rot Protection

Bit rot is a term sometimes used to describe the gradual changes in disks causing a slow loss of reliability.
ReadyNAS OS can use the checksum functions to check for bit rot and the redundancy in RAID-protected
disks to rewrite corrected data.

Shared Folders
54




ReadyNAS OS 6.9.3

RAID levels other than RAID 0 provide data redundancy used to detect, and in some cases correct, disk
read errors. Sometimes a read error is a one-time error, but other times, the data on the disk is no longer
reliable because of changes to the disk with age (disk bit rot). With bit rot protection turned on, when an
error is detected, the data is rewritten, which restores the reliability of the data, in effect restarting the clock
on the bit rot.

Bit rot protection is available for any folder stored on your ReadyNAS system. On higher-end models it is
on by default. Bit rot protection can slow the performance of a system and increase fragmentation, and so
is not on by default on lower-end models.

Home Folders

Starting in OS version 6.2, every account on a ReadyNAS owns a private folder. The content of your home
folder is not visible to the other accounts on the ReadyNAS (except the admin account). You can share the
ReadyNAS with other people while keeping content private.

You use it like any other folder on the ReadyNAS system. If you use a private Time Machine to back up a
Mac, that Time Machine is stored in your home directory. Snapshots, if used, of content within the home

folder are also within the home folder, with the same protection. Your home folder is created the first time
you log into the ReadyNAS system.

If a user account is deleted, the home folder for that account, and all of the content within it, is deleted.

You can view your folder by clicking Shares > Shares > Home Folders or Shares > Browse > home.

Manage Shared Folders

From the local admin page, you can create, modify, delete, and browse shared folders on your ReadyNAS.

Create a Shared Folder

After you create a volume (see Create and Encrypt a Volume on page 31), you can create shared folders
on that volume.

k=To create a shared folder:

1. Log in to the local admin page.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Click the New Shares button to the right of the volume to which you want to add a shared folder.
A window opens displaying the new share options.

4. Configure the settings as explained in the following table:

Item Description

Name A unique name to identify the shared folder. Do not include spaces in the name.

Description |An optional description to help identify the shared folder.

Bit Rot Select the Bit Rot Protection (Copy-on-write) check box to enable bit rot protection. For information,
Protection |see Bit Rot Protection on page 54.
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(Continued)

Item Description

Compression | Select the Compression check box to enable data compression. Compression saves storage space
and increases the speed of data transfers, but the compression and decompression processes
require additional resources. By default, the Compression check box is cleared.

Note that compression is available only when bit rot protection is enabled.

Auto-Defrag | Select the Auto-Defrag check box to enable automatic defragmentation. When auto-defrag is on,
after writing to a file, ReadyNAS OS consolidates and rewrites portions of the file to reduce
fragmentation.This reduces or eliminates the need to periodically defragment the entire volume, but
because it occurs after every write, it can impact performance if a file is written to very frequently.
Examples of applications that make many writes to the same file are databases, virtual machine
images, and iSCSI LUNSs. If the share or LUN is used for these and similar applications, auto-defrag
might not be a good solution.

Snapshot | The interval specifies how often a snapshot is taken. Make a selection from the menu:
Schedule

*  Never. No shapshot is taken.
e Hourly. A snapshot is taken every hour on the hour.
»  Daily. A snapshot is taken every day at midnight.

*  Weekly. A snapshot is taken every week on Friday at midnight.

For information about snapshots, see Snapshots on page 109.

Protocol Select the check box next to each file-sharing protocol that you want to enable on the shared folder.
For information about these protocols, see File-Sharing Protocols on page 53.

Size Select the Size check box to enable quotas. Enter the quota and make a selection from the menu
(MB for megabytes, GB gigabytes, or TB for terrabytes).
For information about quotas, see Quotas on Shared Folders on page 54.

5. Click the Create button.
The ReadyNAS confirms the creation of a shared folder with the message “Folder or LUN successfully
created.”

View and Change the Properties of a Shared Folder

k=To view and change the properties of a shared folder:

1. Log in to the local admin page.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the gear icon in the pop-up menu.

6. Change the settings as explained in the following table.

Item Description
Properties
Name A unique name to identify the shared folder. Do not include spaces in the name. All characters

must be alphanumeric.

Description An optional description to help identify the shared folder.

Bit Rot Protection Select the Bit Rot Protection (Copy-on-write) check box to enable bit rot protection. For
information, see Bit Rot Protection on page 54.

Compression Select the Compression check box to enable data compression. Compression is only
available if bit rot protection is enabled. Compression saves storage space and increases
the speed of data transfers, but the compression and decompression processes require
additional resources.

Network Access

For information about how to provide folder access to users and groups, see Set Network Access Rights to Shared
Folders on page 62.

Snapshots

For information about how to configure snapshots, see View and Change Share Snapshot Properties on page
111.

File Access

For information about how to configure access rights for files and folders, see Set Up Access Rights to Files and
Folders on page 75.

7. Click the Apply button.

8. Click the OK button.
Your settings are saved and the pop-up menu closes.
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Delete a Shared Folder

WARNING:
Deleting a shared folder permanently removes the data within that shared

folder, including its snapshots.

b=To delete a shared folder from a volume:

1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder.

4. Click the gear icon for the folder.
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5. Click the Delete button in the pop-up menu.
6. In the pop-up window, confirm the deletion by typing DESTROY.

7. Click the Destroy button.
The shared folder is deleted.

Browse a Shared Folder

You can browse the contents of a shared folder or external storage device from the local admin page.
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b=To browse data on your ReadyNAS:

1. Log into the ReadyNAS.

2. Select Shares > Browse.

NETGEAR Readynas™ | L™

Admin Page Welcome admin (@) Q) -
-~
-
Pafresh
- Jupiter €& =¥\ Jupiter \ Vol1 \ UID-Mapping-test = B &
B rome
(Y]

3. Select the shared folder or subfolder that you want to browse.
The contents of the folder display.

Tip Use the forward and back (+ ) arrows to browse through folders. You can view files and
folders as a list with details, as small icons, or as large icons. To change views, click one
of the view icons (=) at the right side of the page.

Set or Change Bit Rot Protection

Bit rot protection can protect your data from the gradual loss of reliability of disks as they age. It can impact
performance, so you can turn it on and off for individual folders. Bit rot protection is also called copy-on-write.

k= To set or change bit rot settings:
1. Loginto your ReadyNAS system.

2. Select Shares > Browse.
3. Right-click the folder.

Jupiter €= =) \ Jupiter

! AmazonCloudDrive
F r
E Documents
! ELC IIT. Browse
AmazonCloudDri... Docu ,) Recover E

."E home

': Fﬂ? Snapshot
B JBOND-T440P-Documents — £ Settings

- l :
! JBOND-T440P-Documents- K Delete

- —
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4. In the pop-up menu, click the Settings button.

<%OCUFHEIT‘ZS

File Access

Name: Documents

Description: | Document folder

Bit Rot Protection (Copy-on-write)

Size: Quota ‘

Cancel Apply

5. Examine the Bit Rot Protection check box.
A check indicates that bit rot protection is on.

6. If you want to change the setting, select or clear the check box.

Shared Folder Access Rights

Access rights apply to individual shared folders. For each shared folder, you control the file-sharing protocols
that can be used to access the shared folder and the access rights granted to each user, group, and host.
For example, you might want to grant a user read/write permission on one shared folder, read-only permission
on another shared folder, and no access rights at all on a third shared folder. By default, all users and groups
have read/write access.

The following table lists access right options.

Table 5. Access right options

Access Right

Description

Read-only The user with this permission can read files on this shared folder, but cannot
edit or create files on this shared folder.
Read/write A user with this permission can read, edit, and create files on this shared folder.

Read-only for everyone with exceptions

Access to this shared folder is read-only for all users except for one or more
users who are granted read/write permission.
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Table 5. Access right options (Continued)

Access Right

Description

Read/write for everyone with
exceptions

Access to this shared folder is read/write for all users except for one or more
users who are granted read-only permission.

Disabled with exceptions

Access to this shared folder is disabled for all users except for one or more
users who are granted either read-only or read/write permission.

User and Group Authentication

The way that users and groups are authenticated depends on the user and group management mode that
you selected (see User and Group Management Modes on page 123):

e Local user database. If you use the local database, create group and user accounts before you set up
shared folder access rights. For more information about creating and managing groups and user accounts,
see Chapter 6, Users and Groups on page 121.

e Active Directory. If you use an external Active Directory, the user and group information is downloaded
to the ReadyNAS. User and group access rights are listed when you click the Access tab in the shared

folder settings window.

Set Network Access Rights to Shared Folders for Common

Protocols

In addition to a way to set access rights for all protocols including advanced settings, the admin page provides
a simplified way to set rights for the most commonly used networking protocols and settings.

The mostly commonly used networking protocols are SMB, AFP, FTP, and HTTP. Use this procedure as a
simplified way to setting access rights for these protocols.

To set the network access rights for a shared folder:

1. Log into the admin page.

2. Select Shares > Shares.

A list of shared folders and LUNs on each volume displays.

3. Hover over the shared folder that you want to configure.
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4. Click the plus icon for the folder.

Permissions

::. Anonymous SMB, AFP Read/Write

‘..‘. Everyone SMB, AFP Read/Write v X
o £

& JamesKBond SME, AFP

admin SMB, AFP

5. Adjust the settings as needed.

e To adjust existing permissions for a user or group, use the Access menu for that user and select
the new access level. You can click on the arrow icon by a user or group name to expand the list,
if there are multiple protocols set for the user or group.

e To remove permissions for a user or group, click the X icon for that user or group.

e To add additional permissions, use the menus at the bottom of the window to specify the user, the
protocol, and the access level, and click the Append button.

6. Click the Close button.
Your changes are saved and the window closes.

Set Network Access Rights to Shared Folders

To set the network access rights to an individual shared folder, you configure the network access settings
for each file-sharing protocol used to access the shared folder on your storage system.

b=To set the network access rights for a shared folder:

1. Loginto your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.

6. Click the Network Access tab.

Documents

HFs aFp FTF RSYNC HTTR LA Tunes
on
SECURITY all - Q 2
HOSTS nanie EAGONY  SEADWATS
DFS S Everyane v
ADVANCED 3. users
2. admin

o Mllow anonymeus access

oK Cancel apaly

7. Click one of the file-sharing protocol buttons.
The page adjusts to display the access properties for the selected protocol.

8. Configure the network access settings for the selected protocol.
For more information, see the following sections (not all sections apply to all protocols):

e Configure User and Group Settings on page 64.
e Configure Host Settings on page 66.
*  Configure Rsync Credentials on page 68.

» Manage Access to Remote Shared Folders on page 69.

* Hide a Shared Folder on page 71.

9. Set the On-Off slider for the selected protocol:
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* To enable the protocol for the selected folder, set the On-Off slider so that the slider shows the On
position.
The indicator on the protocol button turns green.

Note When you enable a file-sharing protocol for an individual shared folder, the protocol
is also enabled globally. For more information about global settings, see Configure
Global Settings for File-Sharing Protocols on page 181.

* To save the configured access settings but prevent them from taking effect, set the On-Off slider
so that the slider shows the Off position.
The indicator on the protocol button turns gray.

Note When you disable a file-sharing protocol for an individual shared folder, the protocol
remains enabled globally so that you can still access other folders that might be
using the protocol. For more information about global settings, see Configure
Global Settings for File-Sharing Protocols on page 181.

10. Click the Apply button.

11. Click the OK button.
Your changes are saved and the pop-up window closes.

Configure User and Group Settings

For SMB, AFP, FTP, and HTTP, you can configure access rights to an individual shared folder for users
and groups. User and group settings do not apply to NFS and Rsync.

Note You cannot configure access rights for the ReadyNAS admin (& ) or for Cloud users

]
(“*). For more information about Cloud users, see Use Cloud Services on page 136.

k=To configure user and group network access settings:

1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.

6. Click the Network Access tab.

Documents
Properties File Accmss
SMB l HFs AFP FTP RSYNC HTTE DLNA Tunes
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7. Select one of the file-sharing protocol buttons.
The page adjusts to display the access properties for the selected protocol.

8. Click the Security tab on the left side of the pop-up window.

9. From the menu, select the information that you want to view:

* All. The default group Everyone and all groups that you configured on the local database or that
were downloaded from the Active Directory server are displayed. This is the default setting.

» Users. Only the individual users that you configured on the local database or that were downloaded
from the Active Directory server are displayed.

* Groups. Only the groups that you configured on the local database or that were downloaded from
the Active Directory server are displayed.
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For information about using the local database or an Active Directory, see User and Group Management
Modes on page 123.

Tip To search for a particular user or group, use the search field next to the Search icon (=).
To update the user and group information, click the Refresh icon (% ).

10. For each individual user (&) and group (£*) that you want to allow to access the shared folder, select
one of the following check boxes:

* Read Only. The selected user or group is permitted only to read files on the shared folder.

* Read/Write. The selected user or group is permitted to read, edit, create, and delete files on the
shared folder.

Note If the ReadyNAS uses the local database, you can select the default group Everyone
to grant all users and groups read-only or read/write access.

11. (Optional for SMB and AFP) Allow anonymous access to the shared folder.
If the ReadyNAS uses the local database and you grant the default group Everyone access, you can
select the Allow anonymous access check box to allow anonymous access to the shared folder. In
this situation, users are not required to provide their account credentials when accessing the shared
folder.

12. (Optional for AFP) Configure the ReadyNAS system to override the Mac OS X settings.

a. Click the Advanced tab.
The page adjusts to show the AFP advanced settings.

b. Selectthe Automatic Permissions check box and set the permissions for folder and file creation
rights for

13. Click the Apply button.

14. Click OK button.
Your settings are saved and the pop-up window closes.

Configure Host Settings

For SMB, NFS, FTP, Rsync, and HTTP, you can configure access rights for users on hosts. Host settings
do not apply to AFP. The access rights that you configure for one host apply to all users on the host. For
NFS, you can also configure the access rights that apply to any host, and, for individual hosts, you can
configure whether root access is granted.

k=To add a host and configure host access settings:

1. Loginto your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.

6. Click the Network Access tab.
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T PR
B o e e RSYNC | TR OLbA | iTunes

SECURITY All > q c
HOSTS s EADOKLY  SEAD/WRTE
DFS S Everyane v
ADVANCED B isers

2. sdmin
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7. Click one of the file-sharing protocol buttons.
The page adjusts to display the access properties for the selected protocol.

8. Click the Hosts tab on the left side of the pop-up window.

Note If the host access list is empty, any host is allowed to access the shared folder. If you
add at least one host to the list, access to the shared folder is restricted to hosts on
the list only.

9. Click the + button.
The Add Host pop-up window opens.

10. Enter the host IP address in the IP address field.
11. Click the Add button.
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The host is added to the host access list.

Note For SMB, the access rights for each host depend on the access rights of the user.

(Optional for Rsync) Select the default access rights for users on the listed hosts:

e Read Only. The users on the listed hosts are permitted only to read files on the shared folder.

e Read/Write. The users on the listed hosts are permitted to read, edit, create, and delete files on
the shared folder.

(Optional for NFS and FTP) For each host on the host access list, select one of the following check
boxes:

* Read Only. The users on the selected host are permitted only to read files on the shared folder.

* Read/Write. The users on the selected host are permitted to read, edit, create, and delete files on
the shared folder.

Note For NFS only, you can set access rights for AnyHost, which is a default entry in the
host access list. You cannot grant root access to AnyHost.

(Optional for HTTP) For each host on the host access list, grant or deny access rights.

(Optional for NFS) For each host for which you want to grant the users root access, select the Root
Access check box.

Click the Apply button.
Your settings are saved.

Click the OK button.
Your settings are saved and the pop-up window closes.

Configure Rsync Credentials

You can grant Rsync access to a ReadyNAS system in two ways: Rsync over SSH, or through the use of
user credentials, an account and password. You can require users to enter Rsync credentials when accessing
your storage system using Rsync.

1.
2.

Note Although the use of Rsync over SSH can be useful, particularly for remote backups,
enabling SSH on your ReadyNAS system increases your security concerns. If you
enable SSH root access, NETGEAR might deny you technical support. For information
about using Rsync and SSH for remote backups, see Create a Backup Job on page
236 and Configure Advanced Rsync Job Settings on page 247.

b=To require credentials for Rsync sessions:

Log in to the ReadyNAS.

Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.
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3. Select the shared folder that you want to configure.

4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.

6. In the folder settings pop-up window, click the Network Access tab.

7. Click the RSYNC file-sharing protocol button.
The page adjusts.

8. Click the Security tab on the left side of the pop-up window.
9. Select the Enable Password Protection check box.

10. Click the + button and create at least one Rsync user account and password.

Note Rsync credentials are completely separate from your ReadyNAS storage system’s
user accounts.

11. Click the Apply button.

12. Click the OK button.
Your settings are saved and the pop-up window closes.

Manage Access to Remote Shared Folders

The SMB protocol allows you to access remote shared folders on other network-attached devices and treat
them as if they resided locally on your ReadyNAS system.

k=To enable access to a remote shared folder:

1. Log into the ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.

6. Click the Network Access tab.
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7. Click the SMB file-sharing protocol button.
The window adjusts.
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8. Select the DFS tab button on the left side of the pop-up window.
9. Select the Enable DFS Root check box.

10. Click the + button above the list of remote shared folders.
The New External Folder page opens.

11. Enter the following information:

QO

ReadyNAS Community Admin Password Language »
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* Name. The name of the remote shared folder, as you want it to appear on your ReadyNAS.

 Address. The IP address of the network-attached device where the remote shared folder resides.

 Remote Folder. The name of the remote shared folder, as it appears on the network-attached

device.
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12. Click the Add button.
The new remote shared folder appears on the list.

13. Click the Apply button.

14. Click the OK button.
Your settings are saved and the pop-up window closes.

15. Make sure that the remote shared folder on the network-attached device is configured for file sharing.
You can now access the remote shared folder from your ReadyNAS system using the SMB protocol.
For information about how to access your system using the SMB protocol, see Use a Windows Device
on page 79 or Use a Mac OS X Device on page 80.

Hide a Shared Folder

This feature is available for SMB only. Hiding a folder prevents users from discovering the folder unless they
explicitly specify the folder name in the browse path.

k=To configure advanced settings for SMB:

1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

Select the shared folder that you want to configure.

4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.
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6. Click the Network Access tab.

Docurments

SECLRITY All - 1O}

R ¢

7. Click the SMB file-sharing protocol button.
The page adjusts.

8. Click the Advanced tab on the left side of the pop-up window.
9. Select the Hide this folder check box.
10. Click the Apply button.

11. Click the OK button.
Your settings are saved and the pop-up window closes.

Enable WebDAV

This feature is available only for HTTP and HTTPS. WebDAV is an extension of the HTTP and HTTPS
protocols that facilitates document management and editing. Features of WebDAV include maintenance of
document properties such as author, creation date, and modification date, and it provides overwrite protection.
Access is to a shared folder and the contained files.

After you enable WebDAV access, you can access the files in the shared folder over the Internet from a
computer or mobile device in a manner similar to accessing the files over a LAN or through a VPN. The
specifics depend on the device and application using WebDAV.

k=To enable WebDAV on an individual shared folder:

1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder that you want to configure.
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4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.

6. Click the Network Access tab.
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7. Click the HTTP file-sharing protocol button.

e
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Note Enabling HTTP at the share level also enables HTTPS access.

The page adjusts.

8. Click the Off button, if HTTP is off.
The button changes to On.

9. Click the WEBDAV tab on the left side of the pop-up window.
The window adjusts.

10. Select the Enable WebDAV check box.
11. Click the Apply button.
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Your change is saved and the window returns to the Security window.

12. Click the OK button.
Your settings are saved and the pop-up window closes.

Squash, Map, Host IDs to ReadyNAS IDs

Sometimes it is useful to map user IDs or group IDs on a host connected over NFS to your ReadyNAS
system to specific ReadyNAS OS user IDs and group IDs. For example, if the ReadyNAS is used to store
VMs for a host, you might want to map (squash) all of the host UIDs and GIDs to a specific ReadyNAS UID
and GID.

When a host system is running virtualization software, it is common to configure host UIDs and GIDs to the
UID and GID for the anonymous user. Because there is no default anonymous user on a ReadyNAS, when
you map UIDs and GIDs, you must also define the UID and GID for anonymous.

k= To map IDs to the anonymous IDs and define the anonymous IDs:

1. Loginto your ReadyNAS.
A list of shared folders and LUNs on each volume displays.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.
Select the shared folder that you want to configure.

4. Click the gear icon for the folder.
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5. Click the Settings button in the pop-up menu.
The shared folder settings display in a pop-up window.
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6. Click the Network Access tab.

Documents

admin

7. Click the NFS file sharing button.
The page adjust to display the NFS access properties.

8. Click the Advanced button.

Performance
Enahle async

ADVANCED
User id mapping

UID/GID squashing: = Root squash w
Anonymous UID:

Anonymous GID:

9. From the UID/GID squashing menu, one of the following: No root squash, Root squash, All squash.

No root squash sets the ReadyNAS to not remap UIDs or GIDs. Root squash sets the host root UID
and GID to anonymous, but otherwise does not remap. All squash maps all host UIDs and GIDs to the

anonymous UID and GUID.

10. Enter the UID value you choose for the anonymous UID and the GID you choose for the anonymous

GID.

11. Click the OK button.
The window closes and squashing starts immediately.

Set Up Access Rights to Files and Folders

For each individual shared folder, you can configure the default access rights to files and folders.

Change Default Access Rights to Files and Folders

By default, owners, groups, and anyone else with access to the shared folder is granted read/write access

to all files and folders on the shared folder.
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k=To change the default access rights to files and folders on an individual shared folder:

1. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.
2. Select the shared folder.

3. Click the gear icon for the folder.
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4. In the pop-up menu, click the Settings button.
The shared folder settings pop-up window opens.

5. Click the File Access tab in the window.
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6. Configure the file and folder access rights as explained in the following table:

Item Setting

Folder Owner You can assign a single user or the administrator as the folder owner. By default, the folder
owner is set to guest.

Folder Group You can assign a single group, a single user, or the administrator as the folder group. By
default, the folder group is set to guest.
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Iltem

Setting

Folder Owner Rights

Permissions granted to the folder owner. Select one of the check boxes:

* No box selected. The folder owner is not granted access rights to the folder.
* Read Only. The folder owner ia granted read-only access to the folder.

» Read/Write. The folder owner is granted read/write access to the folder. This is the
default setting.

Folder Group Rights

Permissions granted to members of the same group as the owner’s primary group. Select
one of the check boxes:

*  No box selected. Members of the group are not granted access to folders that are
owned by a member of the group.

» Read Only. Members of the group are granted read-only access to folders that are
owned by a member of the group.

* Read/Write. Members of the group are granted read/write access to folders that are
owned by a member of the group. This is the default setting.

Folder Everyone
Rights

Permissions granted to users who are not the folder owner and not members of the folder
group. Select one of the check boxes:

* No box selected. No one outside the folder group is granted access rights to the
folder.

» Read Only. Anyone outside folder group is granted read-only access to the folder.

»  Read/Write. Anyone outside the folder group is granted read/write access to the
folder. This is the default setting.

b=To restore the default file and folder access rights on an individual shared folder:

1. Log into the ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the shared folder.
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4. Click the gear icon for the folder.
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5. In the pop-up menu, click the Settings button.
The shared folder settings pop-up window opens.

6. Click the File Access tab in the window.
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7. Click the Reset tab.

8. Click the Reset permissions button.
The default access rights are restored. Owners, groups, and anyone else with access to the shared
folder gains read/write access to all files and folders on the shared folder.

Access Shared Folders From a Network-Attached Device

You can remotely access shared folders and snapshots on your storage system using other network-attached
devices, such as a laptop or tablet. The network-attached device must support one of the enabled file-sharing
protocols. How a shared folder is accessed depends on the OS of the network-attached device, the file-sharing
protocols that you enabled for shared folder access, and the access rights that you granted (see Shared
Folder Access Rights on page 60).
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Note For snapshots to be accessible to users from their network-attached devices, you
must select the Allow snapshot access check box on the shared folder settings
window. For more information, see View and Change the Properties of a Shared
Folder on page 56.

Use aWeb Browser

You can use a web browser to access files that are stored on your ReadyNAS system.

Note If you are accessing your files from a network that is outside your LAN, you must
configure port forwarding on your router. For more information, see your router user
manual.

k=To access a shared folder using a web browser:
1. Ensure that the HTTP file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page 62.
2. Launch a web browser.

3. Navigate to the ReadyNAS system and shared folder you want to access using the following syntax:
http://<hostname>/<shared folder>
where:

» <hostname> is the name that you assigned to your ReadyNAS system or the default host name if
you did not change it.

» <shared folder> is the name of the shared folder that you want to access.

Note If you cannot access the ReadyNAS using its host name, try entering
http://<ReadyNAS IP address> in the Windows Explorer address bar instead.
<ReadyNAS IP address> is the IP address of the ReadyNAS.

* (Optional) For a secure encrypted connection, replace http with https.

You are prompted to log in to your ReadyNAS system.

4. Enter a user ID and password.
You can log in with administrator or user credentials. If you log in as a user, your access is limited by
the settings configured by the ReadyNAS system administrator.
Your shared folders are displayed on a web page.

Use aWindows Device

You can access shared folders on your ReadyNAS system using a network-attached Windows-based device.
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b=To access a shared folder using a network-attached Windows device:

1.

Ensure that the SMB file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page 62.

Enter \\<hostname> in the File Explorer address bar.
<hostname> is the name that you assigned to your ReadyNAS system or the default host name if you

did not change it.

Note If you cannot access the ReadyNAS using its host name, try entering \\<ReadyNAS
IP address> in the File Explorer address bar instead. <ReadyNAS IP address> is the
IP address of the ReadyNAS.

You are prompted to log in to your ReadyNAS system.

Enter a user ID and password.

You can log in with administrator or user credentials. If you log in as a user, your access is limited by
the settings configured by the ReadyNAS system administrator.

Windows Explorer displays the contents of all available shared folders on your ReadyNAS system.

Use a Mac OS X Device

You can access shared folders on your ReadyNAS system using a network-attached OS X device.

k=To access a shared folder using a network-attached OS X device:

1.

Ensure that the AFP or SMB file-sharing protocol is enabled on your ReadyNAS system.

Note SMB is recommended for mixed-platform environments.

For more information, see Set Network Access Rights to Shared Folders on page 62.

In Finder, select Go > Connect to Server.
The Connect to Server dialog box displays.

Connect to your ReadyNAS system as follows:

» If you are using the AFP file-sharing protocol, enter the following command in the Server Address
field:
afp://<hostname>

» If you are using the SMB file-sharing protocol, enter the following command in the Server Address
field:
smb://<hostname>
In both cases, <hostname> is the name that you assigned to your ReadyNAS system or the default

host name if you did not change it.

Note If you cannot access the ReadyNAS using its host name, try entering afp://<ReadyNAS
IP address> or smb://<ReadyNAS IP address> instead. <ReadyNAS IP address> is
the IP address of the ReadyNAS.

4. Click the Connect button.
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You are prompted to log in to your ReadyNAS system.

Enter a user ID and password.

You can log in with administrator or user credentials. If you log in as a user, your access is limited by
the settings configured by the ReadyNAS system administrator.

You are prompted to select a volume. Mac OS X calls your ReadyNAS shared folders volumes.

Select the volume or volumes (shared folder or folders) you want to access and click the OK button.
Finder displays the volume contents.

Use a Linux or Unix Device

You can access shared folders on your ReadyNAS system using a network-attached Linux or Unix device.

Note Your ReadyNAS system does not support NIS because it is unable to correlate NIS
information with SMB user accounts. In mixed environments where you want SMB
and NFS integration, manually specify the user ID and group ID of the user and group
accounts to match your NIS or other Linux or Unix server setting.

k=To access an SMB shared folder using a network-attached Linux or Unix device:

1.

Ensure that the SMB file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page 62.

Using a terminal program, enter the following command:
mount [-t smb -0 username=<user name>,password=<password>] //<ReadyNAS IP address>/
<shared folder name> <mount point>

e <user name> and <password> match the user name and password on the ReadyNAS system.
* <ReadyNAS IP address> is the IP address of the ReadyNAS.
» <shared folder name> is the name of the shared folder that you want to access.

*  <mount point> is the name of an empty folder on the Linux or Unix device.

k=To access an NFS shared folder using a network-attached Linux or Unix device:

1.

Ensure that the NFS file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page 62.

Using a terminal program, enter the following command:
mount [-t nfs] <ReadyNAS IP address>:/<volume name>/<shared folder name> <mount point>

e <ReadyNAS IP address> is the IP address of the ReadyNAS.
* <volume name> is the name of the volume on which the shared folder resides.
e <shared folder name> is the name of the shared folder that you want to access.

e <mount point> is the name of an empty folder on the Linux or Unix device.
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Use FTP and FTPS

You can use FTP and FTPS to access any shared folders that are enabled for the FTP and FTPS file-sharing
protocols.

For better security, use an FTPS client to connect to your ReadyNAS using the FTP file-sharing protocol.
With FTPS, your password and data are encrypted.

If you are using FTPS, you must use explicit mode (also known as FTPES or AUTH TLS) in your FTP client.

k=To access a shared folder using FTP:
1. Ensure that the FTP file-sharing protocol is enabled on your ReadyNAS system.
For more information, see Set Network Access Rights to Shared Folders on page 62.
2. Launch an FTP client or a terminal program.

3. Log in to your ReadyNAS system, as follows:

» If you required user FTP access when you enabled the FTP-file sharing protocol, log in using user
or administrator credentials for your ReadyNAS system. If you log in as a user, your access is limited
by the settings configured by the ReadyNAS system administrator.

» If you allowed anonymous access when you enabled the FTP-file sharing protocol, log in as
anonymous and use your email address for the password.

Use Rsync

You can use Rsync to access any shared folders that are enabled for the Rsync file-sharing protocol. Instead
of browsing shared folders as you do with some other file-sharing protocols, with Rsync, you copy files from
your ReadyNAS system to another computer that supports the Rsync file-sharing protocol. If you previously
copied these files, Rsync copies only the differences between the source files and the destination files,
making the transfer much quicker than using other file-sharing protocols. The first time you copy files using
the Rsync file-sharing protocol, you see no performance difference.

k=To access shared folders using Rsync:
1. Ensure that the Rsync file-sharing protocol is enabled on your ReadyNAS storage system.
For more information, see Set Network Access Rights to Shared Folders on page 62.

2. On a network-attached device that supports the Rsync file-sharing protocol, launch a terminal program
or an Rsync client.

3. Enter any required credentials for the shared folder.

For more information about Rsync shared folder access credentials, see Configure Rsync Credentials on
page 62. For more information about Rsync terminal program commands, visit http://Rsync.samba.org. For
more information about using an Rsync client application, see the documentation that accompanies the
application.

Shared Folders
82


http://rsync.samba.org

LUNS 4

This chapter describes how to create, manage, and access LUNs on the ReadyNAS. It includes the following
sections:

* Basic LUN Concepts

e Manage LUNs

 LUN Groups and Access Rights

e Access LUN Groups From an iSCSI-Attached Device

Note Without a volume, you cannot configure any LUNSs. For information about how to create
volumes, see Create and Encrypt a Volume on page 31.
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Basic LUN Concepts

The volumes on your ReadyNAS can be divided into shares and logical unit numbers (LUNS), both of which
are logical entities on one or more disks. Shares and LUNs enable you to organize data in a volume by type,
group, user, department, and so on. A single volume can contain multiple shares and LUNSs.

LUNSs are SAN (storage area network) data sets that allow data transfer and storage over iSCSI and Fibre
Channel devices. The ReadyNAS supports iSCSI devices only. Each ReadyNAS system supports up to
256 LUNSs. The local admin page displays LUNSs in the following way:

Figure 7. Thin LUN

Figure 8. Thick LUN

Each LUN is configured independently of other LUNS that reside on the same volume. You can configure
settings such as compression, protection, provisioning, LUN size, and access rights. You can also specify
whether and how often a snapshot is created. These settings are explained in the following sections.

Thin and Thick Provisioning

You can specify the size of a LUN in two ways:

e Thin. A thin LUN lets you overallocate its size. That is, you can assign a LUN size that is larger than
the size of the volume. Even though you specify the size of a thin LUN when you create it, storage space
is assigned on demand instead of up front. This method greatly improves the utilization rate of the LUN
because storage space is assigned only as data is written to the LUN. However, the size of the LUN is
reported as the total storage space that you specify when you create the LUN.

You can expand a volume as needed (if necessary, adding disks in the process) without expanding the
size of the LUN and therefore, without disconnecting users. Make sure that you watch the volume
capacity of the volume on which the overallocated LUN resides so you do not run out of storage space
unexpectedly.

Note We recommend that you do not use an overallocated LUN for storage of critical data.
Instead, use a thick LUN.

* Thick. All storage space that you specify when you create a thick LUN is allocated up front and the
storage space is reserved on the volume. Snapshots, other LUNs, and shared folders on the volume
cannot consume storage space that is reserved. The size of the LUN is reported as the total storage
space that you specify when you create the LUN. You cannot assign more storage space than the
available nonreserved storage space on the volume.
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Default LUN Settings

The following table explains the default settings of a LUN. You can change these settings when you create
or change the LUN. The defaults depending on whether the LUN is thick provisioned (the default), or you
select thin provisioned.

Table 6. LUN default settings

Item Default (Thick |Default (Thin
Provision) Provision)

Bit Rot Protection |Disabled Disabled

(Copy-on-write)

Compression Disabled Disabled

Snapshot Never Never

Schedule

Sync Writes Allowed Allowed

Manage LUNSs

From the local admin page, you can create, modify, or delete a LUN.

Create a LUN

After you create a volume (see Create and Encrypt a Volume on page 31), you can create LUNs on that

volume.

Note On ReadyNAS 102, 104, 202, 204, 212, 214, and 2120 systems, individual LUNs
cannot exceed 8 TB.

b=To create a LUN:

1. Loginto your ReadyNAS.

2. SelectiSCSI.

A list of shared folders and LUNs on each volume displays.

3. Click the New LUN button.
A window opens, displaying the new LUN options.

4. Configure the settings as explained in the following table:

Item Description

Volume The name of the volume on which the LUN resides.

Name A unique name to identify the LUN. Do not include spaces in the name. All
characters must be alphanumeric.

Description An optional description to help identify the LUN.
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Iltem

Description

Bit Rot Protection (Copy-on-write)

Select the Bit Rot Protection (Copy-on-write) check box to enable bit rot
protection. For information, see Bit Rot Protection on page 54. Enabling bit
rot protection also enables copy-on-write. Over time, copy-on-write increases
disk fragmentation.

Compression

Select the Compression check box to enable data compression.
Compression saves storage space and increases the speed of data transfers,
but the compression and decompression processes require additional
resources. By default, the Compression check box is cleared.

Auto-Drag

Select the Auto-Defrag check box to enable automatic defragmentation.
When auto-defrag is on, after writing to a file, ReadyNAS OS consolidates
and rewrites portions of the file to reduce fragmentation.This reduces or
eliminates the need to periodically defragment the entire volume, but
because it occurs after every write it, can impact performance if a file is
written to very frequently. Examples of applications that make many writes
to the same file are databases, virtual machine images, and iISCSI LUNSs.
If the share or LUN is used for these and similar applications, auto-defrag
might not be a good solution.

Snapshot Schedule

Select from the Snapshot Schedule menu to enable data protection through
snapshots and configure how often snapshots are taken:

e Never. Snapshots are not taken.
e Hourly. A snapshot is taken every hour on the hour.

e Daily. A snapshot is taken every day at midnight. This is the default
setting.

*  Weekly. A snapshot is taken every week on Friday at midnight.

For more information about snapshots, see Snapshots on page 109.

Provision

Select how storage space is provisioned. Make a selection from the menu:

«  Thin. Even though you specify the size of the LUN when you create it,
storage space is assigned on demand instead of up front. The size of
the LUN is reported as the total storage space that you specify when
you create the LUN.

«  Thick. All storage space that you specify when you create the LUN is
also allocated up front. The size of the LUN is reported as the total
storage space that you specify when you create the LUN. This is the
default method.

Note Make sure that you watch the volume capacity of the volume
on which the overallocated LUN resides so that you do not
run out of storage space unexpectedly.

Note We recommend that you do not use an overallocated thin
LUN for storage of critical data. Instead, use a thick LUN.
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(Continued)

Item Description
Size Specify the size of the LUN. The maximum size that you can allocate to the
LUN is stated at the bottom of the window.
Unit Select the unit of measurement from the menu:
e MB.

¢ GB.This is the default unit of measurement.

- TB.

5. Click the Create button.
The ReadyNAS confirms the creation of a LUN with the message “Folder or LUN successfully created.”

6. Click the OK button.
The new LUN is added to the Shares page. Basic information is displayed to the right of the LUN.

View and Change the Properties of a LUN
k=To view and change the properties of a LUN:

1. Loginto your ReadyNAS.

2. SelectiSCSI .
The screen updates showing the iISCSI LUNs and groups.

3. Select the LUN.
s
Unassigned LUNs

LUN1
mrﬁ Assign
x Delete
TEStgroup -l:} Settings
Target
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4. In the pop-up menu, click the Settings button.

LUN1

Mame: LUN1

Description:

(Thin LUNs only)
Sync Writes:  Allowed
Provision: Thick

Size: 10.0 GB Expand..

“ ST Appl

5. View or change the settings as explained in the following table.

Item Description
Name A unique name to identify the LUN. Do not include spaces in the name.
Description An optional description to help identify the LUN.

Bit Rot Protection

Select the Bit Rot Protection (Copy-on-write) check box to enable bit rot
protection. For information, see Bit Rot Protection on page 54. Bit rot
protection can be set only when the LUN is created.

Compression

Select the Compression check box to enable data compression.
Compression saves storage space and increases the speed of data transfers,
but the compression and decompression processes require additional
resources. By default, the Compression check box is cleared. Compression
can be set or turned off only when the LUN is created.

Provision The provision setting is provided for information only. You cannot change
the provision setting of an existing LUN.
Size For information about how to expand the size of an existing LUN, see Expand

the Size of a LUN on page 89.

6. Click the Apply button.
7. Click the OK button.

Your settings are saved and the window closes.

For information about how to set access right for a LUN, see LUN Groups and Access Rights on page 91.

For more information about snapshots, see Snapshots on page 109 .

LUNs
88




ReadyNAS OS 6.9.3

Expand the Size of a LUN

After you create a LUN, you cannot change the provision setting (thin or thick), but you can expand the size
of the LUN.

Expansion is instant, regardless of the data size, but you must first disconnect all users that are connected
to the LUN. Disconnect access to the LUN by removing the LUN from the LUN group to which the users
have access (see Create a LUN Group on page 92).

Note On ReadyNAS 102, 104, 202, 204, 212, 214, and 2120 systems, individual LUNs
cannot exceed 8 TB.

Note File systems inside the LUN are not expanded by this procedure. After expanding the
LUN, you can expand the file systems from the iSCSI initiator.

k=To expand the size of a LUN:

1. Log in to your ReadyNAS.

2. SelectiSCSI.
The screen updates showing the iSCSI LUNs and groups.

3. Select the LUN.

&
Unassigned LUNs

LUN1
@E Assign

x Delete
TE‘StgrDUp ﬂ Settings

Target

4. In the pop-up menu, click the Settings button.
The LUN settings display in a pop-up window.
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5. Click the Expand link.

LUN_1

Mame: | LUN_1

Descriptian

(Thin LUNs only)
Snapshot Schedule:  Never
Sync Writes:  Allowed
Pravision: Thick

Disconnect all initiators for this target before starting
the expansion

Current Size: 2 GB

Maximum § 237.381 GB

New Size: | 2 GB =

6. Enter the following settings:

* New Size. Specify the new size of the LUN. The maximum size that you can allocate to a thick LUN
is stated above the New Size field.

e Unit. Select the unit of measurement from the drop-down list (MB, GB, or TB).

7. Click the Apply button.
The new LUN size takes effect.

8. Click the OK button.
Your settings are saved and the pop-up window closes.

9. (Optional) Add the LUN to the LUN group to which it belonged before the expansion.
See Create a LUN Group on page 92.
User access to the LUN is restored.

Delete a LUN

WARNING:
Deleting a LUN permanently removes the data within that LUN.

k=To delete a LUN from a volume:

1. Log in to your ReadyNAS.

2. SelectiSCSI.
The screen updates showing the iSCSI LUNs and groups.
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3. Select the LUN.

3
Unassigned LUNs

()
()
=
LUN1

@m Assign

x‘ Delete
TEStgrOUp G Settings

Target

4. In the pop-up menu, click the Delete button.

Delete Folder or LUN

Deleting this folder or LUN will permanently erase it

Deleting whole folders and LUNs can be a performance-
intensive operation, especially when many snapshots
exist. This operation might take hours to complete and

access to the unit might be affacted.

Te proceed, type "DESTROY"

Destroy Cancel

5. Confirm the deletion by typing DESTROY.

6. Click the Destroy button.
The LUN is deleted.

LUN Groups and Access Rights

When you create a LUN, the LUN is unassigned. To access your storage system from an iSCSl-attached
device, you must create a LUN group and assign one or more LUNSs to the LUN group.

LUN groups allow you to organize LUNs and manage access rights to LUN groups. Access rights are either
open or granted through internal CHAP authentication. Access rights apply to LUN groups, not to individual
LUNSs. You can easily assign a LUN to a LUN group or move a LUN from one LUN group to another LUN
group.

Each LUN group is assigned an iSCSI target address (for example, ign.1994-11.com.netgear:f2f2fdd4) that
allows iSCSI clients to access the LUN group. For more information, see Manage Access Rights for LUN
Groups on page 95. Each ReadyNAS supports a maximum of 256 iSCSI targets.
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Create a LUN Group
b=To create a LUN group:

1. Loginto the ReadyNAS.
2. SelectiSCSI.

P

-

Refresh

Unassigned LUNs il New Group

LUN1 LUN2

3. Click the New Group button in the upper right of the window.

New LUN Group

Name: | groupl

Target: iqn.1994-11.com.netgear:nas-6E-07-D2:abe6f131:group1

4. In the Name field, enter a name.
The default name is groupX, where X is a number in sequential and ascending order.
The Target field is automatically populated. The target is the string that an iSCSI client needs to be able
to connect to the LUN.

5. Click the Create button.
The New LUN group is added to the iISCSI page.

By default, CHAP is disabled and no client is allowed to access the LUN group (see Manage Access Rights
for LUN Groups on page 95).

Assign a LUN to a LUN Group
k=To assigh a LUN to a LUN group:

1. Log into the ReadyNAS.

2. SelectiSCSI.
The iSCSI page displays the LUNs and LUN groups that you created.
See Create a LUN on page 85.

3. Select the unassigned LUN that you want to assign to a group.

LUNs
92



ReadyNAS OS 6.9.3

Tip You can also create a LUN by clicking the New LUN button to the right of the unassigned
LUNSs. By default, news LUNs are unassigned.

Unassigned LUNs

()
()
=
LUN1

@E Assign

x Delete
TEStgrOUp -c} Settings

Target

4. Click the Assign button.
A pop-up window opens.

5. Select the LUN group to which you want to assign the LUN.
6. Click the Apply button.

The LUN is assigned to the selected LUN group.
Remove a LUN From a LUN Group
b=To remove a LUN from a LUN group:

1. Log in to your ReadyNAS.

2. SelectiSCSI.
The iSCSI page displays the LUNs and LUN groups that you created.
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3. Select the assigned LUN to remove from the group.

Testgroup 2% settngs

Target
ign.1994-11 com.netgear:jupite E]
Security & Access S]
CHAP: Disabled E]
Allowed Clients: TestlUN
MNone

4. In the pop-up menu, click the Unassign button.

5. Confirm that you want to remove the LUN from the group.
The LUN is returned to the unassigned state.

Delete a LUN Group
k=To delete a LUN group:

1. Loginto your ReadyNAS.

2. SelectiSCSI.
Creen | s |53 | scoms | ek | o | ow | bt || rnremmo | i+
L
-
Refresh
Unassigned LUNs H mew Lun iffE ew Group
group L Properties 7K Destroy
Target:
ign.1994-11.com.netgear:nas-Ge IEI EI
Security & Access EI
CHAP: Disabled E’ %
Allowed Clients: T LUN_2

MNone

3. Click the Destroy button to the right of the LUN group.

4. Confirm that you want to delete the LUN group.
If any LUNSs were assigned to the group, they are returned to the unassigned state.
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Manage Access Rights for LUN Groups

You can configure LUN group access, add and remove iSCSI initiators, and change the CHAP password

for an iISCSI initiator.

Configure Access to a LUN Group

k=To configure client access to a LUN group:

1. Loginto your ReadyNAS.
2. SelectiSCSI.

P

Unassigned LUNs B vewLun

group1 anDerties

Target:
iqn.1994-11.com.netgear:nas-Ge

Security & Access % g
= =

CHAP: Disabled

Allowed Clients:

i LUN_1 LUN_2

3. Click the Properties button to the right of the LUN group.

group

Name: group?
Target: ign.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected
2 i
4+ Y=Fo;
- e
INITIATOR (IQN) CHAP SECRET ALLOWED

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

4. Configure the settings as explained in the following table:
LUNSs
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Item Description
Name The name is provided for information only and cannot be changed.
Target The target is the address that an iSCSI client (that is, an initiator) needs to access the LUN

group. The Target field is automatically populated, but you can delete the content and then
replace the content with a custom target address.

Require initiators
to identify
themselves using
CHAP

Select this check box to enable CHAP authentication and to allow only authenticated initiators
access to the LUN group. By default, access to the LUN group is open to the initiators that you
add to list of initiators (see Add an iSCSI Initiator on page 97).

Allowed Initiators

Select one of the following radio buttons:

e Any. Access to the LUN group is granted to all initiators with information about the target
address. (If CHAP authentication is enabled, access depends on CHAP authentication.)

e Selected. Access to the LUN group is granted to iSCSI qualified names (IQNs) only. (If
CHAP authentication is enabled, access depends on CHAP authentication.)

For more information about configuring iSCSI initiators, see the following sections:
e Add an iSCSI Initiator on page 97

*  Remove an iSCSI Initiator on page 99
e Edit the CHAP Password on page 100

Password for
bidirectional
CHAP
authentication

By default, access to an initiator by a LUN in the LUN group is open. To require a LUN in the
LUN group to be authenticated before accessing an initiator, set a password for bidirectional
CHAP authentication.

Password Enter a CHAP password with a length of at least

12 characters. Maximum length is 16 characters.

Confirm Password Confirm the CHAP password.

5. Click the Apply button.

The new LUN group properties take effect immediately.

For information about how to set up and access a LUN from a client device, see Access LUN Groups from
an iSCSI-Attached Device on page 101.
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Add an iSCSI Initiator
k=To add an iSCSIl initiator and allow access to the LUN group:

1. Loginto your ReadyNAS.
2. SelectiSCSI.

e )

-

Unassigned LUNs H mew Lun (iffE New Group
group1 L Properties 7K Destroy
Target:

Si::.1_9947 11.com.netgear:nas-Ge E’ @

risg st (= (=)

CHAP: Disabled :' E]

Allowed Clients:

e LUN_1 LUN_2

3. Click the Properties button to the right of the LUN group.

group

Name: group?
Target: iqn.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected
INITIATOR (IQN) CHAP SECRET ALLOWED

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

4. Select the Selected radio button next to Allowed Initiators.
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5. Click the + button () to the right of the list of initiators.

Create Initiator

Name:
Password:

Confirm Password:

6. Inthe Name field, enter an IQN in the format as defined by RFC 3720, for example,
ign.2012-04.com.netgear:sj-tst-5200:a123b456 is a valid IQN.

7. (Optional) Enter a CHAP password that is between 12 and 16 characters long and confirm the CHAP
password.

8. Click the Create button.

group
D.f

MName: groupt

Target: ign.1894-11.com.netgearnas-Ge-07-d2:616d4551:group1

Require initiaters to identify themselves using CHAP.
Any
Allowed Initiators:
® | Selected

(+1-Fo

ign. 201 2-04 com netgear:sj-1st-5200:a

Password for bidirectional CHAP authentication

Password:

Confirm Password:

9. Select the Allowed check box to allow the initiator access to the LUN group.

10. Click the Apply button.
The new LUN group properties take effect immediately.
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Remove an iSCSI Initiator

k=To remove an iSCSI initiator from the LUN group:

1. Loginto your ReadyNAS.
2. SelectiSCSI.

e

-
Refresh
Unassigned LUNs H mew Lun iffE ew Group
group 1 a Properties x Destroy
Target:
iqn.1-994* 11.com.netgear:nas-Ge =
Security & Access :l_
CHAP: Disabled
1sable E' :

Allowed Clients:

Nore LUN_1 LUN_2

3. Click the Properties button to the right of the LUN group to manage.

group
|
| . |
MName: groupt

Target: ign.1994-11 com.netgear.nas-Ge-07-d2:616d4551:.group1

Require initiaters to identify themselves using CHAP,

Any
Allowed Initiators:
9 Selected

(+]1-Le

STIATOR (ION)

iqn. 201 2-04.com netgearsj-tst-5200a.,

Password for bidirectional CHAP authentication

Password:

Confirm Password:

Select the Selected radio button next to Allowed Initiators.
Select the initiator.

Click the — button to the right of the list of initiators.

N oo g &

Confirm that you want to remote the selected initiator.
The selected initiator is removed from the list of initiators.

8. Click the Apply button.
Your settings are saved.
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Edit the CHAP Password

k=To edit the CHAP password for an iSCSI initiator:

1. Loginto your ReadyNAS.
2. SelectiSCSI.

P

-

Unassigned LUNs H mew Lun (iffE New Group
group L Properties 7K Destroy
Target:
;:k.‘l‘:i:;:;::.nctgeor.nasfae l_:l l—;l
CHAP: Disabled =) l;li

—] (—

Allowed Clients:

Nore LUN_1 LUN_2

3. Click the Properties button to the right of the LUN group to manage.

group
|
|
MName: groupt

Target: ign.1994-11.comnetgearnas-Ge-07-d2:616d4551:group1

Require initiaters to identify themselves using CHAP,

Any
Allowed Initiators:
9 Selected

(+]1-Le

. (1ON)
iqn. 201 2-04.com.netgearsj-tst-5200:a

Password for bidirectional CHAP authentication

Password:

Confirm Password:

4. Select the Selected radio button next to Allowed Initiators.

Select the initiator that you want to edit.

6. Click the gear button (ﬂ) to the right of the list of initiators.
The Initiator Settings pop-up window opens.

7. Enter a new password in the fields.
8. Click the Apply button in the Initiator Settings pop-up window.

9. Click the Apply button in the LUN group properties window.
Your settings are saved.
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Access LUN Groups From an iSCSI-Attached Device

An iSCSI initiator application lets you set up a connection from a server to a LUN group (and therefore to
individual LUNs). Normally, users would not initiate such a LUN connection. The network administrator
would provide access to a LUN group through a server.

The iSCSI targets (that is, the LUNs in the LUN group on the ReadyNAS) present themselves on the client
system as virtual block devices and can be treated as a locally attached disks. Windows, for instance, can
run FAT32 or NTFS on the iSCSI target device and treat the devices as though they were locally attached.

When they can access a LUN group, users can employ any backup application to back up local data from
their iISCSI-attached device to a LUN.

Note Unlike snapshots that reside on a share, snapshots that reside on a LUN are not visible
to users. For information about how to recover data using a snapshot on a LUN, see
Recover Data from a Snapshot to an iSCSI-Attached Device on page 120.

Accessing LUN groups from iSCSl-attached devices requires these high-level steps:

1. Setup iSCSI initiator access to the LUN group.
See Set Up Initiator Access on page 101.

2. Initialize and format LUNs in the LUN group.
See Initialize and Format LUNs on page 106.

Set Up Initiator Access

The following procedure uses the Microsoft iISCSI Software Initiator, which is freely available online and is
integrated in Windows 7 and later.

Note If you use an operating system other than Windows, the steps are different, but the
basic tasks remain the same.

Note Some of the steps in this procedure require that the Windows iSCSI service is running.
If it is not, when you open the iSCSI initiator, Windows asks if you want it started.
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b=To set up initiator access:

1. Open the iSCSI initiator and click the Configuration tab.

2. Copy the default name from the Initiator Name field.

1SS! Initator Froparties s

| [ Torgets ‘mylmr-p:|vﬁmmnmm|m!r
Quick Comnect

To dscover and log on to 8 target using a basic connection, type the 1P address o
DS name of the target and then cick Quick Conmect,

Target: |
Discovered targets

Pame State

To connect Lsing adwsnced opbons, seect & tarpet and then
dick Connect.

To completely deconnect a target, select the lerget and
then dick Discornect.

For target properbes, nchudng configuration of sessians,
select the target and cck Properbes.

For configuration of devicas assocated with & target, select
the target and than cick Deviost

More about bages ECS| connections and targats

[ =

—

3. Create an iSCSi initiator on the ReadyNAS:

a. Log in to your ReadyNAS.

Select iSCSI.
[omen | swes | 55| s | v || o | twin | | i | Lo~
ey
-
Refresh
Unassigned LUNs H mew Lun (iffE New Group
group1 L Properties 7K Destroy
Target:
ign.1994-11.com.netgear:nas-Ge =
Security & Access D g
CHAP: Disabled
Allowed Clients: = =
¢ N_1 LUN_2
None LUN_ vk
LUNs

102



ReadyNAS OS 6.9.3

c. Click the Properties button to the right of the LUN group.

group1

Name: group?
Target. ign.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

m Cance'

d. Select the Selected radio button.

e. Click the + button to the right of the list of initiators.

Create Initiator

Name:
Password:

Confirm Password:

f. Paste the default iISCSI initiator name in the Name field.
The default iISCSI initiator name is the name that you copied in Step 2 on page 102.

g. (Optional) Enter a CHAP password that is between 12 and 16 characters long and confirm the CHAP
password.

h. Click the Create button.
The IQN is added to the table on the LUN group properties window.

4. Configure the LUN group settings.
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Note If you are connecting to a LUN group using a Windows device, make sure that you
leave the Password for bidirectional CHAP authentication fields blank.

In the Allowed column of the initiator table, select the check box next to the initiator that you created
in Step 3 on page 102.
The initiator is allowed to access the LUN group.

group1

Name: group1
Target: ign.1994-11.com.netgear:nas-6e-07-d2:616d4551:group1

Require initiators to identify themselves using CHAP.

Any
Allowed Initiators:
® Selected

(+)

Empty

Password for bidirectional CHAP authentication

Password:

Confirm Password:

m &0 CE|

(Optional) Select the Require initiators to identify themselves using CHAP check box.
Selecting this check box allows only authenticated initiators to access LUNs in the LUN group. To
gain access, initiators must provide the CHAP password that you created in Step 3 on page 103.

Click the Apply button.
The new LUN group properties take effect immediately.

LUNs
104



ReadyNAS OS 6.9.3

5. Onthe iSCSI Initiator Properties page, click the Targets tab.
| ISCSI Iretiator Properties “

Tt | Dmcovery | Favortte Tagets | wotumes and Deeces. | Ravis I Canfigurazon
Guuck Canect
To discover and log on ta.a target using & basc comnection, trpe the 1P address o
D45 name of e target and then chck Quick Connect.

Target:

Discovered tarpets
Refresh

W | To cormect usng sdvanced aptions, select & target and then
ek Cornact.

B | To comoletely daconmect & target, select the target and
then ick Disconnect,

For target propertes, incuding configuraton of sessiens,
| ekt the target and clck Propertes.

Far corfiguratin of devices assodiated with & target, select ‘
the target and e dick Devices, |

More about besic GCS! connections and targets L

o) o ]

6. Inthe Target field, enter the IP address of the ReadyNAS.
7. Click the Quick Connect button.

.a§<‘.s| Initiator Properties » - . - X
Targets | Discovery | Favorite Targets | Vou es | RADWS |
|| quick Comnect

|
|
I
To discover and log on to a target usng a basc connection, type the IF address or

DS name of the target and then didk Quick Cannect. i
| Target: |
| Discovered targets

Refresh 1|l

Name Status

|
.! ign. 1994-11.com.nelgearinas-6e-07-d2:6 160455 Ligroupt  Inactive

o: i
'
I
|
| ]
|
B | Tocomnect using advanced opbons, select a target and then S ]
| dick Conect. e PO |
| To completely d t Fr——
v disconnect a target, selact the target and
then dick Disconnect. |

For target properties, induding configuration of sessians,

M| select the target and dick Properties. Propertes.. |

f For configuration of devices assocated with a target, sdect [ P | |
§| the target and then cick Devices. B st ) |
|

| IHgre aboyt basc (GCST connections and targets I

L‘.
| o e ]|

8. If you selected the Require initiators to identify themselves using CHAP check box in Step 4 on
page 104, authenticate the connection.
The initiator connects to the LUN group on the ReadyNAS.

The initiator can access the LUN group, but you cannot view the LUNs in the LUN group using Windows
Explorer until you initialize and format the LUNs.
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For information about initializing and formatting LUNs, see Initialize and Format LUNs on page 106.

Initialize and Format LUNS

After you set up initiator access to the LUN group, you must initialize and format each LUN in the LUN group.
For more information about setting up initiator access, see Set Up Initiator Access on page 101.

The following procedure uses the Microsoft iISCSI Software Initiator, which is freely available online and is
integrated in Windows 7.

Note If you use an operating system other than Windows, the steps are different, but the
basic tasks remain the same.

k=To initialize and format LUNs in the LUN group:

1. Open the Windows Disk Management application.
Each LUN in the LUN group displays as an unallocated disk that must be initialized and formatted.

Tip If the disks do not display, select Action > Refresh in the Disk Management window.

o Disk Management
File Action View Help

= mHEm 2

Valume | Layout | Type | FileSystem | Ststus | capacity | Free Spa... | % Free | Fault Tolerance | Oveshead |
ey Simple Basic NTFS Healthy (B.. 14895 GB MO5GE  50% Ne 0%
CaSystem Reserved  Simgple Basic NTFS Healthy (5. 100 M8 TOMB  TO% Mo %

- Disk 0 I
. System Reserved )

119-_35 GB 100 MB NTFS 14895 GB NTFS

Online Healthy (Systemn, Active, Primary Partition) |f Heaithy (Boot, Page File, Crash Dump, Primary Partition)

10,00 GB 10,00 GB
Mot Initialized Unallocated

-4/ Disk 2 _______________________________________________________|
Unknewn |
5.00 58_ ) 5.00 GB

Net Initialized || Unallocated

~4Disk 3 . _________________________________________________________J
Unknewn

smm_ 5 6.00 GB

Mot Initialized Unallocated

B Uniollocatzd l;”i".'-xr?*.'“”"
2. Initialize unallocated disks:
a. Select an unallocated disk by clicking it.

b. In the Disk Management window, select Action > All Tasks > Initialize Disk.

c. Select the check box next to each unallocated disk that you want to initialize.
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d. Select the partition style that you want to use for the selected disks.
e. Click the OK button.

Initialize Disk (3]
You must intialize a disk before Logical Digk Manager can access t.
Select disks:

[w]: Disk 1

[v] Disk 2

*‘m Disk 3

Use the following partition style for the selected disks:

9 MER (Master Boot Record)
| GPT (GUID Partition Table)

Note: The GPT partttion style is not recognized by all previous versions of
Windows. It is recommended for disks larger than 2TB, or disks used on
ltanium-based computers.

[ ox J[ cance |

The selected disks are initialized.

Format an initialized disk:

a. Select the disk that you want to format.

27 Disk Management

o |[&@] =

File Action WView Help

e M EDI DS E

Valume T File Status | Capacity [ Free Spa... [ 5% Free | Fault Tolerance | Overhead |
o (C) Simple Basic NTFS Healthy (B... 14895 GB TAN5GE 50 % No 0%
CaSystern Reserved  Simple Basic NTFS Healthy (S... 100 ME BME 0% No 0%

L Disk & 1
Bassic System Reserved [L=]

149.05 GB 100 MB NTFS 14895 GE NTFS

Online Healthy (System, Active, Primary Partition] || Healthy (Boot, Page File, Crash Dump, Primary Partition)

- Disk 1 | £
Basic

1000 GB 1000 68

Online Unallocated

|Disk 2

Basic

| Unallocated

Online | Unaliocated

L
| | W Primary partition

Selected disks are shaded.

b. Inthe Disk Management window, select Action > All Tasks > New Simple Volume.
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The New Simple Volume Wizard window displays.

c. Follow the default wizard formatting steps.

Repeat Step 3 on page 107 for each initialized disk (LUN) that you want to access.

\=f Disk Management = |fErfE]
File Action View Help

e mEn DS B

Volume T File Status Capaci Free Spa... | % Free Fault Tolerance Overhead i
& () Simple Basic MTFS Healthy (B... 14385 G8 TA05G8 0% Mo 0% =
. Jupiter BigLUM (E}  Simple Basic NTFS Healthy (P... 10,00 GB 992GB 8% Ne 0%

s Jupiter FunLUN (H) Simple Basic MNTFS Healthy (P... 600 GE 5.04 GB 9% Ne 0% -

Disk 0 I

Basic System Reserved (]

149.05 GB 100 MB NTFS 14895 GB NTF5

Online Healthy (System, Active, Primary Partition) Healthy (Boot, Page File, Crash Dump, Primary Partition)

LDisk 1 .} E

Basic Jupiter BigLUN (E
1000 GB 10,00 GB NTFS
Online Healtiy (Primary Partition)
L Disk 2
Basic Jupiter LittleLUN {G2)
5.0 GB 5.00 GB NTFS
Online Healthy (Primary Partition)
L Disk 3
Basic Jupiter FunlUN (H:)
600 GB 6.00 GBNTFS
Online Healthy (Primary Partition)

The LUNSs are formatted as hard disk drives and are accessible through Windows Explorer.

{ -i@.‘!:n_ » Computer »

Organize = System properties  » g~ 0 'ﬂ‘
4750 Favorites « Hard Disk Drives (4) -
B Desktop Local Disk (C:)
& Downloads "

%] Recent Places 740 GB free of 148 GB
i# Dropbox Jupiter BigLUN (E)
g L

[~ = e
~” 991 GB free 0f9.99 GB

4 Libraries X . E
Jupiter LittleLUN (G:)
g |
b (8 Computer " 101 GBfree of 499 GB
Jupiter FunLUN (H:)
G"* Metwork

=iy L
= g 593 GB free of 5.99 GB

+ Devices with Removable Storage (2)

2 %
$ DVD RW Drive (D:)
y &

&l BD-ROM Drive (F:)
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Snapshots 5

This chapter describes how to manage snapshots of shared folders and LUNS. It includes the following sections:

e Basic Snapshot Concepts

* View and Change Share Snapshot Properties
e Manually Take a Snapshot

e Browse Snapshots Using Recovery Mode

* Roll Back to a Snapshot Using Recovery Mode
» Clone Snapshots

e Delete Snapshots

* Delete Snapshots Using Recovery Mode

* Recover Data From a Snapshot

Note Without a volume, you cannot configure any shared folders or LUNs. Without shared folders
or LUNSs, you cannot configure any snapshots. For information about how to create volumes,
see Create and Encrypt a Volume on page 31. For information about how to create shared
folders, see Create a Shared Folder on page 55. For information about how to create LUNS,
see Create a LUN on page 85.
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Basic Snapshot Concepts

The ReadyNAS can provide protection of shared folders and LUNs through snapshots. Snapshots contain
references to data on a shared folder or LUN. They take no space until the data they reference is changed
or deleted. Strictly speaking, snapshots are not backups, but they function as backups because you can
recover data from snapshots.

You can take snapshots only of shared folders or LUNs. You cannot take a snapshot of a volume. Snapshots
reside on the same volume as the shared folder or LUN from which they were created.

The ReadyNAS can automatically take snapshots of a shared folder or LUN according to a schedule that
you specify. You can also manually take or delete individual snapshots at any time. Depending on available
storage space, you can keep an unlimited number of snapshots.

WARNING:
When the available storage space on a volume decreases below a threshold (set
to adefault of 5 percent) of the volume’s total storage space, the oldest automatic
snapshots are automatically deleted to bring the available storage space back to
the threshold or higher. Manual snapshots are never automatically deleted. The
threshold is part of the snapshot settings for a volume.

Once protection is available, the shared folders and LUNs on the Shares page indicate the number of
shapshots and the number of days with protection.

NAME PROTOCOLS SNAPSHOTS A

Documen...SMB, AFP Q (1 wee..

Figure 9. Shared folder with daily snapshots

Note For snapshots to be accessible to users from their network-attached device you must
select the Allow snapshot access check box in the shared folder or LUN settings window.
For more information, see View and Change the Properties of a Shared Folder on page
56.

Note Hourly snapshots are not taken for spun-down disks, but daily snapshots are taken.

Smart Snapshot Management

ReadyNAS OS 6.1 and later uses Smart Snapshot Management to reduce the number of automatic
(continuous) snapshots per shared folder or LUN. Every hour, this feature automatically prunes older hourly,
daily, and weekly snapshots, according to the following rules:

Snapshots
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Hourly snapshots are kept for 48 hours.
Daily snapshots are kept for four weeks.
Weekly snapshots are kept for eight weeks.

Monthly snapshots are kept for as long as there is sufficient capacity. (The last weekly snapshot in a
month becomes the monthly snapshot for that month.)

Note The Smart Snapshot Management feature does not prune manual snapshots.

Rolling Back

You can replace a shared folder or LUN with an earlier version by rolling back to a snapshot. When you roll
back to a snapshot, the entire shared folder or LUN is replaced with the version captured by the snapshot.
All snapshots that were taken after the snapshot that was used for rolling back are deleted. For information
about how to roll back to a snapshot, see Roll Back to a Snapshot Using Recovery Mode on page 114.

Clones

You can copy a shapshot to become a new independent shared folder or LUN. Changes made to the clone
do not affect the parent shared folder or LUN and changes made to the parent do not affect the clone. For
information about how to clone snapshots, see Clone Snapshots on page 116.

View and Change Share Snapshot Properties

You can control the type of snapshot management, the schedule, and access for individual shares.

k= To view and change the snapshot properties of a share:

1.
2.

Log in to the ReadyNAS.

Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

Select the shared folder or LUN that you want to configure.

Click the gear icon.
The shared folder or LUN settings pop-up menu opens.

Click the gear icon in the pop-up menu.
Select the Snapshots button.

Change the settings as explained in the following table.

Snapshots
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Iltem

Description

Snapshot Management

Choose Smart or Custom.

Snapshot Schedule

The available options depend on whether you choose
Smart or Custom Snapshot Management.
Smart:

Menu of Never, Hourly, Daily, or Weekly.

Custom:

View and control of when snapshots are taken (click
the gear icon to change) and the snapshot retention

policy.

Allow Snapshot Access

Select the Allow Snapshot Access check box to allow
shapshot access to anyone with permission to access
the shared folder.

8. Click the OK button.

Your settings are saved and the pop-up menu closes.

Manually Take a Snapshot

You can manually take snapshots from the Shares page and the Browse page. The following procedure
describes how to take snapshots from the Shares page.

k=To manually take a snapshot of a shared folder or LUN:

1. Loginto your ReadyNAS.

2. Select Shares > Shares.

A list of shared folders and LUNs on each volume displays.

3. Select the shared folder or LUN.

Snapshots
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4. Click the gear icon.

“NETGEAR' ReadyNAS" - \

Admin Page o (I) -
Shares iSCS1 “m Backup ReadyNAS Community Admin Password Language »
-— [ -
- Ll -
Shares Browse Refresh
B New Shere BR snapshots
*
data
HAME PROTOCOLS SNAPSHOTS AVEILABLE CONSUMED PERMISSIONS Read Oy 1aad Wrke
L70TB freeof 271 T8 =
- - AmazonCloudDrive SMB, AFP 15 (2 weeks pro.. 2.7 TB o
Data
Snapshats ﬁ Documents SMB, AFP, DLNA, 48 (1 years prot.. 2.7 TB o] s {‘L
Free == Munes B Browse
— 'j Recover
B cc sme 14 (2 weeks pro.. 2.7 T8 63.0 M8
ﬁ Snapshot
S Home Folders SMB, NFS, AFP daily - - bond®netd 3 Deiete
B 20ND-T440P-Docu... SMB, AFP 49 (1 yearsprot.. 27 T8 119.0 MB Joana@netg L Settings
B 120ND-T440P-Docu... M8, AFP 48 (1 years prot.. 2.7 18 1200 M8 jband@netgear com

5. In the pop-up menu, click the Snapshot button.
The New Snapshot pop-up window displays.

6. Enter a name for the snapshot.

7. Click the Create button.
The snapshot is created.

Browse Snapshots Using Recovery Mode

You can replace a shared folder or LUN with an earlier version by rolling back to a snapshot of that folder
or LUN.

Sometimes you might want to recover individual files or subfolders within a shared folder without rolling back
the entire shared folder. Recovery mode allows you to browse snapshots of shared folders and recover
individual files or subfolders to your ReadyNAS.

WARNING:
Rolling back is a destructive process. All snapshots that were taken after the
selected snapshot are deleted.

k=To browse and recover snapshot data using recovery mode:

1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders and LUNs on each volume displays.

3. Select the folder icon.
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4. Click the gear icon.

“NETGEAR' ReadyNAS" - \

Admin Page o (I) -
Shares iSCS1 “m Backup ReadyNAS Community Admin Password Language »
- [ -
- Lo -
Shares Browse Refresh
New Shere % Snapshots
*
data =
HAME PROTOCOLS SNAPSHOTS AVEILABLE CONSUMED PERMISSIONS Read Oy
L70TB freeof 271 T8 =
" B AmazonCioudDrive  SMB, AFP 15 (2 weeks pro... 2.7 T8 0
Data
Snapshats ﬁ Documents 5MB, AFP, DLNA, 48 (1 yearsprot... 2.7 TB o s cL
Pre Tunes E Browse
— {) Recover
B cc sme 14 (2 weeks pro.. 2.7 T8 63.0 M8
ﬁ Snapshat
E. Home Folders SMB, NFS, AFP daily e = jbond@netd 2 Delete
B /80ND-T440P-Docu... SMB, AFP 49 (1 yearsprot.. 27 T8 119.0 MB JoondGrerg bt Settings
B 120ND-T440P-Docu... M8, AFP 48 (1 years prot.. 2.7 18 1200 M8 jband@netgear com

5. In the pop-up menu, click the Recover button.

o [ x|
&
%{ecover Files
% Jupiter €= =) ' Jupiter \ data \ Documents Goto: All v
- AmezonCloudDrive DATE ¥ HABE
E DocuTRRIE % Apr 27, 2016 00:00:24
B < -
m Apr 26, 2016 00:00:24
» 5 home -
vy 'Ei Apr 25, 2016 00:00:13
-_ admin _
% Apr 24, 2016 00:00:16
MR oo i e ks =

6. Right-click the snapshot.
The snapshot options menu opens.

7. Click the Browse button.
The contents of the selected snapshot display.

8. Continue browsing in recovery mode until you find the file or folder that you want to recover.
9. Right-click the file or folder.
10. In the pop-up menu, click the Restore button.

11. In the pop-up window, enter the path to a recovery destination for the selected snapshot data.
The recovery destination must be within the folder whose snapshots you are browsing.
The recovered file or folder is recovered from the snapshot data and restored to the recovery destination
that you specified.

Roll Back to a Snapshot Using Recovery Mode

Recovery mode provides an easy way to browse your snapshots and roll back to earlier versions of your
shared folders.

Recovery mode is available only for shared folders.
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k=To roll back to a snapshot using recovery mode:

1. Log in to your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders on each volume displays.

Select the folder that contains the file or subfolder you want to browse.

4. Click the gear icon.

“NETGEAR' ReadyNAS" W W

Admin Page o H.
Accounts Netwaork Apps Cloud | ReadyNAS Community | Admin Password | Language »
-— [ -~
= bl -
Shares Browse Refresh
Cr o
[E] data

HAME PROTOCOLS SNAPSHOTS AVEILABLE CONSUMED PERMISSIONS Resad Oy
270 T8 freeof 271 TB =
" B AmazonCioudDrive 5B, AFP 15 (2 weeks pro.. 2.7 T8 o
Data

Snapshots B3 Oocuments SMB, AFP, DLNA, 48 (1 yearsprot. 2.7 T8 o + >

Free [Tunes Browse
— Recover
B cc sme 14 (2 weeks pro.. 2.7 T8 63.0 M8 ;
s Snapshot

.3 Home Felders SMB, NFS, AFP daily - = jbond@netd I Delete
Bl /50MD-T440P-Docu.. 5MB, AFP 49 (1 years prot.. 2.7 TB 119.0MB jbond@netga Settings

B 120ND-T440P-Docu... SMB, AFP 48 (1 years prot. 2.7 18 1200 M8 jband@netgear com

5. Inthe pop-up menu, click the Recover button.

&

Ql i
Recover Files

b Jupiter ‘- -) A Jupiter \ data \ Documents Goto: All v
! AmazonCloudDrive et i
HOCHIEE E Apr 27, 2016 00:00:24
ELC

ﬁ Apr 26, 2016 00:00:24

o B2

- L e
o ﬁ Apr 25, 2016 00:00:13
Bl «dmin =S
% Apr 24, 2016 00:00:16
R . h e emen —

6. Right-click the snapshot that contains the version of the folder to roll back to.
The rollback options menu opens.
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Click the Rollback button.

Rollback Snapshot

This operation may take some time and will
affect the performance of the volume.

Note: Any snapshot or data created after this
snapshot will be destroyed.

WARNING! The rollback function permanently
reverts data in this share or LUN to its state at
the specified time. Any snapshots or data created
after the specified time will be destroyed.

Type DELETE DATA in the field below to proceed.

Rollback Cancel

Confirm that you want to roll back to the selected snapshot by typing DELETE DATA.

Click the Rollback button.
The shared folder is rolled back to the snapshot that you selected.

Clone Snapshots

Cloning a snapshot copies the snapshot to create a new independent shared folder or LUN.

b=To clone a snapshot:

1.
2.

Log in to your ReadyNAS.

Select Shares > Shares.
A list of shared folders and LUNs volume displays.

Select the folder that contains the file or subfolder you want to browse.

Click the gear icon.
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“NETGEAR' ReadyNAS"

Admin Page

T

QO

Shares | iSCS1 Accounts Netwaork Cloud Backup | | ReadyNAS Community | Admin Password | Languag;
-—

e v
= [
b -

Refresh

CEmm s

Shares Browse

data
HAME PROTOCOLS SNAPSHOTS AVEILABLE CONSUMED PERMISSIONS '?.E'd‘ (.\n.\}’-
270 T8 freeof 271 TB =
AmazonCloudDrive SMB, AFP 15 (2 weeks pro... 2.7 TB o m
e o]
Snapshots 3 oocuments SMB, AFP, DLNA, 48 (1 yearsprot. 2.7 T8 0 A
Free —— Tunes Browse
= Recover
BE coc sme 14 (2 weeks pro.. 2.7 T8 63.0 M8 ;
e Snapshot
.'..: Harme Folders SMB, NFS, AFP daily = E bond@netd 3¢ Delete
Bl /50MD-T440P-Docu.. 5MB, AFP 49 (1 years prot.. 2.7 TB 119.0MB jbond@neth Settings
B 120ND-T440P-Docu... SMB, AFP 48 (1 years prot. 2.7 18 1200 M8

5. In the pop-up menu, click the Recover button.

& =

“Recover Files

b Jupiter ‘- -’ A Jupiter \ data \ Documents Goto: All v
E AmazonCloudDrive DATE ¥ HARAE
ﬁ LacUrE s E Apr 27,2016 00:00:24
! . % Apr 26, 2016 00:00:24
TS home B #e 25,2016 000013
B carin ﬁ Apr 24, 2016 00:00:16
R i i sy =

6. Right-click the snapshot that contains the version of the folder to roll back to.
The rollback options menu opens.

7. Inthe pop-up menu, click the Clone button.

Clone Snapshot

Name |

Apply Cance|

8. Enter a name for the new folder or LUN.

9. Click the Apply button.
The cloned snapshot is added to the Shares page as a new shared folder or LUN.

Note A new shared folder is immediately accessible to users. A new LUN must first be
added to a LUN group before users can gain access to it.
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Delete Snapshots

You can manually delete snapshots using recovery mode or the snapshot timeline.

ReadyNAS OS 6.1 and later uses Smart Snapshot Management to automatically prune your snapshots.
For information, see Smart Snapshot Management on page 110.

Delete Snapshots Using Recovery Mode

You can manually delete snapshots using recovery mode.
Recovery mode provides an easy way to manage and delete snapshots of your shared folders.
Recovery mode is available only for shared folders.

b~To delete a snapshot using recovery mode:

1. Loginto your ReadyNAS.

2. Select Shares > Shares.
A list of shared folders on each volume displays.

Select the folder that contains the file or subfolder you want to browse.

4. Click the gear icon.

“NETGEAR' ReadyNAS" - \

Admin Page o (I) -
Shares iSCS1 “m Backup ReadyNAS Community Admin Password Language »
- — P
— Lo -
Shares Browse Refresh
B New Shere BR snapshots
*
data
HANE PROTOCOLS SNAPSHOTS AVANILABLE CONSUMED PERMISSIONS Read Oy
L70TB freeof 271 T8 =
" B AmazonCioudDrive  SMB, AFP 15 (2 weeks pro... 2.7 T8 0
Data ==
Snapshats ﬁ Documents 5MB, AFP, DLNA, 48 (1 yearsprot... 2.7 TB o s r‘h
Pre Tunes = Browse
— {) Recover
B cc sme 14 (2 weeks pro.. 2.7 T8 63.0 M8
ﬁ Snapshat
) Home Falders SMB, NFS, AFP dlaily # - jbond@netd 2 Delete

B /BOND-T440P-Docu... SMB, AFP 49 (1 years prot... 27 T8 119.0 MB Thond@nerg b Settings
JBOND-T440P-Docu... SMB, AFP 48 (1 years prot.. 2.7 T8 120.0 M8

Snapshots
118



5.

ReadyNAS OS 6.9.3

In the pop-up menu, click the Recover button.

‘Recover Files

':'.-i] Apr 27, 2016 00:00:24

'c'-‘\' Apr 26, 2016 00:00:24

Pr‘) Apr 25, 2016 00:00:13

J’v": admin

rt:" Apr 24, 2016 00:00:16
Right-click the snapshot.

The rollback options menu opens.

Click the Delete button.

Confirm the deletion.
The snapshot is deleted.

Recover Data From a Snapshot

The best way to protect against data loss is to back up your data. Regularly taking snapshots of your data
can also help prevent loss, because you can recover data from snapshots.

Note You can add additional protection by backing up the snapshots using ReadyDR.

Recover Data From a Snapshot to a Network-Attached Device

Recovering data from a snapshot to a network-attached device, such as a laptop or tablet, involves the
following high-level steps:

1.

Enable access to snapshots.

You must allow users to access snapshots from network-attached devices. You can grant access to
snapshots by selecting the Allow snapshot access check box when you configure the properties of a
shared folder. For more information, see View and Change the Properties of a Shared Folder on page
56.

Access a shared folder from a network-attached device.

Snapshots reside on the same volume as the shared folder (or LUN) from which they were created.
After you enable access to snapshots, users can access snapshots of shared folders according to their
access rights. Users with access to a shared folder can access its snapshots. Users without access to
a shared folder cannot access its snapshots. For more information about accessing a shared folder
from a network-attached device, see Access Shared Folders from a Network-Attached Device on page
78.

Locate the snapshot data on the ReadyNAS.
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Snapshot data is stored in a snapshot subfolder within the shared folder. Users with read/write access
to the shared folder can explore the snapshot data and recover earlier versions of files or folders.

* [E] ras-se-07-02 -

W Documents
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Recover Data From a Snapshot to an iSCSI-Attached Device

Strictly speaking, users who access the ReadyNAS through an iSCSl-attached device cannot access
shapshots. However, you can clone a snapshot of a LUN to become a new independent LUN, and then
assign the LUN clone to a LUN group that the users can access.

To recover data from the LUN clone, users must access the LUN clone from the same type of iSCSI-attached
device that was used to format the parent of the clone. For example, if the parent LUN was formatted using
a Windows device, users must access the LUN clone using a Windows device.

Recovering data from a snapshot to an iSCSI-attached device involves the following high-level steps:

1. Clone a snapshot of a LUN.
See Clone Snapshots on page 116. Cloning a snapshot of a LUN creates a new independent LUN.

2. Assign the LUN clone to a LUN group that the users can access.
See Assign a LUN to a LUN Group on page 92.
The LUN clone appears on the iSCSl-attached device as a virtual block device. The iSCSl-attached
device treats LUNs in the LUN group as locally attached disks. Now users can access the LUN clone
from the iISCSl-attached device.

3. Locate the snapshot data on the LUN clone from the iSCSI-attached device.
Users can access data on the LUN clone according to their access rights. Users with read/write access
to the LUNSs in the LUN group can explore the snapshot data in the LUN clone and recover any desired
data.
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Users and Groups 6

This chapter describes how to create and manage user and group accounts. It contains the following sections:

e User and Group Accounts

 Home Folders

e User and Group Account Limitations
e User and Group Management Modes
e User Accounts

*  Group Accounts

* Cloud Users
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User and Group Accounts

Users are the people to whom you grant access to your storage system. If your company uses Windows
Active Directory, you can use that to manage ReadyNAS users. Otherwise, when you want to allow someone
to access your ReadyNAS system, you create a user account for that person. The ReadyNAS storage
system administrator sets up user accounts and decides which folders and LUNs each user is permitted to
access.

If your ReadyNAS storage system is used at home, you might create a user account for each member of
the family, but allow only the parents to access financial data stored on your system. You might decide that
all user accounts can access photos and music stored on the system. You can set the appropriate permissions
for each user.

The ReadyNAS system administrator can set up groups to make it easier to manage large numbers of users.
For example, if your ReadyNAS storage system is being used in a business, you might decide that every
employee requires a user account. However, you might decide that only users in the accounting department
can access information in the accounting shared folder, but that all users can access data stored in the
company benefits shared folder. You can create a group for each department and place all users in the
appropriate group or groups.

The ReadyNAS system administrator account allows special priviledges. The ReadyNAS system administrator
can grant most, but not all, of these special priviledges to any user by assigning that user to the user group
admin. Examples of these special priviledges available to secondary admin accounts include access to all
Home Folders, and full access to control of networking protocols. Secondary admin accounts cannot do the
following:

» Disable themselves
e Perform password recovery

e Perform password reset

Home Folders

Home folders allow each user a private folder matching his or her account name. Home folders are
automatically created when a user account is created. By default, home folders are available over SMB,
AFP, and NFS protocols and are available optionally over FTP and DLNA protocols. All can be disabled.

You can control whether or not snapshots are enabled for home folders. You enable or disable snapshot
protection for home folders through a switch for the default user (Accounts > Default User). If snapshot
protection is enabled here, you can enable or disable it for individual home folders when viewing it in the
Shares tab.

User and Group Account Limitations

You can create up to 8,192 user accounts and up to 8,192 group accounts on your ReadyNAS storage
system. However, creating many accounts on your system can degrade its performance, so we recommend
that you create and maintain only those accounts that you need.

When you add a user, a private home folder is created for that user. This private home folder is visible only
to the user and the system administrator.
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User and Group Management Modes

You can choose between two modes to manage user and group accounts on your ReadyNAS: Local Users
mode and Active Directory mode. You configure either one or the other:

» Local Users mode. This mode lets you manually manage user and group accounts on your ReadyNAS
storage system using its local database.

e Active Directory mode. This mode requires an Active Directory database. If you use Active Directory
mode, you do not use your ReadyNAS system to manage your users and groups. Instead, you manage
them with your Active Directory database and the changes are transferred to your ReadyNAS system
every 12 hours.

k=To configure Local Users mode:

1. Log into the ReadyNAS.
2. Select Accounts > Authentication.
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Authentication

Access Type: Local Users

Warkgroup Name: WORKGROUP
DMS Realm Name (FQDN)
Container OL:
Include Trusted Domains
Administrator Name
Administrator Password
Directory Server Address

Do not cache ADS accounts locally:

Apply

In the Access Type menu, select Local users.

4. (Optional) Enter a name for the workgroup.
You can keep the default name of VOLUME.

5. Click the Apply button.
Your settings are saved.

For more information about managing users and groups in Local Users mode, see User Accounts on page
125 and Group Accounts on page 130.

k=To configure Active Directory mode:

1. Log into the ReadyNAS.

2. Select Accounts > Authentication.
The page adjusts.

3. Inthe Access Type menu, select Active Directory.
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The Workgroup Name field changes to NetBIOS Domain Name.
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Authentication . e
Access Type!  Active Directory v
MetBIOS Domain Name: WORKGROUP

DNS Realm Name (FQDN):
Container OU:

Include Trusted Domains:
Adrministrator Name
Administrater Password
Directory Server Address:

Do not cache ADS accounts locally:

4. Configure the settings as explained in the following table:

Item Description

NetBIOS Domain Name Enter the name of the NetBIOS domain, for example, company. Normally,
the NetBIOS domain name is identical to the prefix of the DNS realm name.
If the NetBIOS domain name does not properly represent the organizational
structure or does not match the prefix naming rules, the name differs from
the prefix of the DNS realm name.

DNS Realm Name (FQDN) Enter the DNS realm name, which is normally the DNS domain name or the
Active Directory domain name, for example, company.community.com, where
company is the prefix, and community is the suffix of the name.

Container OU This setting is optional. Specify the location of the computer account of the
ReadyNAS in the Active Directory. By default, the computer account for the
ReadyNAS is placed in the Computers organizational unit (OU), but you can
use the Container OU field to specify another OU. You can specify OUs by
separating OU entries with slashes. Specify the lowest-level OU first.

Note The name of the computer account (also referred to as the
machine account) is the same as the host name of the
ReadyNAS (see Configure the Host Name on page 163).

Included Trusted Domains Select the Include Trusted Domains check box to include active directory
domains, and their accounts, recognized as trusted by the Active Directory
used by the ReadyNAS system.

Administrator Name Enter the name of the administrator of the Active Directory.
Administrator Password Enter the password of the administrator of the Active Directory.
Directory Server address This setting is optional. Enter the IP address of the Active Directory server.

Do not cache ADS accounts locally | Select this check box to prevent caching of ADS accounts. Caching can
speed access, but downloading and updating the accounts of a large domain
can also slow the ReadyNAS system. If this check box is clear, then the
ReadyNAS system imports a list of users and groups from the Active Directory
server. If the option is checked, then the ReadyNAS does not import a list of
users and groups from AD.
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(Continued)

Item Description

ADS ID Map Select the Import option to import an ADS map to this ReadyNAS system.
Select the Export option to export this ReadyNAS system ADS map to a file
for later uploading to other ReadyNAS systems.

Note For use with Windows systems, the ReadyNAS maps Windows IDs (Windows SIDs) to
ReadyNAS IDs. In versions of ReadyNAS OS previous to ReadyNAS OS 6.5 and in systems
upgraded from those earlier versions, the mapping is done when an account is first
authenticated. You can import and export this map so that all ReadyNAS systems on a network
use the same map.

Starting with ReadyNAS OS 6.5, the mapping is done by an algorithm using the SID. Because
the algorithm is the same on all ReadyNAS systems, you do not need to transfer the mapping
between systems on the network.

You cannot convert the maps on a ReadyNAS system from one method to the other.

5. Click the Apply button.
Your settings are saved.

6. (Optional) Click the Refresh ADS Accounts button.
User and group information about your ReadyNAS system is updated immediately.

For more information about managing users and groups with Active Directory, see your Active Directory
documentation.

Keep the following precautions in mind when using Active Directory mode:

* The same time must be set on your Active Directory server and your ReadyNAS system clocks. We
recommend that you choose your domain controller as your NTP server to ensure that time settings are
the same.

e The DNS server that you use must be able to resolve the host name of the domain controller. We
recommend that you point your ReadyNAS to the Active Directory DNS to ensure that host names can
be resolved.

* If you do not set the NTP server, the ReadyNAS device will set an NTP server.

User Accounts

Use Local Users mode to manually create, manage, and delete user accounts on your ReadyNAS storage
system.

The user account procedures assume that your ReadyNAS system is currently in Local Users mode. For
more information about changing user and group management modes, see User and Group Management
Modes on page 123.

You enable or disable home folder snapshot protection, enable or disable the use and capacity of private
time machines, and specify the default primary group for a user through settings for the default user (Accounts
> Default User).
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Configure Default User Settings

When you create a user account, whether home folder snapshot protection is used, whether the user can
have a private Time Machine, and the default group membership are all controlled by settings for the default
user. You can change these defaults.

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

1. Log into your ReadyNAS admin page.

2. Select Accounts > Default User.
The default user settings display.

You can turn home snapshot protection on or off, permit or disallow the use of private Time Machines,
and set their capacity, and set the default primary group for new users. These settings apply to new
users. They do not change the settings for existing users.

3. Click the Apply button.
Your settings are saved.

Create User Accounts

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

k=To create a user account:

1. Log in to your ReadyNAS.

2. Select Accounts > Users.

[omen || a5 ccars [ v | e | Gow | s || b rusnrs | g
@ e

[ )] 1) &
v aat L B (] -

®  admin 9B admin

Users and Groups
126



ReadyNAS OS 6.9.3

3. Click the New User button.

PROPERTIES Name

4. Enter the following information for the new user:

* Name. User names can be a maximum of 31 characters in most non-Asian languages. If you use
Asian language characters, the limit is lower. You can use most alphanumeric and punctuation
characters for a user name. User names cannot consist of numbers only. You cannot use @ in user
names.

e UID.The UID is a unique user ID number assigned to each user. By default, the ID number is
automatically set, but you can manually enter a number if you prefer.

e Primary Group. From the menu, select the primary group to which the user is assigned. The default
group is called users. A group called admin is also predefined.
You can assign the primary group admin as a user's primary group to give that user most of the
priviledges of the admin user. For the list of restrictions, see User and Group Accounts on page 122.
For information about creating groups, see Create Groups on page 131.

Note In addition to belonging to a single primary group, a user can belong to multiple
secondary groups. For information about assigning a user to a secondary group, see
Edit Groups on page 131.

e Email Address. (Optional) Enter the user’'s email address.
e Password. Enter a password. Each user password can be a maximum of 255 characters.

e Re-enter Password. Reenter the user password.

5. Click the Create button.
A new user account is created.

Edit User Accounts

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

You can edit a user’s name, email address, or password.
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k=To edit a user account:

1. Log in to your ReadyNAS.

2. Select Accounts > Users.
The list of current users displays.

3. From the list of users, select a user account.

Users Groups

Users i

HAME
admin
B_new_user

Disable admin_reserved

Delete |

3 X Lo e Lo

Settings

4. Click the Settings button in the pop-up menu.

Betsy

PROPERTIES Mame: Betsy

GROUPS Emall:

5. Edit the settings for the user as needed.
You can edit the user’s name, primary group assignment, email address, and password.
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Note If you edit the user's name, you must also recreate the user’'s password.

6. Click the Apply button.
Your settings are saved.

Delete User Accounts

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

Use the local admin page to delete user accounts. Files on your ReadyNAS system that are owned by the
deleted user might become inaccessible. When you delete a user, your ReadyNAS system deletes that
user’s private home folder and its contents.

b=To delete a user:

1. Loginto your ReadyNAS.

2. Select Accounts > Users.
The list of current users displays.

3. From the list of users, select the user account.

Users i

HAME
admin
A_new_user

Disable admin_reserved

Delete

Settings
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4. Click the Delete button in the pop-up menu.
5. Confirm the deletion.
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The user is deleted.

Change User Passwords

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

The ReadyNAS administrator can change user passwords from the local admin page (see Edit User Accounts
on page 127).

Users can also change their passwords using the ReadyNAS change password tool.

k=To change the password of your ReadyNAS user account:

1. On acomputer that uses the same LAN as your ReadyNAS system, open a web browser and type:
https://<ReadyNAS IP address>/password_recovery/my_password.html
where <ReadyNAS IP address> is the IP address of the ReadyNAS.
The ReadyNAS change password tool displays in the browser window.

NETGEAR' W N

ReadyNAS

Change Password

User Name:

Old Password:

New Password.

Re-enter Password:

'.e LA .

T g B In case you forget the admin password, you can reset

" the password by answering the password recovery
question correctly and specifying the email address
where the new admin password will be sent.
There is no other way to recover a lost password
without setting the device back to factory default or
reinstalling the firmware

“ Hioe

2. Inthe User Name and Old Password fields, enter your ReadyNAS user account credentials.

In the New Password and Re-enter Password fields, enter your new password.

4. Click the OK button.
Your settings are saved.

Group Accounts

Use Local Users mode to manually create, manage, and delete group accounts on your ReadyNAS storage
system.

The group account procedures assume that your ReadyNAS system is currently in Local Users mode. For
more information about changing user and group management modes, see User and Group Management
Modes on page 123.
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Create Groups

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

Use the local admin page to create groups.

b-To create a group:

1. Loginto your ReadyNAS.
2. Select Accounts > Groups.
T N N S N T s
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Groups
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3. Click the New Group button.
New Group
Name:
GID:
4. Enter the following information for the new group:

* Name. Group names can be a maximum of 31 characters in most non-Asian languages. If you use
Asian language characters, the limit is lower. You can use most alphanumeric and punctuation
characters for a group name.

e GID.The GID is a unique group ID number assigned to each group. By default, the ID number is
automatically set, but you can manually enter a number if you prefer.

5. Click the Create button.
The group is added to your system.
Edit Groups

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.
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Use the local admin page to edit a group.

b=To edit a group:

1. Log in to your ReadyNAS.

2. Select Accounts > Groups.
The list of groups displays.

3. Select the group.

I ey
Users Groups

Groups
HAME

o
aad Users

4. Click the Settings button in the menu.

users

Name: users

Apply Cancel

5. Edit the settings for the group as needed.
Use these guidelines to determine a user’s group membership status:
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» If the check box next to a user is selected and can be cleared, that user is a secondary member of
the group.

» If the check box next to a user is selected and cannot be cleared, that user is a primary member of
the group.

» Ifthe check box next to a user is clear, that user is not a primary or secondary member of the group.

6. To change the group name, enter a new name in the Name field.
7. To add a user to this group as secondary member, select the check box next to the user’'s name.

8. Toremove a user as a secondary member of this group, clear the check box next to the user’s name.

Note You cannot edit primary group membership from this window. For information about
how to edit primary group membership, see Edit User Accounts on page 127.

9. Click the Apply button.
Your settings are saved.

Delete Groups

This procedure assumes that your ReadyNAS system is currently in Local Users mode. For more information
about changing user and group management modes, see User and Group Management Modes on page
123.

Use the local admin page to delete a group. To be eligible for deletion, a group cannot contain any primary
members. For more information about moving users to a different group, see Edit User Accounts on page
127. For more information about deleting users, see Delete User Accounts on page 129.

b=-To delete a group:

1. Log in to your ReadyNAS.

2. Select Accounts > Groups.
The list of groups displays.
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3. Select the group.
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4. Click the Delete button in the menu.

5. Confirm the deletion.
The group is deleted.

Cloud Users

Cloud users are users who can access your system using ReadyCLOUD.

ReadyCLOUD is a free cloud-based service that allows users to securely access your system from anywhere
with an Internet connection.

You can view a complete list of your system’s Cloud users by selecting Accounts > Cloud Users on the
local admin page.

Note You cannot delete a user from the local admin page. You must use the ReadyCLOUD
portal to ReadyCLOUD users.

Grant Access to Cloud Users

If you want users to access your system using ReadyCLOUD, see Use ReadyCLOUD to Share Folders
Through Email on page 138.

For more information about ReadyCLOUD, see Use Cloud Services on page 136.

Cloud User Access Rights

When you grant access to ReadyCLOUD users, those users can access your ReadyNAS system using
ReadyCLOUD. You use the ReadyCLOUD web portal to configure access rights for users accessing your
system from ReadyCLOUD. See Manage Permissions for ReadyCLOUD Users on page 144.
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If you did not enable anonymous access to a shared folder, anyone who tries to access system must provide
valid ReadyNAS user account credentials.

For more information about managing access to shared folders on your system, see Set Network Access
Rights to Shared Folders on page 62.
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Use Cloud Services

Several cloud-based services are preinstalled on your ReadyNAS system.

Note Starting with ReadyNAS OS 6.5, ReadyNAS Remote is no longer available. ReadyCLOUD
replaces ReadyNAS Remote.

This chapter includes the following sections:

* Use ReadyCLOUD

e Sync With Amazon Drive

e Sync With Amazon S3

e Sync With Azure

*  Sync With Dropbox

e Sync With Google Drive

e Sync With Microsoft OneDrive
* ReadyNAS Vault

e Sync With Your Wasabi Storage
* ReadyNAS Replicate
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Use ReadyCLOUD

ReadyCLOUD is an online service that you use to discover and set up ReadyNAS storage systems on your
network. After you discover your ReadyNAS system using ReadyCLOUD, you can use ReadyCLOUD to
securely access and manage your system from anywhere with an Internet connection.

For more information about discovering your device using ReadyCLOUD or creating a ReadyCLOUD account,
see Discover and Set Up Your ReadyNAS on page 14.

Using ReadyCLOUD involves these high-level steps:

1. Add your ReadyNAS system to your MyNETGEAR account.
See Join ReadyCLOUD on page 137.

Note Starting with ReadyNAS OS 6.5, changes in the integration of ReadyNAS OS and
ReadyCLOUD require MyNETGEAR single-sign-on accounts. If you own an earlier
ReadyCLOUD account, when you first log back in to ReadyCLOUD, you will be
assisted in upgrading your account.

2. (Optional) Grant access to ReadyCLOUD users.
See Use ReadyCLOUD to Share Folders Through Email on page 138.

3. Access your data and manage your ReadyNAS system using ReadyCLOUD.
See Access Your System Using ReadyCLOUD on page 145.
